SENDMAIL CONFIGURATION FILES

Thi s docunment describes the sendmail configuration files. This package
requires a post-V7 version of md; if you are running the 4.2bsd, SysV.2, or
7th Edition version. SunOS's /usr/5bin/m or BSD-Net/2's md both work.

G\U mt version 1.1 or later also works. Unfortunately, the MA on BSDI 1.0
doesn't work -- you'll have to use a Net/2 or GNU version. GNUn% is

avail able fromftp://ftp.gnu.org/pub/gnu/md/ mi-1.4.tar.gz (check for the
latest version). EXCEPTIONS: DEC s md on Digital UNIX 4.x is broken (3.x
is fine). Use GNUm on this platform

To get started, you may want to look at tcpproto.nt (for TCP-only sites),
uucpproto.nt (for UUCP-only sites), and clientproto.nt (for clusters of
clients using a single mail host). Qhers are versions previously used at
Berkel ey. For exanple, ucbvax has gone away, but ucbvax.nt denonstrates
some interesting techniques.
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***  BE SURE YOU CUSTOM ZE THESE FI LES! They have some *k*
**x  Berkel ey-specific assunptions built in, such as the nane ***

**x of their UUCP-relay. You'll want to create your own *xx

*** domai n description, and use that in place of ok

***  domai n/ Ber kel ey. EDU. mi. ol
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Configuration files are contained in the subdirectory "cf", with a
suffix ".mc". They nust be run through "m" to produce a ".cf" file.
You nust pre-load "cf.nd":

m ${CFDI R}/ m4/ cf.mt config.nc > config.cf
Alternatively, you can sinply:

cd ${CFDI R}/ cf
./Build config.cf

where ${CFDIR} is the root of the cf directory and config.nt is the

nanme of your configuration file. |If you are running a version of M
that understands the _ file__ builtin (versions of GN\U md >= 0.75 do
this, but the versions distributed with 4.4BSD and derivatives do not)

or the -1 flag (ditto), then ${CFDIR} can be in an arbitrary directory.
For "traditional" versions, ${CFDIR} ***MJST*** be "..", or you MJST
use -D CF DR =/path/to/cf/dir/ -- note the trailing slash! For exanple:

m -D CF DR =${CFDIR}/ ${CFDIR}/ m4/cf.mt config.nt > config.cf
Let's examine a typical .nt file:

divert(-1)



Copyright (c) 1998-2001 Sendnail, Inc. and its suppliers.
Al rights reserved.
Copyright (c) 1983 Eric P. Allman. Al rights reserved.
Copyright (c) 1988, 1993
The Regents of the University of California. Al rights reserved.

By using this file, you agree to the terns and conditions set
forth in the LICENSE file which can be found at the top | evel of
the sendmail distribution.
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#
# This is a Berkeley-specific configuration file for HP-UX 9. x.

# 1t applies only to the Conputer Science Division at Berkel ey,

# and shoul d not be used el sewhere. It is provided on the sendnil
# distribution as a sanple only. To create your own configuration
# file, create an appropriate domain file in ../domain, change the
# "DOVAIN nacro below to reference that file, and copy the result
# to a name of your own choosing.

#

d

i vert(0)

The divert(-1) will delete the crud in the resulting output file.

The copyright notice can be replaced by whatever your |awers require;
our lawyers require the one that is included in these files. A copyleft
is a copyright by another name. The divert(0) restores regul ar output.

VERSI ONI D( " <SCCS or RCS version id>")

VERSIONID is a macro that stuffs the version information into the
resulting file. You could use SCCS, RCS, CVS, sonething else, or
omt it conpletely. This is not the sanme as the version id included
in SMIP greeting messages -- this is defined in mi/version. m.

OSTYPE( ™ hpux9' ) dnl

You nust specify an OSTYPE to properly configure things such as the
pat hnane of the help and status files, the flags needed for the | ocal
mail er, and other inportant things. |If you omt it, you will get an
error when you try to build the configuration. Look at the ostype
directory for the list of known operating systemtypes.

DOVAI N( * CS. Ber kel ey. EDU ) dnl

This exanple is specific to the Conputer Science D vision at Berkeley.
You can use "DOVAI N("generic')" to get a sufficiently bland definition
that may well work for you, or you can create a custom zed donain
definition appropriate for your environnent.

MAI LER( " | ocal ")
MAI LER( " snt p')

These describe the mailers used at the default CS site. The

local mailer is always included automatically. Beware: MAl LER

decl arations should always be at the end of the configuration file,
and MAILER( sntp') should al ways precede MAILER( procnail'), and



MAI LER( " uucp'). The general rules are that the order shoul d be:

VERSI ONI D

OSTYPE

DOVAI N

FEATURE

|l ocal nmacro definitions
MAI LER

LOCAL_RULE *
LOCAL_RULESETS

There are a few exceptions to this rule. Local macro definitions which
influence a FEATURE() should be done before that feature. For exanple,
a define(  PROCVAI L_NMAI LER PATH , ...) should be done before

FEATURE( " | ocal _procmail").

Sendnai | uses the MA nmacro processor to "“conpile'' the configuration
files. The nost inportant thing to knowis that M is stream based,
that is, it doesn't understand about lines. For this reason, in sone

pl aces you may see the word ““dnl'', which stands for " “delete
through newine''; essentially, it deletes all characters starting
at the ~“dnl'' up to and including the next newine character. In

nost cases sendmail uses this only to avoid |ots of unnecessary
blank lines in the output.

O her inportant directives are define(A B) which defines the nacro
A" to have value ""B''. Macros are expanded as they are read, so
one nornal ly quotes both values to prevent expansion. For exanple,

define(” SMART_HOST', “snart.foo.coni)

One word of warning: M nacros are expanded even in |lines that appear
to be comrents. For exanple, if you have

# See FEATURE( foo') above

it will not do what you expect, because the FEATURE( foo') will be
expanded. This also applies to

# And then define the $X macro to be the return address

because " “define'' is an M} keyword. If you want to use them surround
themwith directed quotes, “like this'.

R —— +

| FILE LOCATI ONS |

S +

sendmai | 8.9 has introduced a new configuration directory for sendmail
related files, /etc/mail. The new files available for sendmail 8.9 --
the class {R} /etc/mail/relay-donmains and the access dat abase
/etc/nmail/access -- take advantage of this new directory. Beginning with



8.10, all files will use this directory by default (sone options may be
set by OSTYPE() files). This new directory should help to restore
uniformty to sendmail's file |ocations

Below is a table of some of the common changes

ad filenane New fi | enanme

[ etc/ bitdomain /etc/mail/bitdomain

/ et c/ domai nt abl e /etc/ mail/domai ntabl e

/etc/ genericstable /etc/ mail/genericstable
/ et ¢/ uudomai n /etc/mail/uudonain
/etc/virtusertable /etc/mail/virtusertable
[ etc/ userdb /etc/ mail/userdb
/etc/aliases /etc/mail/aliases
/etc/sendnai |l /al i ases /etc/mail/aliases
/etc/ucbnmail/aliases /etc/mail/aliases
/usr/adm sendnui |l /aliases /etc/nail/aliases
/fusr/lib/aliases /etc/mail/aliases
fusr/lib/mil/aliases /etc/mail/aliases
[fusr/ucblib/aliases /etc/mail/aliases
/etc/sendmai | . cw /etc/mail/l ocal -host-nanes
/[etc/mail/sendmail.cw /etc/ mail/l ocal - host - nanes

/etc/sendmai |l /sendmail.cw /etc/mail/l ocal -host-nanes

/etc/sendmail . ct /etc/mail/trusted-users

/etc/ sendmai | . oE /etc/ mail/error-header

[ etc/ sendmai | . hf /etc/mail/helpfile
/etc/nmail/sendnuil . hf /etc/mail/helpfile
/usr/uchblib/sendmail . hf letc/mail/helpfile
/etc/ucbmail/sendmai | . hf letc/mail/helpfile
/usr/lib/sendmail . hf letc/mail/helpfile
/usr/share/lib/sendnail.hf /etc/mail/helpfile
/usr/share/ m sc/ sendnai | . hf letc/mail/helpfile

/ shar e/ mi sc/ sendmai | . hf letc/mail/hel pfile
/etc/service.swtch /etc/mail/service.swtch
[ etc/sendnai |l . st /etc/mail/statistics
/etc/mail/sendmail . st /etc/mail/statistics
/etc/ mail er/ sendmai | . st /etc/mail/statistics
/etc/sendmail /sendnmail.st /etc/mail/statistics
/fusr/lib/sendnail. st /etc/mail/statistics
/usr/uchblib/sendmail . st /etc/mail/statistics

Note that all of these paths actually use a new md macro MAIL_SETTINGS D R
to create the pathnanmes. The default value of this variable is
“letc/mail/'. If you set this nmacro to a different value, you MJST include
a trailing slash.



You MUST define an operating system environnment, or the configuration
file build will puke. There are several environments avail abl e; | ook
at the "ostype" directory for the current list. This macro changes
things like the location of the alias file and queue directory. Sone
of these files are identical to one another.

It is | MPERATI VE that the OSTYPE occur before any MAILER definitions.
In general, the OSTYPE nacro should go i mmedi ately after any version
information, and MAI LER definitions should always go | ast.

Operating systemdefinitions are usually easy to wite. They nay define
the follow ng variables (everything defaults, so an ostype file may be
enmpty). Unfortunately, the Iist of configuration-supported systens is
not as broad as the |ist of source-supported systens, since nmany of

the source contributors do not include correspondi ng ostype files.

ALI AS_FI LE [/etc/nail/aliases] The |ocation of the text version
of the alias file(s). It can be a comma-separated
list of names (but be sure you quote values with
comras in them-- for exanple, use

define( ALIAS FILE, “a,b")
to get "a" and "b" both listed as alias files;
otherwi se the define() primtive only sees "a").

HELP_FI LE [/etc/mail/helpfile] The nane of the file
containing information printed in response to
the SMIP HELP commrand.

QUEUE_DI R [/var/spool / mqueue] The directory containing
queue files. To use multiple queues, supply
a value ending with an asterisk. For
exanpl e, /var/spool /mjueue/ qd* will use all of the
directories or synbolic links to directories
beginning with 'qd" in /var/spool/mueue as queue
directories. The names 'gf', 'df', and 'xf' are
reserved as specific subdirectories for the
correspondi ng queue file types as explained in
doc/ op/ op. re.

STATUS_FI LE [/etc/mail/statistics] The file containing status
i nformation.

LOCAL_MAI LER PATH [/bin/mail] The programused to deliver local nmail.

LOCAL_MAI LER FLAGS [Prom9] The flags used by the local nailer. The
flags | sDFMAWS: /| @ are al ways i ncl uded.

LOCAL_MAI LER_ARGS [mail -d $u] The argunents passed to deliver |ocal
mai | .

LOCAL_MAI LER_ MAX[ undefined] If defined, the maxi num size of |ocal
mai | that you are willing to accept.

LOCAL_MAI LER MAXMBGS [undefined] |If defined, the maxi mum nunber of
nessages to deliver in a single connection. Only
useful for LMIP | ocal mailers.

LOCAL_MAI LER CHARSET [undefined] |f defined, nessages containing 8-bit data
that ARRIVE froman address that resolves to the
| ocal nmiler and which are converted to MME will be
| abeled with this character set.

LOCAL_MAI LER EQ [undefined] If defined, the string to use as the
end of line for the local mailer.

LOCAL_MAI LER _DSN DI AGNCSTI C_CODE
[ X-Uni x] The DSN Di agnosti c-Code val ue for the



local nmiler. This should be changed with care.

LOCAL_SHELL_PATH[/ bi n/ sh] The shell used to deliver piped enail.

LOCAL_SHELL_FLAGS [eu9] The flags used by the shell nailer. The
flags | sDFM are al ways i ncl uded.

LOCAL_SHELL_ARGS[sh -c $u] The arguments passed to deliver "prog"
mai | .

LOCAL_SHELL_D R [$z:/] The directory search path in which the
shell should run.

USENET_MAI LER_PATH [/usr/lib/news/inews] The nane of the program
used to submt news.

USENET_MAI LER FLAGS [rsDFMm] The mailer flags for the usenet mailer.

USENET_MAI LER_ARGS [-m-h -n] The command |ine argunments for the
usenet nailer.

USENET_NAI LER_MAX [ 100000] The maxi mum si ze of nessages that wll
be accepted by the usenet nuiler.

SMIP_MNAI LER FLAGS [undefined] Flags added to SMIP nailer. Default
flags are "nDFMuX for all SMIP-based mailers; the
"esmp" mailer adds “a'; "sntp8" adds "8 ; and
"dsntp" adds " %.

RELAY_MAI LER_FLAGS [undefined] Flags added to the relay mailer. Default
flags are "nDFMuUX for all SMIP-based mailers; the
relay nailer adds "a8' . |If this is not defined,
then SMIP_MAI LER FLAGS i s used.

SMIP_NAI LER_MAX [undefined] The maxi mum si ze of nessages that will
be transported using the sntp, sntp8, esntp, or dsntp
nail ers.

SMIP_MAI LER_ MAXMBGS  [undefined] |f defined, the naxi num nunber of
nessages to deliver in a single connection for the
sntp, sntp8, esntp, or dsntp mailers.

SMIP_NMAI LER_ARGS[ TCP $h] The argunents passed to the sntp nailer.

About the only reason you would want to change this
woul d be to change the default port.

ESMIP_NMAI LER_ARGS [ TCP $h] The arguments passed to the esnmtp mailer.

SMIP8_MAI LER_ARGS [ TCP $h] The argunents passed to the sntp8 mailer.

DSMIP_MAI LER_ARGS [ TCP $h] The argunents passed to the dsntp nmailer.

RELAY_MAI LER ARGS [TCP $h] The argunents passed to the relay miler.

RELAY_NAI LER_ MAXMBGS [undefined] |f defined, the maxi mum nunber of
nmessages to deliver in a single connection for the
relay mailer.

SMIP_MAI LER CHARSET [undefined] If defined, nessages containing 8-bit data
that ARRIVE from an address that resolves to one of
the SMIP mailers and which are converted to MM will
be labeled with this character set.

UUCP_NAI LER_PATHI[ / usr/ bi n/ uux] The program used to send UUCP mail .

UUCP_NAI LER FLAGS [undefined] Flags added to UUCP mailer. Default
flags are "DFMhuU (and “m for uucp-new mailer,
mnus “U for uucp-dom mailer).

UUCP_NMAI LER ARGS[uux - -r -z -a$g -gC $h!rmail ($u)] The arguments
passed to the UUCP nailer.

UUCP_NAI LER_MAX [ 100000] The naxi num si ze nessage accepted for
transm ssion by the UUCP nuil ers.

UUCP_NAI LER CHARSET [undefined] |f defined, messages containing 8-bit data
that ARRIVE from an address that resolves to one of
the UUCP mail ers and which are converted to MME will
be labeled with this character set.

FAX_MAI LER PATH [/usr/local/lib/fax/mailfax] The programused to
subm t FAX nessages.



FAX_NMAI LER_ARGS [mail fax $u $h $f] The argunents passed to the FAX

mai l er.

FAX_MAI LER_MAX [ 100000] The maxi mum si ze nessage accepted for
transm ssion by FAX

POP_MAI LER PATH [/usr/lib/m/spop] The pathnanme of the POP mailer.

POP_MAI LER FLAGS[ Penu] Fl ags added to POP mailer. Flags | sDF\Vy
are al ways added.
POP_MAI LER _ARGS [pop $u] The argunents passed to the PCOP mail er.
PROCVAI L_NMAI LER PATH [/usr/local /bin/procnail] The path to the procmail
program This is also used by
FEATURE( " | ocal _procmail").
PROCVAI L_NMAI LER_FLAGS [ SPhnu9] Fl ags added to Procrmail mailer. Flags
DFM are always set. This is NOT used by
FEATURE( " | ocal _procmai | '); tweak LOCAL_MNAI LER FLAGS
i nst ead.
PROCVAI L_NAI LER ARGS [procrmail -Y -m $h $f $u] The argunments passed to
the Procrmail nailer. This is NOT used by
FEATURE( " | ocal _procmai | '); tweak LOCAL_MAI LER ARGS
i nst ead.
PROCVAI L_NAI LER_MAX  [undefined] If set, the naxi num size nessage that
will be accepted by the procnail rmailer.
MAI L11_MAI LER_PATH [/usr/etc/mail11] The path to the mail 1l mailer.
MAI L11_MAI LER FLAGS [nsFx] Flags for the nail 11 mailer.
MAI L11_MAI LER ARGS [mail 11 $g $x $h $u] Argunents passed to the mail 1l

mail er.

PH_MAI LER_PATH [/usr/local/etc/phquery] The path to the phquery
program

PH_MAI LER FLAGS [ehnu] Flags for the phquery nailer. Flags nrDFM
are al ways set.

PH_MAI LER_ARGS [phquery -- $u] -- argunents to the phquery mailer.

CYRUS_MAI LER FLAGS [Ah5@:|] The flags used by the cyrus mailer. The
flags | sDFMhPq are al ways i ncl uded.

CYRUS_MAI LER_PATH [/usr/cyrus/bin/deliver] The programused to deliver
cyrus nail.

CYRUS_MAI LER_ARGS [deliver -e -m$h -- $u] The argunents passed
to deliver cyrus nail.

CYRUS_MAI LER_MAX[ undefined] If set, the maxi num size nessage that
will be accepted by the cyrus nmailer.

CYRUS_MAI LER _USER [cyrus:mail] The user and group to becone when
running the cyrus nailer.

CYRUS_ BB _MAI LER FLAGS[u] The flags used by the cyrusbb nmailer.
The flags | sDFMhP are al ways i ncl uded.

CYRUS BB _MAI LER ARGS [deliver -e -m $u] The argunents passed
to deliver cyrusbb mail.

conf EBI NDI R [/usr/libexec] The directory for executabl es.
Currently used for FEATURE( local Inmtp') and
FEATURE( " snrsh').

QPACGE_MAI LER_FLAGS [MDFMs] The flags used by the gpage mailer.

QPACGE_MAI LER_PATH [/usr/local/bin/qgpage] The program used to deliver
gpage nmail .

QPAGE_MAI LER_ARGS [gpage -10 -m-P$u] The argunents passed
to deliver gpage nuil.

QPAGE_MAI LER_MAX[ 4096] If set, the maxi mum size nessage that
will be accepted by the gpage nmailer.

Note: to tweak Nane_MAI LER FLAGS use the nmacro MODI FY_NAI LER FLAGS:
MODI FY_MAI LER_FLAGS(" Nane', “change') where Nane is the first part of



the nacro Nane_MAI LER FLAGS and change can be: flags that should
be used directly (thus overriding the default value), or if it
starts with "+ (°-') then those flags are added to (renoved from
the default value. Exanple:

MODI FY_MAI LER FLAGS( " LOCAL', " +e')

will add the flag “e' to LOCAL_MNAI LER FLAGS.

WARNI NG The FEATURESs | ocal _|Intp and | ocal _procnail set LOCAL_MAI LER FLAGS
unconditionally, i.e., without respecting any definitions in an

OSTYPE setting.

You will probably want to coll ect domai n-dependent defines into one
file, referenced by the DOVAIN nacro. For exanple, the Berkel ey
domain file includes definitions for several internal distinguished
host s:

UUCP_RELAY The host that will accept UUCP-addressed enuil.
If not defined, all UUCP sites nust be directly
connect ed.

Bl TNET_RELAY The host that will accept BlI TNET-addressed email .
If not defined, the .BI TNET pseudo-donai n won't work.

DECNET_RELAY The host that will accept DECNET-addressed email .
If not defined, the .DECNET pseudo-donai n and addresses
of the form node::user will not work.

FAX_RELAY The host that will accept mail to the .FAX pseudo- donai n.
The "fax" mailer overrides this val ue.

LOCAL_RELAY The site that will handle unqualified nanes -- that
is, nanmes with out an @onai n extension.

Normally MAIL_HUB is preferred for this function.
LOCAL_RELAY is nostly useful in conjunction with
FEATURE( sti ckyhost) -- see the discussion of
stickyhost below. |If not set, they are assuned to
bel ong on this machine. This allows you to have a
central site to store a conpany- or departnent-w de
alias database. This only works at small sites,
and only with sone user agents.

LUSER_RELAY The site that will handle lusers -- that is, apparently
| ocal nanes that aren't |ocal accounts or aliases. To
specify a local user instead of a site, set this to
““local :usernane''.

Any of these can be either ““numiler:hostnane'' (in which case the

nailer is the internal nailer nane, such as "~ uucp-new ' and the hostnane
is the name of the host as appropriate for that nmailer) or just a
““hostname'', in which case a default nmailer type (usually “~“relay''’

a variant on SMIP) is used. WARNING if you have a w |dcard MX

record matchi ng your domain, you probably want to define these to

have a trailing dot so that you won't get the nail diverted back

to yourself.

The domain file can al so be used to define a donmain nane, if needed



(using "DD<domai n>") and set certain site-wide features. |If all hosts
at your site masquerade behind one enmail nane, you could al so use
MASQUERADE_AS here.

You do not have to define a donain -- in particular, if you are a
single machine sitting off somewhere, it is probably nore work than
it's worth. This is just a mechanismfor conbining "domai n dependent
know edge" into one place.

There are fewer mailers supported in this version than the previous
version, owing nostly to a sinpler world. As a general rule, put the
MAI LER definitions last in your .nt file, and always put MAILER( sntp')
bef ore MAI LER( uucp') and MAILER( procmail') -- several features and
definitions will nmodify the definition of mailers, and the sntp nuiler
nodi fies the UUCP nailer. Mreover, MAILER( cyrus'), MA LER( pop'),
MAI LER( " phquery'), and MAI LER( usenet') nust be defined after

MAI LER( "l ocal ').

| ocal The local and prog nailers. You will al nost always
need these; the only exception is if you relay ALL
your mail to another site. This mailer is included
automatically.

sntp The Sinple Mail Transport Protocol mailer. This does
not hi de hosts behind a gateway or another other
such hack; it assumes a world where everyone is
running the name server. This file actually defines
five mailers: "sntp" for regular (old-style) SMIP to
other servers, "esntp" for extended SMIP to ot her
servers, "snp8" to do SMIP to other servers without
converting 8-bit data to MM (essentially, this is
your statenent that you know the other end is 8-bit
clean even if it doesn't say so), "dsntp" to do on
demand delivery, and "relay" for transm ssion to the
RELAY_HOST, LUSER RELAY, or MNAIL_HUB.

uucp The UNI X-to-UNI X Copy Programnumiler. Actually, this
defines two nmamilers, "uucp-old" (a.k.a. "uucp") and
"uucp-new' (a.k.a. "suucp"). The latter is for when you
know that the UUCP nailer at the other end can handl e
multiple recipients in one transfer. |If the snip mailer
is also included in your configuration, two other mailers
("uucp-dont and "uucp-uudont) are al so defined [warning:
you MUST specify MAILER(sntp) before MAILER(uucp)]. Wen you
i nclude the uucp nailer, sendmail |ooks for all nanes in
class {U} and sends themto the uucp-old mailer; all
nanes in class {Y} are sent to uucp-new, and all
names in class {Z} are sent to uucp-uudom Note that
this is a function of what version of rmail runs on
the receiving end, and hence nay be out of your control.
See the section bel ow describing UUCP nailers in nore
detail .



usenet Usenet (network news) delivery. |If this is specified,
an extra rule is added to ruleset O that forwards all
|l ocal enmail for users nanmed " group.usenet'' to the
““inews'' program Note that this works for all groups,
and nmay be considered a security problem

f ax Facsimle transmssion. This is experinental and based
on Sam Leffler's Hyl aFAX software. For nore infornmation
see http://ww. hyl af ax. org/ .

pop Post O fice Protocol

procnai | An interface to procnail (does not come with sendnail)
This is designed to be used in nailertables. For exanple
a common question is "howdo | forward all nail for a given
domaein to a single person?". |If you have this nailer
defined, you could set up a nailertabl e reading:

host.com procnail:/etc/procnailrcs/host.com
with the file /etc/procmailrcs/host.comreadi ng:

:0 # forward mail for host.com
I -oi -f $1 person@t her. host

This woul d arrange for (anything)@ost.comto be sent

to person@ther.host. Wthin the procnail script, $1 is
the name of the sender and $2 is the nane of the recipient.
If you use this with FEATURE( | ocal _procmail'), the FEATURE
should be listed first.

mail 11 The DECnet nmil 11 mailer, useful only if you have the nail 11
program from gat ekeeper. dec. com / pub/ DEC/ gwt ool s (and
DECnet, of course). This is for Phase |V DECnet support;
if you have Phase V at your site you nay have additional

probl ens.
phquery The phquery program This is sonewhat counterintuitively
referenced as the "ph" mailer internally. It can be used

to do CCSO nane server |ookups. The phquery program which
this mailer uses, is distributed with the ph client.

cyrus The cyrus and cyrusbb nailers. The cyrus mailer delivers to
a local cyrus user. this mailer can make use of the
"user+detail @ocal . host" syntax; it will deliver the mail to
the user's "detail" nailbox if the mailbox's ACL permts.
The cyrusbb nailer delivers to a systemw de cyrus mail box
if the mailbox's ACL permts. The cyrus mailer nust be
defined after the local mailer

gpage A nailer for QuickPage, a pager interface. See
http://ww. gpage. org/ for further infornation.

The | ocal mailer accepts addresses of the form "user+detail”, where
the "+detail"” is not used for nail box matching but is available

to certain local mail prograns (in particular, see
FEATURE( " | ocal _procnail')). For exanple, "eric", "eric+sendmail", and



"eric+sww' all indicate the sanme user, but additional argunments <null >,
"sendnail", and "sww' may be provided for use in sorting nmail.

Speci al features can be requested using the "FEATURE' nacro. For
exampl e, the .nt line:

FEATURE( "use_cw file')

tells sendmail that you want to have it read an /etc/mail/l ocal - host - nanes
file to get values for class {w. The FEATURE nay contain up to 9
opti onal paraneters -- for exanple:

FEATURE( "nui l ertable', “dbm/usr/lib/nailertable')
The default database nmap type for the table features can be set with
def i ne(” DATABASE_VMAP_TYPE , “dbmi)

whi ch would set it to use ndbm databases. The default is the Berkeley DB
hash database format. Note that you nust still declare a database map type
if you specify an argunment to a FEATURE. DATABASE MAP_TYPE is only used

if no argunent is given for the FEATURE. It nust be specified before any
feature that uses a nap.

Avai l abl e features are:

use cw file Read the file /etc/mail/local -host-nanes file to get
alternate nanes for this host. This mght be used if you
were on a host that MXed for a dynam c set of other hosts.
If the set is static, just including the Iine "COwxnanel>
<name2> ..." (where the nanmes are fully qualified domain
nanmes) is probably superior. The actual filenane can be
overridden by redefining conf CWFILE

use ct _file Read the file /etc/mail/trusted-users file to get the
nanes of users that will be "“trusted ', that is, able to
set their envel ope from address using -f without generating
a warni ng nessage. The actual filenanme can be overridden
by redefining confCT_FI LE.

redirect Reject all mail addressed to "address. REDI RECT" with
a "~ 551 User has noved; please try <address>'' nmessage.
If this is set, you can alias people who have |eft
to their new address with ". REDI RECT" appended.

nouucp Don't route UUCP addresses. This feature takes one
par anet er:
‘reject': reject addresses which have "!" in the |ocal

part unless it originates froma system

that is allowed to rel ay.
‘nospecial': don't do anything special with "!".
Warnings: 1. See the NOTICE in the ANTI-SPAM secti on.



nocanoni fy

sti ckyhost

2. don't renmove "!" from QperatorChars if “reject' is
given as paraneter.

Don't pass addresses to $[ ... $] for canonification

by default, i.e., host/donain nanmes are considered canonical,
except for unqualified nanmes, which must not be used in this
nmode (violation of the standard). It can be changed by

setting the DaenonPort Qptions nodifiers (M), That is,
FEATURE( " nocanoni fy') will be overridden by setting the

'c¢' flag. Conversely, if FEATURE( nocanonify') is not used,
it can be emulated by setting the 'C flag

(DaenonPort Opti ons=Modi fiers=C). This would generally only
be used by sites that only act as mail gateways or which have
user agents that do full canonification thenselves. You may
al so want to use

"define( confBIND OPTS', "-DNSRCH -DEFNAMES' )" to turn off
the usual resolver options that do a simlar thing.

An exception list for FEATURE( nocanonify') can be
specified with CANONI FY_DOVAI N or CANONI FY_DOVAI N_FI LE,
i.e., alist of domains which are neverthel ess passed to
$[ ... $] for canonification. This is useful to turn on
canoni fication for |ocal domains, e.g., use

CANONI FY_DQVAI N( " ny. donmai n ny') to canonify addresses
which end in "ny.donmain" or "ny".

Anot her way to require canonification in the |ocal

dormai n i's CANONI FY_DOVAI N(© $=m ).

Atrailing dot is added to addresses with nore than
one conponent in it such that other features which
expect a trailing dot (e.g., virtusertable) wll
still work.

If “canonify_hosts' is specified as paraneter, i.e.,
FEATURE( " nocanoni fy', “canonify_hosts'), then

addr esses which have only a hostnane, e.g.,

<user @ost>, will be canonified (and hopefully fully
qualified), too.

This feature is sonmetines used with LOCAL_RELAY,
although it can be used for a different effect with
MAI L_HUB.

Wien used without MAIL_HUB, email sent to

"user @ocal . host" are nmarked as "sticky" -- that

is, the local addresses aren't matched agai nst UDB,
don't go through ruleset 5 and are not forwarded to
the LOCAL_RELAY (if defined).

Wth MAIL_HUB, mail addressed to "user@ocal . host"
is forwarded to the mail hub, with the envel ope

address still renaining "user @ocal . host".
Wt hout stickyhost, the envel ope woul d be changed
to "user@mil _hub", in order to protect against

mai | i ng | oops.

mai |l ertabl e Include a "mailer table" which can be used to override



routing for particular donains (which are not in class {w},

i.e. local host names). The argunent of the FEATURE nay be
the key definition. 1f none is specified, the definition
used is:

hash /etc/mail /il ertable

Keys in this database are fully qualified domai n nanes
or partial donmins preceded by a dot -- for exanple,
"vangogh. CS. Berkel ey. EDU' or ".CS. Berkeley. EDU'. As a
speci al case of the latter, "." matches any domai n not
covered by other keys. Values nmust be of the form

mai | er: domai n
where "mailer"” is the internal mailer nane, and "donai n"
is where to send the message. These naps are not
reflected into the message header. As a special case

the forns:
| ocal : user

will forward to the indicated user using the local nailer
| ocal :

will forward to the original user in the e-mail address
using the local nuiler, and

error: code nmessage

error: D. S. N code nessage
will give an error nessage with the indicated SMIP reply
code and nessage, where D.S.Nis an RFC 1893 conpli ant
error code

domai nt abl e I nclude a "domain table" which can be used to provide
domai n name mapping. Use of this should really be
limted to your own dormains. |t may be useful if you

change nanes (e.g., your conpany changes nanes from

ol dnane. comto newnane.con). The argunent of the
FEATURE nay be the key definition. |If none is specified,
the definition used is:

hash /etc/ mail/donai ntabl e

The key in this table is the domain nanme; the value is
the new (fully qualified) domain. Anything in the
domaintable is reflected into headers; that is, this
is done in ruleset 3.

bi tdomain Look up bitnet hosts in a table to try to turn theminto
i nternet addresses. The table can be built using the
bi t domai n program contributed by John Gardi ner Mers.
The argurent of the FEATURE may be the key definition; if
none is specified, the definition used is

hash /etc/ mail/bitdomain

Keys are the bitnet hostnane; values are the correspondi ng
i nt ernet host nane

uucpdomain Sinilar feature for UUCP hosts. The default map definition
is:



hash /etc/ mail/uudomain

At the nonment there is no autonagic tool to build this
dat abase.

al ways_add_domai n
I nclude the | ocal host domain even on |locally delivered
mail. Normally it is not added on unqualified nanes.
However, if you use a shared nessage store but do not use
the sanme user nane space everywhere, you nay need the host
nane on | ocal nanes.

al | masquer ade I f masquerading is enabl ed (using MASQUERADE AS), this
feature will cause recipient addresses to al so masquerade
as being fromthe masquerade host. Normally they get
the local hostnane. Although this nmay be right for
ordinary users, it can break local aliases. For exanple,
if you send to "localalias", the originating sendmail will
find that alias and send to all nenbers, but send the
nessage with "To: |ocal al i as@uasqueradehost”. Since that
alias likely does not exist, replies will fail. Use this
feature ONLY if you can guarantee that the ENTIRE
nanmespace on your masquerade host supersets all the
| ocal entries.

Iimted_nmasquer ade
Normal Iy, any hosts listed in class {w} are masqueraded. |If
this feature is given, only the hosts listed in class {M (see
bel ow  MASQUERADE DOVAIN) are masqueraded. This is useful
if you have several domains with disjoint nanespaces hosted
on the same machi ne.

nmasquer ade_entire_donai n
I f masquerading is enabl ed (usi ng MASQUERADE AS) and
MASQUERADE_DOMAI N (see below) is set, this feature will
cause addresses to be rewitten such that the nasqueradi ng
domeins are actually entire domains to be hidden. Al

hosts within the nasquerading domains will be rewitten
to the masquerade nane (used in MASQUERADE AS). For exanpl e,
if you have:

MASQUERADE_AS( " masq. com )
MASQUERADE_DOVAI N( " f 00. org')
MASQUERADE_DOVAI N( ™ bar . comi)

then *foo.org and *bar.com are converted to masq.com Wt hout
this feature, only foo.org and bar.com are masquer aded.

NOTE: only donmins within your jurisdiction and
current hierarchy should be masqueraded using this.

genericstabl e This feature will cause unqualified addresses (i.e., w thout
a donmi n) and addresses with a domain listed in class {G
to be looked up in a map and turned into another ("generic")
form which can change both the domain nane and the user nane.
This is simlar to the userdb functionality. The sane types of
addresses as for masqueradi ng are | ooked up, i.e., only header



sender addresses unl ess the all nasquerade and/ or

masquer ade_envel ope features are given. Qualified addresses
nust have the domain part in class {G; entries can

be added to this class by the nmacros CGENERI CS_DOVAI N or
GENERI CS_DOVAI N_FI LE (anal ogously to MASQUERADE DOVAI N and
MASQUERADE_DOVAI N _FI LE, see bel ow).

The argunent of FEATURE( genericstable') nmay be the nap
definition; the default nap definition is:

hash /etc/mail/genericstable
The key for this table is either the full address, the domain

(with a leading @ the localpart is passed as first argunent)
or the unqualified usernane (tried in the order mnentioned);

the value is the new user address. |f the new user address
does not include a domain, it will be qualified in the standard
manner, i.e., using $ or the nmasquerade name. Note that the
address being | ooked up nust be fully qualified. For I|ocal
mail, it is necessary to use FEATURE(" al ways_add_domai n')

for the addresses to be qualified.

The "+detail" of an address is passed as %, so entries |ike

ol d+* @ 00. or g new+% @xanpl e. com
gen+* @ 00. or g % @xanpl e. com

and other forns are possible.

generics_entire_domain
If the genericstable is enabl ed and GENERI CS_DOVAI N or
CENERI CS DOVAIN FILE is used, this feature will cause
addresses to be searched in the map if their donmin
parts are subdonmins of elenents in class {G.

virtusertabl e A domai n-specific formof aliasing, allowing multiple
virtual donmins to be hosted on one machine. For exanple,
if the virtuser table contained:

i nf o@ o0o. com foo-info

i nfo@ar.com bar-info

j oe@ar.com error:nouser No such user here

j ax@ar.com error:D. S. N unavai | abl e Address invalid
@az.org jane@xanpl e. net

then mail addressed to i nfo@oo.comw |l be sent to the
address foo-info, nmail addressed to info@ar.comw || be
delivered to bar-info, and mail addressed to anyone at baz.org
will be sent to jane@xanple.net, mail to joe@ar.comwl |

be rejected with the specified error nmessage, and mail to
jax@ar.comw Il also have a RFC 1893 conpliant error code
D.S. N

The usernane fromthe original address is passed
as % al | owi ng:

@o0.0rg % @xanple.com



nmeani ng someone@oo0.org will be sent to someone@xanpl e.com
Additionally, if the local part consists of "user+detail"
then "detail" is passed as %2 when a match agai nst user+*
is attenpted, so entries like

ol d+* @ 00. or g new+%2 @xanpl e. com
gen+* @ 00. or g %2 @xanpl e. com
+* @ 00. or g Yd+%2@xanpl e. com

and other forns are possible. Note: to preserve "+detail"
for a default case (@onmai n) +*@omai n nust be used as
exenplified above.

Al the host names on the left hand side (foo.com bar.com
and baz.org) nust be in class {w} or class {VirtHost}, the
latter can be defined by the macros VI RTUSER DOVAI N or

VI RTUSER_DOMVAI N_FI LE (anal ogously to MASQUERADE DOMAI N and
MASQUERADE DOVAI N_FI LE, see below). |f W RTUSER DOVAI N or

VI RTUSER_DOVAI N_FI LE is used, then the entries of class
{VirtHost} are added to class {R}, i.e., relaying is all owed
to (and fron) those domains. The default map definition is:

hash /etc/mail/virtusertable

A new definition can be specified as the second argunent of
t he FEATURE nacro, such as

FEATURE( "virtusertable', “dbm/etc/nail/virtusers')

virtuser_entire_domain
If the virtusertable is enabl ed and VI RTUSER DOVAI N or
VI RTUSER DOVAI N FILE is used, this feature will cause
addresses to be searched in the map if their donmin
parts are subdomains of elements in class {VirtHost}.

| dap_routing | npl ement LDAP-based e-mail recipient routing according to
the Internet Draft draft-lachman-1aser-I|dap-mail-routing-01.
This provides a method to re-route addresses with a
domain portion in class {LDAPRoute} to either a
different mail host or a different address. Hosts can
be added to this class using LDAPROUTE_DOVAI N and
LDAPRCQUTE_DOVAI N_FI LE (anal ogously to MASQUERADE DOMVAI N and
MASQUERADE _DOVAI N_FI LE, see bel ow).

See the LDAP ROUTI NG section below for nore information.

nodns If you aren't running DNS at your site (for exanple,
you are UUCP-only connected). It's hard to consider
this a "feature", but hey, it had to go sonewhere.
Actually, as of 8.7 this is a no-op -- renove "dns" from
the hosts service switch entry instead.

nullclient This is a special case -- it creates a configuration file
cont ai ni ng nothing but support for forwarding all mail to a
central hub via a |ocal SMIP-based network. The argunent
is the name of that hub.



The only other feature that should be used in conjunction
with this one is FEATURE( nocanonify'). No nailers
shoul d be defined. No aliasing or forwarding is done.

local _Intp Use an LMIP capable local mailer. The argunent to this
feature is the pathnane of an LMIP capable mailer. By
default, mail.local is used. This is expected to be the
mai |l .1 ocal which cane with the 8.9 distribution which is
LMIP capable. The path to nmail.local is set by the
confEBINDIR m4 variable -- naking the default
LOCAL_MAI LER PATH /usr/1ibexec/ mail .| ocal .
WARNI NG This feature sets LOCAL_NMAI LER FLAGS unconditionally,
i.e., without respecting any definitions in an OSTYPE setting.

| ocal _procmail Use procrail or another delivery agent as the local mailer.
The argurent to this feature is the pathname of the
del i very agent, which defaults to PROCVAI L_MAI LER PATH
Note that this does NOT use PROCVAI L_MAI LER FLAGS or
PROCVAI L_MAI LER_ARGS for the |ocal mailer; tweak
LOCAL_NAI LER FLAGS and LOCAL_MAI LER ARGS i nstead, or
specify the appropriate paranmeters. Wen procmail is used,
the local nuiler can nake use of the
"user +i ndi cat or @ocal . host" syntax; normally the +indicator
is just tossed, but by default it is passed as the -a
argunent to procnail.

This feature can take up to three argunents:

1. Path to the numiler program
[defaul t: /usr/local/bin/procmail]

2. Argument vector including name of the program
[default: procrmail -Y -a $h -d $u]

3. Flags for the mailer [default: SPfhn9]

Enpty argunents cause the defaults to be taken.

For exanmple, this allows it to use the naildrop
(http://ww. fl ounder. net/~nrsamn mail drop/) nailer instead
by speci fying:

FEATURE( " | ocal _procnumil', “/usr/local/bin/naildrop',
“maildrop -d $u')

or scanmail s using:
FEATURE( " | ocal _procmail', “/usr/local/bin/scanmils')

WARNI NG This feature sets LOCAL_MAI LER FLAGS unconditionally,
i.e., wthout respecting any definitions in an OSTYPE setting.

bestnx_is_local Accept nmail as though locally addressed for any host that
lists us as the best possible MX record. This generates
additional DNS traffic, but should be OK for lowto
mediumtraffic hosts. The argument nay be a set of
domains, which will limt the feature to only apply to
these domains -- this will reduce unnecessary DNS
traffic. TH S FEATURE IS FUNDAMENTALLY | NCOWPATI BLE W TH



snrsh

W LDCARD MX RECORDS!!'! If you have a wildcard MX record
that matches your donmin, you cannot use this feature.

Use the SendMail Restricted SHell (snrsh) provided
with the distribution instead of /bin/sh for mailing
to programs. This inproves the ability of the |ocal
system admi ni strator to control what gets run via
e-mail. If an argunent is provided it is used as the
pat hnane to snrsh; otherw se, the path defined by
confEBINDIR is used for the snrsh binary -- by default,
[usr/1ibexec/snrsh is assuned.

prom scuous_r el ay

By default, the sendmail configuration files do not pernit
mai|l relaying (that is, accepting mail from outside your

|l ocal host (class {w}) and sending it to another host than
your local host). This option sets your site to allow

mai |l relaying fromany site to any site. In alnost all
cases, it is better to control relaying nore carefully
with the access map, class {R}, or authentication. Domains
can be added to class {R} by the nacros RELAY_DOVAI N or
RELAY_DOVAI N_FI LE (anal ogously to MASQUERADE DOVAI N and
MASQUERADE_DOVAI N_FI LE, see bel ow).

relay_entire_donain

By default, only hosts listed as RELAY in the access db
will be allowed to relay. This option also allows any
host in your donain as defined by class {n}.

rel ay_hosts_only

By default, names that are |isted as RELAY in the access
db and class {R} are donmi n nanes, not host nanes.
For example, if you specify "~ "foo.com', then mail to or
fromfoo.com abc.foo.com or a.very.deep.donain. foo.com
will all be accepted for relaying. This feature changes
the behaviour to | ookup individual host names only.

rel ay_based_on_MX

Turns on the ability to allow relaying based on the MX
records of the host portion of an incom ng recipient; that
is, if an MX record for host foo.compoints to your site,
you will accept and relay nail addressed to foo.com See
description below for nmore information before using this
feature. Al so, see the KNOMBUGS entry regardi ng bestnx
map | ookups.

FEATURE( "rel ay_based_on_MX') does not necessarily allow
routi ng of these nessages which you expect to be allowed,
if route address syntax (or % hack syntax) is used. |If
this is a problem add entries to the access-table or use
FEATURE( " | oose_rel ay_check').

relay_nmail _from

Allows relaying if the mail sender is listed as RELAY in
the access map. |If an optional argument “domain' is given,
the domain portion of the mail sender is checked too.

This should only be used if absolutely necessary as the



sender address can be easily forged. Use of this feature
requires the "From" tag be prepended to the key in the
access map; see the discussion of tags and

FEATURE( "relay_mail _from) in the section on ANTI - SPAM
CONFI GURATI ON CONTRQL.

relay_l ocal _from
Allows relaying if the donain portion of the nmail sender
is alocal host. This should only be used if absolutely
necessary as it opens a w ndow for spammers. Specifically,
they can send mail to your mail server that clains to be
fromyour domain (either directly or via a routed address),
and you will go ahead and relay it out to arbitrary hosts
on the Internet.

accept _unqual i fied_senders
Normal ly, MAIL FROM conmmands in the SMIP session will be
refused if the connection is a network connection and the
sender address does not include a domain nane. |If your
setup sends local mail unqualified (i.e., MAIL FROM <joe>)
you will need to use this feature to accept unqualified
sender addresses. Setting the DaenonPort Options nodifier
'"u' overrides the default behavior, i.e., unqualified
addresses are accepted even w thout this FEATURE
If this FEATURE is not used, the DaenonPortQptions nodifier
"f' can be used to enforce fully qualified addresses.

accept _unresol vabl e_donai ns
Normal |y, MAIL FROM comrands in the SMIP session will be
refused if the host part of the argunent to MAIL FROM
cannot be located in the host nane service (e.g., an A or
MX record in DNS). If you are inside a firewall that has
only alimted view of the Internet host nane space, this
coul d cause problens. In this case you probably want to
use this feature to accept all donains on input, even if
they are unresol vabl e.

access_db Turns on the access database feature. The access db gives
you the ability to allow or refuse to accept mail from
specified domains for admnistrative reasons. By default,
the access dat abase specification is:

hash /etc/ mail/access

The format of the database is described in the anti-spam
configuration control section later in this document

bl ackl i st _recipients
Turns on the ability to block incomng nmail for certain
reci pi ent usernanes, hostnanes, or addresses. For
exanpl e, you can bl ock incomng mail to user nobody,
host foo. nydomai n. com or guest @ar. nydomai n. com
These specifications are put in the access db as
described in the anti-spam configuration control section
later in this document.

del ay_checks The rul esets check_mail and check_relay will not be called



when a client connects or issues a MAIL command, respectively.
Instead, those rulesets will be called by the check_rcpt

rul eset; they will be skipped under certain circunstances

See "Del ay all checks" in "ANTI-SPAM CONFI GURATI ON CONTROL".

rbl This feature is deprecated! Pl ease use dnsbl instead.
Turns on rejection of hosts found in the Realtinme Bl ackhol e
List. If an argunment is provided it is used as the donain
in which blocked hosts are |isted; otherw se, the main
RBL domain rbl.maps.vix.comis used. For details, see
http://maps. vi x.conrbl/.

dnshbl Turns on rejection of hosts found in an DNS based rejection

list. If an argunent is provided it is used as the donain

in which blocked hosts are listed; otherwise it defaults to

bl ackhol es. nai | - abuse. org. An expl anation for an DNS based
rejection list can be found http://numil-abuse.org/rbl/. A
second argunment can be used to change the default error
nessage of Mail from $&client_addr} refused by bl ackhole site
SERVER where SERVER is replaced by the first argunent. This
feature can be included several times to query different DNS

based rejection lists.

| oose_rel ay_check
Normal ly, if %addressing is used for a recipient, e.g.
user%ite@thersite, and othersite is in class {R}, the
check_rcpt ruleset will strip @thersite and recheck
user@ite for relaying. This feature changes that
behavior. 1t should not be needed for mobst installations.

no_default_nsa Don't generate the default MSA daenon, i.e.
DAEMON_CPTI ONS( ™ Por t =587, Nane=MBA, MEE' )
To define a MSA daenon with other paraneters, use this
FEATURE and introduce new settings via DAEMON OPTI ONS() .

)

Sone things just can't be called features. To nmake this clear,

they go in the hack subdirectory and are referenced using the HACK
nmacro. These will tend to be site-dependent. The rel ease

i ncl udes the Berkel ey-dependent "cssubdormai n" hack (that makes
sendnai | accept |ocal nanes in either Berkel ey. EDU or CS. Berkel ey. EDU;
this is intended as a short-termaid while nmoving hosts into

subdonai ns.
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* This section is really obsolete, and is preserved *
* only for back conpatibility. You should plan on *
* using mailertables for new installations. In *

* particular, it doesn't work for the newer forms *



* of UUCP nmilers, such as uucp-uudom *
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Conpl ex sites will need nore |ocal configuration information, such as
lists of UUCP hosts they speak with directly. This can get a bit nore
tricky. For an exanple of a "conplex" site, see cf/ucbvax.nt.

The SITECONFI G nmacro allows you to indirectly reference site-dependent
configuration information stored in the siteconfig subdirectory. For
exanmpl e, the line

S| TECONFI (" uucp. ucbvax', “ucbvax', “U)

reads the file uucp.ucbvax for |ocal connection infornation. The
second paraneter is the local nane (in this case just "uchbvax" since

it is locally connected, and hence a UUCP hostnane). The third
paraneter is the name of both a macro to store the local nane (in

this case, {U}) and the nane of the class (e.g., {U}) in which to store
the host information read fromthe file. Another SITECONFI G |ine reads

S| TECONFI (" uucp. ucbarpa', “ucbarpa. Berkel ey. EDU, “W)

This says that the file uucp.ucbarpa contains the |list of UUCP sites
connected to ucbarpa. Berkeley. EDU. dass {W will be used to

store this list, and $Wis defined to be ucbarpa. Berkel ey. EDU, that
is, the nanme of the relay to which the hosts listed in uucp. ucbarpa
are connected. [The machine ucbarpa is gone now, but this

out-of -date configuration file has been |left around to denonstrate
how you night do this.]

Note that the case of SITECONFIGwi th a third paraneter of ~"U"' is
special; the second paraneter is assuned to be the UUCP nane of the
local site, rather than the name of a renote site, and the UUCP nane
is entered into class {w} (the list of |ocal hostnanes) as $U UUCP

The siteconfig file (e.g., siteconfig/uucp.ucbvax. m) contains nothing
nore than a sequence of SITE nmacros describing connectivity. For
exanpl e:

SI TE(  cnmat ')
SI TE( " sgi ol ynpus')

The second exanpl e denonstrates that you can use two nanmes on the
same line;, these are usually aliases for the sane host (or are at
| east in the sane conpany)

It's hard to get UUCP mailers right because of the extrenely ad hoc
nature of UUCP addressing. These config files are really designed
for domai n-based addressing, even for UUCP sites.

There are four UUCP muilers available. The choice of which one to
use is partly a natter of local preferences and what is running at



the other end of your UUCP connection. Unlike good protocols that
define what will go over the wire, UUCP uses the policy that you
should do what is right for the other end; if they change, you have
to change. This makes it hard to do the right thing, and di scourages
peopl e fromupdating their software. |n general, if you can avoid
UUCP, pl ease do

The major choice is whether to go for a donmaini zed schenme or a

non- donai ni zed schene. This depends entirely on what the other

end will recognize. |If at all possible, you should encourage the
other end to go to a domai n-based system-- non-domai ni zed addr esses
don't work entirely properly.

The four muailers are:

uucp-ol d (obsol ete nane: "uucp")
This is the oldest, the worst (but the closest to UUCP) way of

sendi ng nmessages accros UUCP connections. It does bangify
everything and prepends $U (your UUCP name) to the sender's
address (which can already be a bang path itself). It can

only send to one address at a tine, so it spends a |ot of
time copying duplicates of messages. Avoid this if at al
possi bl e.

uucp- new (obsol ete nanme: "suucp")
The sanme as above, except that it assunmes that in one rnai
comand you can specify several recipients. It still has a
| ot of other problens.

uucp- dom
This UUCP mai |l er keeps everything as domai n addr esses.
Basically, it uses the SMIP nailer rewiting rules. This mailer
is only included if MAILER( sntp') is also specified

Unfortunately, a lot of UUCP nuiler transport agents require
bangi fi ed addresses in the envel ope, although you can use
donui n- based addresses in the nessage header. (The envel ope
shows up as the From line on UNNX mail.) So....

uucp- uudom
This is a cross between uucp-new (for the envel ope addresses)
and uucp-dom (for the header addresses). It bangifies the
envel ope sender (From_ line in nmessages) without adding the
| ocal hostnane, unless there is no host name on the address
at all (e.g., "wolf") or the host component is a UUCP host nane
instead of a donmin name ("sonehost!wolf" instead of
"some.domain'wol f"). This is also included only if MAILER( sntp')
is also specified.

Exanpl es:

On host grasp.insa-lyon.fr (UUCP host nane "grasp"), the follow ng
summari zes the sender rewiting for various mailers.

Mai | er sender rewiting in the envel ope

uucp-{old, new} wolf grasp! wol f



uucp-dom wol f wol f @r asp. i nsa-1yon.fr

uucp- uudom wol f grasp.insa-lyon.fr!lwolf
uucp-{old,new} wolf@r.net grasp! fr.net!wol f
uucp-dom wol f @r. net wol f @r . net

uucp- uudomwol f @r . net fr.net!wolf

uucp-{ol d, new} sonehost!wol f gr asp! sonehost ! wol f
uucp-dom sonehost!wol f sonehost ! wol f @r asp. i nsa-1yon.fr
uucp- uudom sonehost ! wol f grasp.insa-lyon. fr!sonehost!wol f

If you are using one of the donuinized UUCP mailers, you really want
to convert all UUCP addresses to domain format -- otherwise, it wll
do it for you (and probably not the way you expected). For exanple,
if you have the address foo!bar!baz (and you are not sending to foo),
the heuristics will add the @ucp.relay. nane or @ocal . host.nane to
this address. However, if you map foo to foo.host.nane first, it

will not add the local hostnane. You can do this using the uucpdonain
feature.

For nore conpl ex configurations, you can define special rules.
The macro LOCAL_RULE 3 introduces rules that are used in canonicalizing
the names. Any nodifications nade here are reflected in the header.

A comon use is to convert old UUCP addresses to SMIP addresses using
the UUCPSMIP nmacro. For exanpl e:

LOCAL_RULE 3
UUCPSMIP( " decvax' , “decvax. dec. coni)
UUCPSMTP( " research', “research.att.conl)

wi |l cause addresses of the form "decvax!user" and "research!user"
to be converted to "user @ecvax. dec. cont’ and "user @esearch. att. cont
respectively.

This could al so be used to | ook up hosts in a database nap:

LOCAL_RULE 3
R$* < @%+ > $* $: $1 < @$(hostmap $2 $) > $3

This map woul d be defined in the LOCAL_CONFI G portion, as shown bel ow.

Simlarly, LOCAL_ RULE O can be used to introduce new parsing rules.
For exanple, new rules are needed to parse hostnames that you accept
via MX records. For exanple, you m ght have:

LOCAL_RULE_0
R$+ <@host. dom ai n. > $#uucp $@cnmat $: $1 < @host.dom ai n. >

You would use this if you had installed an MX record for cnmat. Berkel ey. EDU
pointing at this host; this rule catches the nessage and forwards it on
usi ng UUCP.



You can al so tweak rulesets 1 and 2 using LOCAL_RULE_1 and LOCAL_RULE 2
These rul esets are normal ly enpty.

A simlar macro is LOCAL_CONFIG This introduces lines added after the

boi |l erplate option setting but before rulesets. Do not declare rulesets in
the LOCAL_CONFI G section. It can be used to declare |ocal database maps or
what ever. For exanpl e

LOCAL_CONFI G
Khost map hash /etc/ nail/hostnap
Kypl ocal nis -m hosts. bynane

You can have your host nasquerade as anot her using
MASQUERADE _AS( " host . domai n')

This causes nail being sent to be | abeled as comng fromthe

i ndi cated host.domain, rather than $j. One normally masquerades as
one of one's own subdomains (for exanple, it's unlikely that

Ber kel ey woul d choose to masquerade as an MT site). This

behavi our is nodified by a plethora of FEATURES; in particular, see
masquer ade_envel ope, all masquerade, |imted_nasquerade, and

masquer ade_entire_donmai n

The masquerade name is not nornally canonified, so it is inportant
that it be your One True Nane, that is, fully qualified and not a
CNAME. However, if you use a CNAME, the receiving side nay canonify
it for you, so don't think you can cheat CNAMVE napping this way.

Normal |y the only addresses that are masqueraded are those that come
fromthis host (that is, are either unqualified or in class {w, the |ist
of |l ocal domain names). You can augnent this list, which is realized
by class {M using

MASQUERADE_DOMAI N( * ot her host . donai n')
The effect of this is that although nmail to user @t herhost. donain
will not be delivered locally, any mail including any user @t herhost. domain
will, when relayed, be rewitten to have the MASQUERADE AS addr ess.
This can be a space-separated |ist of nanes.
If these names are in a file, you can use

MASQUERADE._DOVAI N_FI LE(“fi | enane')

toread the list of nanes fromthe indicated file (i.e., to add
elements to class {M).

To exenpt hosts or subdomai ns from bei ng nasqueraded, you can use

MASQUERADE_EXCEPTI ON( ™ host . donai n')



This can cone handy if you want to masquerade a whol e domain
except for one (or a few) host(s).

Normal |y only header addresses are masqueraded. |f you want to
masquer ade the envel ope as well, use

FEATURE( " masquer ade_envel ope')

There are al ways users that need to be "exposed" -- that is, their
internal site nane should be displayed instead of the nasquerade nane.
Root is an exanple (which has been "exposed" by default prior to 8.10).
You can add users to this list using

EXPOSED USER( " user nanes')
This adds users to class {E}; you could al so use sonething |ike
FE/ et ¢/ mai | / exposed- user s

You can also arrange to relay all unqualified names (that is, names
without @uost) to a relay host. For exanple, if you have a central
emai| server, you mght relay to that host so that users don't have
to have .forward files or aliases. You can do this using

define(” LOCAL_RELAY', "mail er:hostnane')
The "“mailer:'' can be omtted, in which case the mailer defaults to
"relay". There are some user names that you don't want relayed, perhaps
because of local aliases. A common exanple is root, which may be
locally aliased. You can add entries to this list using

LOCAL_USER( " user nanes')
This adds users to class {L}; you could al so use sonething |ike
FL/etc/ mail /| ocal -users

If you want all incomng mail sent to a centralized hub, as for a
shared /var/spool /mai|l schene, use

define("MAIL_HUB', “mailer:hostnane')

Again, ~“mailer:'' defaults to "relay". |If you define both LOCAL_RELAY
and MAIL_HUB _AND_you have FEATURE( stickyhost'), unqualified names will
be sent to the LOCAL_RELAY and other |ocal nanmes will be sent to MAIL HUB.
Note: there is a (long standing) bug which keeps this conbination from
wor ki ng for addresses of the form user+detail.

Names in class {L} will be delivered locally, so you MJST have aliases or
.forward files for them

For exanple, if you are on nachi ne mastodon. CS. Ber kel ey. EDU and you have
FEATURE( " sti ckyhost'), the followi ng conbinations of settings will have the
i ndi cated effects:

email sent to.... eric eri c@mast odon. CS. Ber kel ey. EDU



LOCAL_RELAY set to mai | . CS. Ber kel ey. EDU (delivered locally)

nmai | . CS. Ber kel ey. EDU (no local aliasing) (aliasing done)
MAIL_HUB set to mammot h. CS. Ber kel ey. EDU mammot h. CS. Ber kel ey. EDU
manmot h. CS. Ber kel ey. EDU (aliasing done) (aliasing done)
Bot h LOCAL_RELAY and nuail . CS. Berkel ey. EDU manmot h. CS. Ber kel ey. EDU
MAI L _HUB set as above (no local aliasing) (aliasing done)

If you do not have FEATURE( stickyhost') set, then LOCAL_RELAY and
MAIL_HUB act identically, with MAIL_HUB taking precedence.

If you want all outgoing mail to go to a central relay site, define
SMART_HOST as well. Briefly:

LOCAL_RELAY applies to unqualified nanes (e.g., "eric").

MAI L_HUB applies to names qualified with the nane of the
| ocal host (e.g., "eric@rastodon. CS. Berkel ey. EDU").

SMART_HOST applies to names qualified with other hosts or
bracketed addresses (e.g., "eric@rastodon. CS. Berkel ey. EDU'
or "eric@127.0.0.1]").

However, beware that other relays (e.g., UUCP_RELAY, BI TNET_RELAY,
DECNET_RELAY, and FAX RELAY) take precedence over SMART HOST, so if you
really want absolutely everything to go to a single central site you will
need to unset all the other relays -- or better yet, find or build a
mninmal config file that does this.

For duplicate suppression to work properly, the host nane is best
specified with a ternminal dot:

define("MAIL_HUB', "“host.donmin.")

note the trailing dot ---7
e e ma o +
| LDAP ROUTI NG |
. +

FEATURE( "I dap_routing') can be used to inplenent the | ETF Internet Draft
LDAP Schena for Intranet Mail Routing

(draft-lachman-| aser-1dap-mail-routing-01). This feature enables

LDAP- based rerouting of a particular address to either a different host

or a different address. The LDAP | ookup is first attenpted on the full
address (e.g., user@xanple.com) and then on the domain portion

(e.g., @xanple.con). Be sure to setup your domain for LDAP routing using
LDAPROUTE DOVAI N(), e.g.:

LDAPROUTE_DOMAI N( ™ exanpl e. coni)
By default, the feature will use the schemas as specified in the draft
and will not reject addresses not found by the LDAP | ookup. However,
t hi s behavi or can be changed by giving additional arguments to the FEATURE()

conmand:

FEATURE( " | dap_routing', <mail Host>, <nmil Routi ngAddress>, <bounce>)



where <mail Host> is a map definition describing howto | ookup an alternative
mai | host for a particular address; <nail Routi ngAddress> is a map definition
descri bing how to | ookup an alternative address for a particul ar address; and
t he <bounce> argunent, if present and not the word "passthru", dictates

that mail should be bounced if neither a nail Host nor mail RoutingAddress

i s found.

The default <numil Host> nap definition is:

ldap -1 -v mail Host -k (& objectd ass=i net Local Mai | Reci pi ent)
(mai | Local Addr ess=9%0))

The default <mail Routi ngAddress> map definition is:

ldap -1 -v mail RoutingAddress -k (& objectd ass=i netLocal Mai | Reci pi ent)
(mai | Local Addr ess=%0))

Note that neither includes the LDAP server hostname (-h server) or base DN
(-b o=org, c=COUNTRY), both necessary for LDAP queries. It is presuned that
your .nt file contains a setting for the conf LDAP_DEFAULT_SPEC option with
these settings. |If this is not the case, the map definitions should be
changed as descri bed above.

The following possibilities exist as a result of an LDAP | ookup on an
addr ess:

mai | Host is mai | Rout i ngAddress is Results in
set to a set mai | delivered to

"l ocal " host mai | Rout i ngAddr ess
set to a not set delivered to

"l ocal " host ori gi nal address

set to a set mai | Rout i ngAddr ess

renot e host rel ayed to mail Host
set to a not set origi nal address
renot e host rel ayed to mail Host
not set set mai | delivered to

mai | Rout i ngAddr ess

not set not set delivered to
ori gi nal address *OR*
bounced as unknown user

The term "l ocal " host above neans the host specified is in class {w.
Note that the | ast case depends on whether the third argunent is given
to the FEATURE() command. The default is to deliver the nessage to the
ori gi nal address.

The LDAP entries should be set up with an objectd ass of

i net Local Mai | Reci pi ent and the address be listed in a nuil Local Address
attribute. |f present, there nust be only one mail Host attribute and it
must contain a fully qualified host name as its value. Simlarly, if
present, there nust be only one nmil Routi ngAddress attribute and it nust



contain an RFC 822 conpliant address. Some exanple LDAP records (in Idif
format):

dn: uid=tom o=exanple.com c¢=US

obj ect d ass: inetLocal Mai | Reci pi ent

mai | Local Addr ess: tom@xanpl e. com

mai | Rout i ngAddr ess: thomas@ai | host . exanpl e. com

This would deliver mail for tom@xanple.comto thonmas@mail host.exanpl e.com

dn: ui d=di ck, o=exanple.com c¢=US
obj ect d ass: inetLocal Mai | Reci pi ent
mai | Local Addr ess: di ck@xanpl e. com
mai | Host :  eng. exanpl e. com

This would relay mail for di ck@xanple.comto the sane address but redirect
the mail to MK records listed for the host eng. exanple.com

dn: uid=harry, o=exanple.com c=US

obj ect d ass: inetLocal Mai | Reci pi ent

mai | Local Addr ess: harry@xanpl e. com

mai | Host : nkt mai | . exanpl e. com

mai | Rout i ngAddr ess: harry@kt . exanpl e. com

This would relay mail for harry@xanple.comto the MX records listed for
the host nktnmail.exanpl e.com using the new address harry@rkt. exanpl e. com
when tal king to that host.

dn: uid=virtual . exanpl e.com o=exanple.com c=US
obj ect d ass: inetLocal Mai | Reci pi ent

mai | Local Address: @i rtual . exanpl e. com

mai | Host : server. exanpl e. com

mai | Rout i ngAddr ess: virtual @xanpl e. com

This would send all nmil destined for any username @:irtual.exanple.comto
t he machi ne server. exanple.comis MX servers and deliver to the address
virtual @xanpl e.comon that relay machine.

The primary anti-spam features available in sendnail are:

* Relaying is denied by default.

* Better checking on sender information.
* Access dat abase.

* Header checks.

Rel ayi ng (transm ssion of nessages froma site outside your host (class
{w}) to another site except yours) is denied by default. Note that this
changed in sendnail 8.9; previous versions allowed relaying by default.

If you really want to revert to the old behaviour, you will need to use
FEATURE( " prom scuous_relay'). You can allow certain donains to rel ay

t hrough your server by adding their domain name or |IP address to class

{R} using RELAY_DOVAI N() and RELAY DOVAI N FILE() or via the access database



(described below. The file consists (like any other file based cl ass)
of entries listed on separate lines, e.g.,

sendmai | . org

128. 32
1:2:3:4:5:6: 7

host . nydomai n. com

If you use
FEATURE( "rel ay_entire_domain')

then any host in any of your |ocal domains (that is, class {n})
will be relayed (that is, you will accept mail either to or from any
host in your domain).

You can also allow rel aying based on the MX records of the host
portion of an incom ng recipient address by using

FEATURE( " rel ay_based_on_MX')

For exanple, if your server receives a recipient of user@omai n.com

and donmain.comlists your server inits MK records, the mail wll be
accepted for relay to domain.com Note that this will stop spammers
fromusing your host to relay spambut it will not stop outsiders from
using your server as a relay for their site (that is, they set up an

MX record pointing to your nail server, and you will relay nail addressed
to themw thout any prior arrangement). Al ong the sane |ines,

FEATURE( "rel ay_l ocal _froni)

will allowrelaying if the sender specifies a return path (i.e.

MAI L FROM <user @onai n>) donmain which is a local domain. This a
dangerous feature as it will allow spammers to spam using your nail
server by sinply specifying a return address of user @our. donai n. com
I't should not be used unl ess absol utely necessary.

A slightly better solution is

FEATURE( “relay_mai |l _froni)

which allows relaying if the nail sender is listed as RELAY in the
access nmap. If an optional argunent “domain' is given, the donain
portion of the mail sender is also checked to all ow ng rel aying.
This option only works together with the tag From for the LHS of
the access map entries (see below Finer control...).

If source routing is used in the recipient address (i.e.

RCPT TO <user%ite.com@thersite.conp), sendnail wll check
user@ite.comfor relaying if othersite.comis an allowed relay host

in either class {R}, class {n} if FEATURE( relay_entire_domain') is used,
or the access database if FEATURE( access_db') is used. To prevent

t he address from being stripped down, use:

FEATURE( " | oose_rel ay_check')

If you think you need to use this feature, you probably do not. This



shoul d only be used for sites which have no control over the addresses
that they provide a gateway for. Use this FEATURE with caution as it
can allow spammers to relay through your server if not setup properly.

NOTICE: It is possible to relay mail through a systemwhich the anti-relay
rules do not prevent: the case of a systemthat does use FEATURE(  nouucp',
“nospecial') (systemA) and relays |local nessages to a mail hub (e.g., via
LOCAL_RELAY or LUSER RELAY) (systemB). |If systemB doesn't use
FEATURE( " nouucp') at all, addresses of the form

<exanpl e. net ! user @ocal . host> woul d be rel ayed to <user @xanpl e. net >.
System A doesn't recognize '!' as an address separator and therefore
forwards it to the nmail hub which in turns relays it because it cane from
a trusted local host. So if a mailserver allows UUCP (bang-fornat)
addresses, all systens fromwhich it allows rel aying should do the sane

or reject those addresses.

As of 8.9, sendnail will refuse mail if the MAIL FROM paraneter has
an unresol vabl e domain (i.e., one that DNS, your |ocal name service,
or special case rules in ruleset 3 cannot locate). |If you want to
continue to accept such domains, e.g., because you are inside a
firewall that has only a limted view of the Internet host name space
(note that you will not be able to return mail to themunl ess you have
sone "smart host" forwarder), use

FEATURE( " accept _unr esol vabl e_domai ns')
sendnail will also refuse mail if the MAIL FROM paraneter is not
fully qualified (i.e., contains a domain as well as a user). |If you
want to continue to accept such senders, use

FEATURE( " accept _unqual i fi ed_senders')
Setting the DaenonPort Qptions nodifier 'u' overrides the default behavior
i.e., unqualified addresses are accepted even without this FEATURE. |f
this FEATURE is not used, the DaenonPort Qptions nodifier 'f' can be used
to enforce fully qualified addresses.
An " “access'' database can be created to accept or reject mail from
sel ected donmins. For exanple, you may choose to reject all mai
originating fromknown spamrers. To enabl e such a database, use

FEATURE( " access_db')

The FEATURE nacro can accept a second paraneter giving the key file
definition for the database; for exanple

FEATURE( " access_db', “hash /etc/mail/access')
Remenber, since /etc/mail/access is a database, after creating the text
file as described bel ow, you nust use nakemap to create the database
map. For exanpl e:

makemap hash /etc/mail/access < /etc/nuil/access

The table itself uses e-mail addresses, domain nanmes, and network
nunbers as keys. For exanple



spamer @ol . com REJECT
cyber spanmmer . comREJECT
192. 168. 212 REJECT

woul d refuse mail from spamrer @ol . com any user from cyberspanmrer.com
(or any host within the cyberspamer.com donain), and any host on the
192. 168. 212. * net wor k.

The val ue part of the nmap can contain:

(014 Accept nmail even if other rules in the
running rul eset would reject it, for exanple,
if the domain nane is unresol vabl e.

RELAY Accept mail|l addressed to the indicated domain or
received fromthe indicated domain for relaying
t hrough your SMIP server. RELAY al so serves as
an inplicit OK for the other checks.

REJECT Rej ect the sender or recipient with a general
pur pose message.

DI SCARD Di scard the nmessage conpletely using the
$#di scard mailer. |If it is used in check_conpat,

it affects only the designated recipient, not
the whol e nmessage as it does in all other cases.
This should only be used if really necessary.
### any text where ### is an RFC 821 conpliant error code and
"any text" is a nessage to return for the command.
The string should be quoted to avoid surprises,
e.g., sendmail nay renove spaces ot herw se.
ERROR ### any text
as above, but useful to nark error nessages as such.
ERROR D. S. N: ### any text
where D.S.Nis an RFC 1893 conpliant error code
and the rest as above.

For exanpl e:

cyber spammrer. comERROR: "550 W don't accept nmil from spammrers”
okay. cyber spanmer. comOK

sendnmai | . org RELAY
128. 32 RELAY
1:2:3:4:5:6:7 RELAY
[127.0.0. 3] (0.6
[1:2:3:4:5:6:7:8] XK

woul d accept mail from okay.cyberspamer.com but would reject mail from
all other hosts at cyberspamrer.comw th the indicated nmessage. It would
allowrelaying nail fromand to any hosts in the sendnail.org domain, and
allowrelaying fromthe 128.32.*.* network and the IPv6 1:2:3:4:5:6:7:*
network. The latter two entries are for checks agai nst ${client_nane} if
the I P address doesn't resolve to a hostnane (or is considered as "may be
forged").

Warning: if you change the RFC 821 conpliant error code fromthe default
val ue of 550, then you should probably al so change the RFC 1893 conpli ant
error code to match it. For exanple, if you use

user @xanpl e. comd50 mai | box full



the error returned woul d be "450 4.0.0 mail box full" which is wong.
Use "450 4.2.2 mailbox full" or "ERROR 4.2.2:450 nail box full"
i nst ead.

Not e, UUCP users nay need to add hostname. UUCP to the access dat abase
or class {R}. |If you also use:

FEATURE( "rel ay_hosts_only')
then the above exanple will allow relaying for sendmail.org, but not
hosts within the sendmail.org donain. Note that this will also require

hosts listed in class {R} to be fully qualified host nanes.

You can al so use the access database to bl ock sender addresses based on
the usernanme portion of the address. For exanpl e:

FREE. STEALTH. MAl LER@ ERROR 550 Spam not accepted
Note that you nust include the @after the username to signify that
this database entry is for checking only the usernane portion of the
sender address.
If you use:

FEATURE( " bl ackl i st _reci pients')

then you can add entries to the nap for |ocal users, hosts in your
domai ns, or addresses in your domain which should not receive nail:

badl ocal user @ ERROR 550 Mai | box di sabl ed for this usernane

host . nydomai n. com ERROR 550 That host does not accept mail

user @t her host . nydonai n. com ERROR: 550 Mi | box disabled for this
reci pi ent

This woul d prevent a recipient of badl ocal user @ydonai n. com any
user at host.nydomai n.com and the single address

user @t her host . nydomai n.comfromreceiving nail. Please note: a

| ocal usernanme nust be now tagged with an @(this is consistent

with the check of the sender address, and hence it is possible to

di sti ngui sh between hostnanes and usernanes). Enabling this feature
will keep you fromsending nails to all addresses that have an

error nessage or REJECT as value part in the access map. Taking

t he exanpl e from above:

spamer @uol . com REJECT
cyber spammrer . comREJECT

Mai | can't be sent to spamer @ol .com or anyone at cyber spammer.com
There is also a " "Realtine Blackhole List'' run by the MAPS proj ect
at http://maps.vix.com. This is a database naintained in DNS of
spammers. To use this database, use

FEATURE( " dnsbl ')

This will cause sendnail to reject mail fromany site in the



Real ti me Bl ackhol e Li st database. You can specify an alternative
RBL domain to check by specifying an argunment to the FEATURE.
The default error nmessage is

Mail from $&{client_addr} refused by bl ackhol e site DOVAI N
where DOVAIN is the first argunent of the feature. A second argunent
can be used to specify a different text. This FEATURE can be
included several times to query different DNS based rejection lists,

e.g., the dial-up user list (see http://maps.vix.comdul/).

The features described above nmake use of the check_relay, check_mail,

and check_rcpt rulesets. |f you wish to include your own checks,
you can put your checks in the rulesets Local _check_rel ay,
Local _check_mail, and Local _check_rcpt. For exanple if you wanted to

bl ock senders with all nuneric usernames (i.e. 2312343@i gi sp. con),
you woul d use Local _check_mail and the new regex nap:

LOCAL_CONFI G
Kal | nunbers regex -a@MRATCH ~[ 0- 9] +$

LOCAL_RULESETS
SLocal _check_rmi |
# check address agai nst various regex checks

R$* $: $>Parse0 $>3 $1
R$+ < @bigisp.com > $* & $(allnunbers $1 $)
R@ATCH $#error $: 553 Header Error

These rules are called with the original argunments of the corresponding
check_* ruleset. [If the local ruleset returns $#0K no further checking
is done by the features described above and the mail is accepted. |If the
local ruleset resolves to a mailer (such as $#error or $#discard), the
appropriate action is taken. Qherwi se, the results of the |ocal
rewiting are ignored.

Finer control by using tags for the LHS of the access map
Read this section only if the options listed so far are not sufficient

for your purposes. There is nowthe option to tag entries in the
access map according to their type. Three tags are avail abl e:

Connect : connection information (${client_addr}, ${client_nane})
From envel ope sender
To: envel ope reci pi ent

If the required itemis looked up in a map, it will be tried first
with the corresponding tag in front, then (as fallback to enable
backward conpatibility) without any tag. For exanple,

From spamer @omrme. domREJECT
To: fri end. domai nRELAY
Connect : fri end. domai n K
Connect: fromdomain RELAY
From good@not her . domOK
From anot her . domREJECT

This would deny mails from spamer @one. dom but you could still



send mail to that address even if FEATURE( bl acklist_recipients')
is enabled. Your systemwill allowrelaying to friend.domain, but
not fromit (unless enabled by other neans). Connections fromthat
domain will be allowed even if it ends up in one of the DNS based
rejection lists. Relaying is enabled fromfromdomain but not to
it (since relaying is based on the connection information for

out goi ng rel aying, the tag Connect: nust be used; for incomng

rel aying, which is based on the recipient address, To: nust be
used). The last two entries allow nails from good@not her. dom but
reject mail fromall other addresses wi th another.dom as donain
part.

Del ay all checks

By using FEATURE( del ay_checks') the rul esets check_mail and check_rel ay
wi |l not be called when a client connects or issues a MAIL conmmand,
respectively. Instead, those rulesets will be called by the check_rcpt
ruleset; they will be skipped if a sender has been authenticated using

a "trusted" nechanism i.e., one that is defined via TRUST_AUTH MECH().
If check_mail returns an error then the RCPT TO command will be rejected
with that error. If it returns some other result starting with $# then
check_relay will be skipped. |If the sender address (or a part of it) is
listed in the access map and it has a RHS of OK or RELAY, then check_rel ay
will be skipped. This has an interesting side effect: if your domain is
ny. dormai n and you have

ny. domai n  RELAY

in the access map, then all e-mail with a sender address of
<user @vy. domai n> gets through, even if check_relay would reject it
(e.g., based on the hostnane or IP address). This allows spamers
to get around DNS based bl acklist by faking the sender address. To
avoi d this problemyou have to use tagged entries:

To: ny. donai n RELAY
Connect : ny. domai n RELAY

if you need those entries at all (class {R} nay take care of thenj.
FEATURE( " del ay_checks') can take an optional argunent:
FEATURE( " del ay_checks', “friend")
enabl es spanfriend test
FEATURE( " del ay_checks', “hater')

enabl es spanmhater test

If such an argument is given, the recipient will be | ooked up in the access

map (using the tag To:). |If the argunment is “friend , then the other
rulesets will be skipped if the recipient address is found and has RHS
spanfriend. |If the argunent is “hater', then the other rulesets will be

applied if the recipient address is found and has RHS spamhat er

This allows for sinple exceptions fromthe tests, e.g., by activating
the spanfriend option and havi ng

To: abuse@ SPAMFRI END



in the access nmap, mail to abuse@ocal domain will get through. It is
al so possible to specify a full address or an address with +detail:

To: abuse@buse. ny. domai n SPAMFRI END
To: me+abuse@ SPAMFRI END

Header Checks

You can also reject nail on the basis of the contents of headers.

This is done by adding a ruleset call to the 'H header definition command
in sendnail.cf. For exanple, this can be used to check the validity of

a Message-| D header:

LOCAL_RULESETS
Hvessage- |1 d: $>CheckMessagel d

SCheckMessagel d
R< $+ @%+ > $@ K
R$* $#error $: 553 Header Error

The alternative format:
HSubj ect: $>+CheckSubj ect

that is, $>+ instead of $>, gives the full Subject: header including
comrents to the rul eset (comments in parentheses () are stripped
by default).

A default ruleset for headers which don't have a specific rul eset
defined for themcan be given by:

H: $>CheckHdr

Notice: Al rules act on tokens as explained in doc/op/op.{ne, ps,txt}.
That may cause problens with sinple header checks due to the

tokeni zation. It mght be sinpler to use a regex map and apply it

to $&{ currHeader}.

After all of the headers are read, the check _eoh ruleset will be called for
any final header-related checks. The ruleset is called with the nunber of
headers and the size of all of the headers in bytes separated by $|. One
exanpl e usage is to reject nmessages which do not have a Message-|d:

header. However, the Message-1d: header is *NOT* a required header and is
not a guaranteed spamindicator. This ruleset is an exanple and shoul d
probably not be used in production.

LOCAL_CONFI G
Kst or age macro

LOCAL_RULESETS
Hvessage- |1 d: $>CheckMessagel d

SCheckMessagel d

# Record the presence of the header

R$* $: $(storage {Messagel dCheck} $@ K $) $1
R< $+ @ %+ > $@ XK



R$* $#error $: 553 Header Error

Scheck_eoh
# Check the macro
R$* $: < $&{Messagel dCheck} >
# O ear the macro for the next nessage
R$* $: $(storage {Messagel dCheck} $) $1
# Has a Message-1|d: header
R< $+ > $@ XK
# Al ow m ssing Message-1d: fromlocal nail
R$* $: < $&{client_nanme} >
R< > $@ XK
R< $=w > $@ K
# Qtherwise, reject the mail
R$* $#error $: 553 Header Error
[ U +
| STARTTLS |
[ +

In this text, cert will be used as an abreviation for X 509 certificate,
DN i s the distinguished nane of a cert, and CAis a certification authority.

Macros rel ated to STARTTLS are:

${cert_issuer} holds the DN of the CA (the cert issuer).
${cert_subject} holds the DN of the cert (called the cert subject).
${tls_version} the TLS/SSL version used for the connection, e.g., TLSvl,
SSLv3, SSLv2.
${ci pher} the cipher used for the connection, e.g., EDH DSS-DES- CBC3- SHA,
EDH RSA- DES- CBC- SHA, DES- CBC- MD5, DES- CBC3- SHA.
${ci pher_bits} the keylength (in bits) of the symmetric encryption al gorithm
used for the connection.
${verify} holds the result of the verification of the presented cert. Possible
val ues are:
X verification succeeded.
NO no cert presented.
FAIL cert presented but could not be verified, e.g.
CA is mssing.
NONE STARTTLS has not been perf orned.
TEMP tenporary error occurred.
PROTOCCOL sone protocol error occurred.
SOFTWARE STARTTLS handshake fail ed.
${server_nane} the nane of the server of the current outgoing SMIP
connecti on.
${server_addr} the address of the server of the current outgoing SMIP
connecti on.

, the signing

Rel ayi ng

SMIP STARTTLS can all ow rel ayi ng for senders who have successfully
authenticated thenmselves. This is done in the ruleset RelayAuth. If the
verification of the cert failed (${verify} = OK), relaying is subject to
the usual rules. Oherwi se the DN of the issuer is |ooked up in the access
map using the tag CERTISSUER |If the resulting value is RELAY, relaying is
allowed. If it is SUBJECT, the DN of the cert subject is |ooked up next in
the access nmap. using the tag CERTSUBJECT. If the value is RELAY, relaying



is allowed.

To nmake things a bit nore flexible (or conplicated), the values for
${cert_issuer} and ${cert_subject} can be optionally nodified by regul ar
expressions defined in the md vari abl es _CERT_REGEX | SSUER_ and
_CERT_REGEX SUBJECT_, respectively. To avoid problenms with those macros in
rul esets and map | ookups, they are nodified as follows: each non-printable
character and the characters '<', ">, "(', ')', """, '+ are replaced by
their HEX value with a leading '+ . For exanple

/ C=US/ ST=Cal i f or ni a/ C=endnui | . or g/ QU=private/ CN=Darth Ml (Cert)/Email =
dart h+cert @ndnai | . org

is encoded as:

/ C=US/ ST=Cal i f or ni a/ O=endnmi | . or g/ OU=pri vat e/ ON\=
Dar t h+20Mi | +20+28Cer t +29/ Enmi | =dart h+2Bcert @ndnai | . org

(l'ine breaks have been inserted for readability).

O course it is also possible to wite a sinple rulesets that all ows
relaying for everyone who can present a cert that can be verified, e.g.

LOCAL_RULESETS
SLocal _check_rcpt
R$* & $&{verify}
ROK  $# K

Al | owi ng Connecti ons

The rulesets tls_server and tls client are used to deci de whet her an SMIP
connection is accepted (or should continue).

tls_server is called when sendnmail acts as client after a STARTTLS conmand
(shoul d) have been issued. The paraneter is the value of ${verify}.

tls_client is called when sendnail acts as server, after a STARTTLS conmmand
has been issued, and fromcheck_mail. The paraneter is the val ue of
${verify} and STARTTLS or MAIL, respectively.

Both rul esets behave the sane. If no access map is in use, the connection
will be accepted unless ${verify} is SOFTWARE, in which case the connection
is always aborted. Qherwise, ${client_nane} (${server_nanme}) is |ooked
up in the access map using the tag TLS Srv (or TLS dt), which is done
with the rul eset LookUpDomain. If no entry is found, ${client_addr}
(${server_addr}) is looked up in the access map (same tag, ruleset
LookUpAddr). If this doesn't result in an entry either, just the tag is

| ooked up in the access map (included the trailing :). The result of the
| ookups is then used to call the ruleset tls_connection, which checks the
requi renent specified by the RHS in the access map against the actua
paraneters of the current TLS connection, esp. ${verify} and

${ci pher_bits}. Legal RHSs in the access map are:

VERI FY verification nust have succeeded

VERI FY: bits verification must have succeeded and ${ci pher_bits} nust
be greater than or equal bits.

ENCR bits ${cipher_bits} must be greater than or equal bits



The RHS can optionally be prefixed by TEMP+ or PERW+ to sel ect a tenporary
or permanent error. The default is a tenporary error code (403 4.7.0)
unl ess the nmacro TLS PERM ERR is set during generation of the .cf file.

If a certain level of encryption is required, then it mght also be
possible that this level is provided by the security |ayer froma SASL
algorithm e.g., D GEST-MX»b

Exanpl e: e-mail send to secure. exanpl e.comshould only use an encrypted
connection. e-mail received fromhosts within the | aptop. exanpl e.com donai n
shoul d only be accepted if they have been authenticated

TLS_Srv: secure. exanpl e. com ENCR: 112

TLS dt: | aptop. exanpl e. com PERM+VERI FY: 112

Notice: requiring that e-mail is sent to a server only encrypted
e.g., via

TLS_Srv: secure. domai n ENCR 112

doesn't necessarily nmean that e-mail sent to that donain is encrypted
If the domain has nultiple MX servers, e.g.,

secur e. domai n. IN MK 10 mail.secure. domain
secur e. domai n. IN MK 50 nmail.other. domain.

then mail to user @ecure.donmain nay go unencrypted to mail. ot her. domain.

Recei ved: Header

The Received: header reveal s whet her STARTTLS has been used. It contains an
extra line:

(using ${tls_version} with cipher ${cipher} (${cipher_bits} bits) verified
${verify})

The macros ${aut h_aut hen}, ${auth_author}, and ${auth_type} can be
used in anti-relay rulesets to allow relaying for those users that
authenticated thensel ves. A very sinple exanple is:

SLocal _check_rcpt
R$* $: $&{aut h_type}
R$+ $# K

whi ch checks whether a user has successfully authenticated using
any avail abl e nechani sm Depending on the setup of the CYRUS SASL
library, nmore sophisticated rul esets mght be required, e.g.

SLocal _check_rcpt
R$* $: $&{auth_type} $| $&{auth_aut hen}
RDI GEST-MD5 $| $+@=w$# K



to allow relaying for users that authenticated using D GEST- MD5
and have an identity in the |ocal domains.

The ruleset Strust_auth is used to determ ne whether a given AUTH=
paraneter (that is passed to this ruleset) should be trusted. This
rul eset may nake use of the other ${auth_*} macros. Only if the
rul eset resolves to the error mailer, the AUTH= paraneter is not
trusted. A user supplied ruleset Local _trust_auth can be witten
to nodify the default behavior, which only trust the AUTH=
paraneter if it is identical to the authenticated user.

Per default, relaying is allowed for any user who authenticated
via a "trusted" nechanism i.e., one that is defined via
TRUST_AUTH MECH( " li st of nechanisns')

For exanpl e:

TRUST_AUTH_MECH( * KERBEROS_V4 DI GEST- MD5' )

If the sel ected nmechani smprovides a security |ayer the nunber of

bits used for the key of the symetric cipher is stored in the
macro ${auth_ssf}.

Soreti nes you nay need to add entirely new nailers or rulesets. They
shoul d be introduced with the constructs MAI LER DEFI NI TI ONS and
LOCAL_RULESETS respectively. For exanple:

MAI LER_DEFI NI TI ONS

Mymai | er,

LOCAL_RULESETS
Snyr ul eset

#f _FFR M LTER

Sendmai | supports mail filters to filter incom ng SMIP messages accordi ng
to the "Sendnail Mail Filter API" documentation. These filters can be
configured in your nc file using the two commands:

MAI L_FI LTER( nane', " equates')
I NPUT_NMAI L_FI LTER( name', "equates')

The first command, MAIL_FILTER(), sinply defines a filter with the given
nane and equates. For exanple:

MAI L_FILTER( " archive', "S=local:/var/run/archivesock, F=R)

This creates the equival ent sendmail.cf entry:



Xar chive, S=local:/var/run/archivesock, F=R

The INPUT_NAIL_FILTER() conmmand performs the sanme actions as MAIL_FILTER
but al so popul ates the m4 variable “confl NPUT_MAIL_FILTERS with the nane
of the filter such that the filter will actually be called by sendmail .

For exanple, the two conmands:

I NPUT_MAI L_FI LTER( " archive', "S=local:/var/run/archivesock, F=R)
I NPUT_MNAI L_FI LTER( " spantheck', " S=inet:2525@ ocal host, F=T')

are equivalent to the three comrands:

MAI L_FI LTER( " archive', "S=local:/var/run/archivesock, F=R)
MAI L_FI LTER( " spantheck', " S=inet:2525@ ocal host, F=T')
define( confI NPUT_MAIL_FILTERS , "archive, spantheck')

I'n general, |NPUT_MAIL_FILTER() shoul d be used unless you need to define
nore filters than you want to use for "~confl NPUT_MAIL_FILTERS .

Note that setting “confl NPUT_MAIL_FILTERS after any | NPUT_MAIL_FILTER()
comrands will clear the list created by the prior I NPUT_MAIL_FILTER()
conmands.

#endi f /* _FFR MLTER */

These configuration files are designed prinmarily for use by
SMIP- based sites. They may not be well tuned for UUCP-only or
UUCP-prinmarily nodes (the latter is defined as a small |ocal net
connected to the rest of the world via UUCP). However, there is
one hook to handl e sone speci al cases.

You can define a ““smart host'' that understands a richer address syntax
usi ng:

define(" SMART_HOST', "nmil er: host nane')

In this case, the ""nmailer:'' defaults to "relay". Any nessages that
can't be handl ed using the usual UUCP rules are passed to this host.

If you are on a | ocal SMIP-based net that connects to the outside
worl d via UUCP, you can use LOCAL_NET_CONFI G to add appropriate rules.
For exanpl e:

define(” SMART_HOST', " uucp-new. uunet')
LOCAL_NET_CONFI G
RE* < @%* .%m > $* S$#sntp $@%$2.$m $: $1 < @$2. $m > $3

This will cause all nanes that end in your domain name ($m) via

SMIP; anything el se will be sent via uucp-new (smart UUCP) to uunet.
If you have FEATURE( nocanonify'), you may need to omt the dots after
the $m |If you are running a |l ocal DNS inside your domain which is
not ot herw se connected to the outside world, you probably want to



use:

define(  SMART_HOST', “smp:fire.wall.con)
LOCAL_NET_CONFI G
R* < @%* . > $* $#sntp $@%2. $: $1L < @%$2. > $3

That is, send directly only to things you found in your DNS | ookup;
anyt hing el se goes through SMART HOST.

You nay need to turn off the anti-spamrules in order to accept
UUCP mai |l with FEATURE(  proni scuous_relay') and
FEATURE( " accept _unr esol vabl e_donai ns').

Normal |y, the $j macro is automatically defined to be your fully
qualified domain name (FQDN). Sendnail does this by getting your
host nane usi ng get hostname and then calling gethostbynane on the
result. For exanple, in some environments gethostnane returns
only the root of the host name (such as "foo"); gethostbynane is
supposed to return the FQDN ("foo.bar.com'). 1In sone (fairly rare)
cases, gethostbyname nmay fail to return the FQDN. In this case
you MUST define conf DOVAI N NAME to be your fully qualified domain
nane. This is usually done using:

Dnbar. com
define( conf DOVAI N_NAME' , ~ $w. $ni ) dnl

If your host is known by several different names, you need to augnent
class {w. This is a list of names by which your host is known, and
anything sent to an address using a host nane in this list will be

treated as local nmail. You can do this in tw ways: either create the
file /etc/mail/local -host-nanes containing a |list of your aliases (one per
line), and use "~ FEATURE( use_cw file')'' inthe .nt file, or add

T LOCAL_DOVAI N( "alias. host.nane')''. Be sure you use the fully-qualified

nane of the host, rather than a short nane.

If you want to have different address in different domains, take
a look at the virtusertable feature, which is also explained at
http://ww. sendmai | . org/ virtual - hosting. ht m

o a e o +
| USI NG MAI LERTABLES |
-, +
To use FEATURE( nmilertable'), you will have to create an external

dat abase containing the routing informati on for vari ous domai ns.
For exanple, a mailertable file in text format m ght be:



. ny. domai n xnet: %4. nmy. domai n
uuhost 1. ny. domai n uucp- new. uuhost 1
. bi t net smp:relay. bit.net

This should normally be stored in /etc/mail/mailertable. The actua
dat abase version of the nailertable is built using:

makemap hash /etc/mail/mailertable < /etc/mail/mailertable

The semantics are sinple. Any LHS entry that does not begin with
a dot matches the full host name indicated. LHS entries beginning
with a dot match anything ending with that domain name (including
the leading dot) -- that is, they can be thought of as having a

|l eading ".+" regul ar expression pattern for a non-enpty sequence of
characters. Matching is done in order of nost-to-least qualified
-- for exanple, even though ".ny.domain" is listed first in the
above exanple, an entry of "uuhostl.ny.domain" will match the second
entry since it is nmore explicit. Note: e-nmil to "user@y. donain"
does not match any entry in the above table. You need to have
sonet hing |ike

ny. donai n esnt p: host . ny. domai n

The RHS should always be a "mailer:host” pair. The nmailer is the
configuration name of a mailer (that is, an {M line in the
sendmai |l .cf file). The "host" will be the hostnane passed to

that mailer. |In donain-based matches (that is, those with | eading
dots) the "%" nay be used to interpolate the wildcarded part of
the host nanme. For exanple, the first |ine above sends everything
addressed to "anything. ny.domain" to that sane host nane, but using
the (presumably experinental) xnet mailer

In some cases you nay want to tenporarily turn off MX records
particularly on gateways. For exanple, you nay want to MX
everything in a domain to one nmachine that then forwards it
directly. To do this, you m ght use the DNS configuration

*.domain. IN VX 0 rel ay. machi ne
and on rel ay. machi ne use the mail ertabl e:
. domai n smt p: [ gat enay. domai n]
The [square brackets] turn off MX records for this host only.

If you didn't do this, the nailertable would use the MX record
agai n, which would give you an MX | oop

The user database was not originally intended for mapping full names
to login nanes (e.g., Eric.Allman => eric), but sone people are using
it that way. (it is recommended that you set up aliases for this
purpose instead -- since you can specify multiple alias files, this



is fairly easy.) The intent was to locate the default naildrop at
a site, but allow you to override this by sending to a specific host.

If you decide to set up the user database in this fashion, it is
i nperative that you not use FEATURE( stickyhost') -- otherw se
e-mai|l sent to Full.Name@ocal . host.name will be rejected

To build the internal formof the user database, use:
makemap btree /etc/mail/userdb < /etc/mail/userdb.txt

As a general rule, it is an extremely bad idea to using full nanes
as e-nmil addresses, since they are not in any sense unique. For
exanmpl e, the UN X sof t war e-devel opnent community has at |east two
wel | - known Peter Deutsches, and at one tine Bell Labs had two
Stephen R Bournes with offices along the sane hallway. Wich one
will be forced to suffer the indignity of being Stephen_R Bourne_2?
The |l ess fambus of the two, or the one that was hired |ater?

Fi nger shoul d handle full nanes (and be fuzzy). Ml should use
handl es, and not be fuzzy.

Pl ussed users
Sonetines it is convenient to nmerge configuration on a
centralized nail machine, for exanple, to forward al
root nail to a nail server. In this case it mght be
useful to be able to treat the root addresses as a cl ass
of addresses with subtle differences. You can do this
usi ng plussed users. For exanple, a client might include
the alias:

root: root+clientl@erver

On the server, this will match an alias for "root+client1".
If that is not found, the alias "root+*" will be tried
then "root".

A lot of sendmail security cones down to you. Sendmail 8 is nmuch
nore careful about checking for security problens than previous
versions, but there are some things that you still need to watch
for. In particular:

* Make sure the aliases file isn't witable except by trusted
system personnel . This includes both the text and dat abase

ver si on.

* Make sure that other files that sendnmail reads, such as the



mailertable, are only witable by trusted system personnel.

* The queue directory should not be world witabl e PARTI CULARLY
if your systemallows "file giveaways" (that is, if a non-root
user can chown any file they own to any other user).

* |f your systemallows file giveaways, DO NOT create a publically
witable directory for forward files. This will allow anyone
to steal anyone else's e-nmail. Instead, create a script that
copies the .forward file fromusers' honme directories once a
night (if you want the non-NFS-nmounted forward directory).

* |f your systemallows file giveaways, you'll find that
sendmail is nuch less trusting of :include: files -- in
particular, you'll have to have /SENDVAI L/ ANY/ SHELL/ in
/etc/shells before they will be trusted (that is, before
files and prograns listed in themw |l be honored).

In general, file giveaways are a nistake -- if you can turn them
of f, do so.

B e +

| TWEAKI NG CONFI GURATI ON OPTI ONS |

o m m e e e e e e e e e e eaeaa o +

There are a |l arge nunber of configuration options that don't normally
need to be changed. However, if you feel you need to tweak them you
can define the followng MA variables. This list is shown in four
colums: the nane you define, the default value for that definition,
the option or macro that is affected (either Ox for an option or Dx

for a macro), and a brief description. Geater detail of the semantics
can be found in the Installation and Operati ons Qui de.

Sorre options are likely to be deprecated in future versions -- that is,
the option is only included to provide back-conpatibility. These are
marked with "*".

Remenber that these options are M4 variables, and hence nay need to
be quoted. |In particular, arguments with commas will usually have to
be " “double quoted, like this phrase'' to avoid having the coma
confuse things. This is common for alias file definitions and for
the read timeout.

M4 Vari abl e Nane Confi guration Description & [Defaul t]

conf VAl LER_NAME $n macro [ MAI LER- DAEMON] The sender nane used
for internally generated outgoing
nessages.

conf DOVAI N_NAME $j macro |If defined, sets $j. This should

only be done if your system cannot
determ ne your |ocal domain nane,
and then it should be set to
$w. Foo. COM where Foo. COM i s your
domai n nane.

conf CF_VERSI ON $Z macro If defined, this is appended to the
configuration version nane.



conf FROM _HEADER From [$7x$x <$g>$| $g%$.] The format of an
internally generated From address.
conf RECEl VED_HEADER Recei ved:
[$?sfrom $s $.3$2 ($?s$|from$.$)
$. $?{aut h_t ype} (aut hent i cat ed)
$.by $ ($v/$2)$?r with $r$. id $i$?u
for $u; $|;
$. $b]
The format of the Received: header
in messages passed through this host.
It is unwise to try to change this.
conf CWFI LE Fw class [/etc/mail/local -host-nanes] Name
of file used to get the |ocal
additions to class {w} (local host
namnes) .
conf CT_FI LE Ft class [/etc/mail/trusted-users] Nanme of
file used to get the local additions
to class {t} (trusted users).
conf CR_FI LE FR class [/etc/mail/rel ay-domai ns] Name of
file used to get the local additions
to class {R (hosts allowed to rel ay).
conf TRUSTED_USERS C class [no default] Names of users to add to
the list of trusted users. This |ist
al ways includes root, uucp, and daenon.
See al so FEATURE( use_ct _file').
conf TRUSTED_USERTr ust edUser [no default] Trusted user for file
ownershi p and starting the daenon.
Not to be confused with
conf TRUSTED_USERS (see above).
conf SMIP_MAI LER - [esntp] The mail er name used when
SMIP connectivity is required.
(ne of "sntp", "sntp8",
"esntp", or "dsntp".
conf UUCP_MAI LER - [uucp-old] The namiler to be used by
default for bang-fornat recipient
addresses. See al so di scussion of
class {U, class {Y}, and class {Z}
in the MAILER( uucp') section.
conf LOCAL_MNAI LER- [local] The mail er name used when
| ocal connectivity is required.
Al nost al ways "l ocal ".
conf RELAY_MAI LER- [relay] The default mailer nane used
for relaying any nail (e.g., to a
Bl TNET_RELAY, a SMART_HOST, or
what ever). This can reasonably be
"uucp-new' if you are on a
UUCP- connect ed site.
conf SEVEN BI T_I NPUT  SevenBi t | nput [ Fal se] Force input to seven bhits?
conf El GHT_BI T_HANDLI NG Ei ghtBit Mode [pass8] 8-bit data handling
conf ALI AS WAI'T Alias\Wait [10n] Tine to wait for alias file
rebuild until you get bored and
decide that the apparently pending
rebuild fail ed.
conf M N_FREE BLOCKS M nFreeBl ocks [100] M ni mum nunber of free bl ocks on
queue filesystemto accept SMIP nail.
(Prior to 8.7 this was m nfree/ maxsi ze,
where m nfree was the nunber of free



bl ocks and naxsi ze was the maxi mum
nmessage size. Use conf MAX MESSACGE S| ZE
for the second val ue now )
conf MAX_MESSACE_SI ZE MaxMessageSi ze [infinite] The maxi mum si ze of nessages
that will be accepted (in bytes).
conf BLANK_SUB Bl ankSub  [.] Blank (space) substitution
character.
conf CON_EXPENSI VE Hol dExpensi ve [ Fal se] Avoid connecting i medi ately
to nmailers narked expensive.
conf CHECKPO NT_I| NTERVAL Checkpoi nt | nt er val
[ 10] Checkpoint queue files every N
reci pi ents.
conf DELI VERY_MCODE Del i ver yMbde [ background] Default delivery mnode.
conf AUTO REBUI LDAut oRebui | dAl i ases
[ Fal se] Autormatically rebuild alias
file if needed.
There is a potential for a denial
of service attack if this is set.
This option is deprecated and will
be renoved froma future version.
conf ERROR_MCDE ErrorMbde [print] Error nessage node.
conf ERROR_MESSAGE Er r or Header [undefined] Error nessage header/file.
conf SAVE FROM LI NES SaveFr onili ne Save extra | eading From |ines.
conf TEMP_FI LE_MODE TenpFi | eMbde [0600] Tenporary file node.
conf MATCH_GECCS Vat chGECOS [ Fal se] Match GECOS fiel d.
conf MAX_HOP MaxHopCount [25] Maxi mum hop count.
conf | GNORE_DOTS* | gnoreDot s [ Fal se; always Fal se in -bs or -hbd
nmode] Ignore dot as terminator for
i ncom ng nessages?
conf Bl ND_OPTS Resol ver Opti ons [undefined] Default options for DNS
resol ver.
conf M ME_FORVAT _ERRORS* SendM neErrors[True] Send error nessages as M ME-
encapsul at ed nessages per RFC 1344.
conf FORWARD_PATHFor war dPat h [$z/.forward. $w $z/ . f or war d]
The col on-separated list of places to
search for .forward files. N B.: see
the Security Notes section.
conf Ml _CACHE _SI ZE Connect i onCacheSi ze
[2] Size of open connection cache.
conf MCl _CACHE_TI MEQUT Connect i onCacheTi neout
[5n] Open connection cache timeout.
conf HOST_STATUS_DI RECTCORY Host StatusDirectory
[undefined] If set, host status is kept
on di sk between sendmail runs in the
nanmed directory tree. This need not be
a full pathnane, in which case it is
interpreted relative to the queue
directory.
conf SI NGLE_THREAD DELI VERY Si ngl eThr eadDel i very
[False] If this option and the
Host St atusDirectory option are both
set, single thread deliveries to other
hosts. That is, don't allow any two
sendnail s on this host to connect
simul taneously to any other single
host. This can slow down delivery in
sone cases, in particular since a



cached but otherw se idle connection
to a host will prevent other sendmails
from connecting to the other host.
conf USE_ERRORS_TO* UseErrorsTo [ Fal se] Use the Errors-To: header to
del i ver error nessages. This should
not be necessary because of general
accept ance of the envel ope/ header
di stinction.
conf LOG_LEVEL LoglLevel [9] Log level.
conf ME_TQO MeToo [ True] Include sender in group
expansions. This option is
deprecated and will be renoved from
a future version.
conf CHECK_ALI ASES CheckAl i ases [ Fal se] Check RHS of aliases when
runni ng newal i ases. Since this does
DNS | ookups on every address, it can
sl ow down the alias rebuild process
considerably on large alias files.
conf OLD_STYLE_HEADERS* A dStyl eHeader s [ True] Assume that headers without
special chars are old style.
conf CLI ENT_CPTI ONS CientPortOptions
[none] Options for outgoing SMIP client
connecti ons.
conf PRI VACY_FLAGS PrivacyQptions [authwarnings] Privacy flags.
conf COPY_ERRORS_TO Post nast er Copy [undefined] Address for additional
copies of all error nmessages.
conf QUEUE_FACTORQueueFact or [ 600000] Sl ope of queue-only function.
conf DONT_PRUNE_ROUTES Dont PruneRout es [Fal se] Don't prune down route-addr
syntax addresses to the m ni mum
possi bl e.
conf SAFE_QUEUE* SuperSafe [True] Conmit all nessages to disk
bef ore forking.

conf TO_ I NI TI AL Tineout.initial [5n] The tineout waiting for a response
on the initial connect.

conf TO_CONNECT Ti meout . connect [0] The tineout waiting for an initial
connect () to conplete. This can only
shorten connection tineouts; the kernel
silently enforces an absol ute maxi num
(whi ch varies depending on the systen).

conf TO_| CONNECT Ti neout . i connect
[undefined] Like Tineout.connect, but
applies only to the very first attenpt
to connect to a host in a nessage.
This allows a single very fast pass
foll owed by nore careful delivery
attenpts in the future.

conf TO_ HELO Ti meout . hel o [5nm The timeout waiting for a response
to a HELO or EHLO command.

conf TO_MAI L Ti neout . nai | [10n] The tinmeout waiting for a
response to the MAIL command.

conf TO_RCPT Ti meout . rcpt [1h] The timeout waiting for a response
to the RCPT conmmand.

conf TO DATAINI T Ti meout . dat ai ni t

[5nm] The timeout waiting for a 354
response fromthe DATA conmand.

conf TO DATABLOCKTi neout . dat abl ock
[1h] The tinmeout waiting for a bl ock



duri ng DATA phase.

conf TO_DATAFI NAL Ti meout . dat af i nal
[1h] The timeout waiting for a response
tothe final "." that termnates a

nessage.
conf TO_RSET Ti meout . r set [5n The timeout waiting for a response
to the RSET command.
confTOQUT Ti neout . qui t [2n] The timeout waiting for a response
to the QU T command.
conf TO_M SC Ti neout . m sc [2n] The timeout waiting for a response
to other SMIP commands.
conf TO_COMVAND Ti meout . command [1h] In server SMIP, the tineout
wai ting for a command to be issued.
conf TO_| DENT Ti meout . i dent [5s] The timeout waiting for a
response to an | DENT query.
conf TO_FI LEOPEN Ti neout . fil eopen
[60s] The tineout waiting for a file
(e.g., :include: file) to be opened.
conf TO_CONTRCL Ti meout . contr ol

[2m] The timeout for a conplete

control socket transaction to conplete.
neout . queuer et urn

[5d] The tinmeout before a nessage is

returned as undeliverable.

conf TO QUEUERETURN  Ti

conf TO_QUEUERETURN_NORVAL
Ti meout . queuer et ur n. nor nal
[undefined] As above, for nornal
priority nessages.
conf TO_QUEUERETURN_URGENT
Ti meout . queuer et ur n. ur gent
[undefined] As above, for urgent
priority nessages.
conf TO_QUEUERETURN_NONURGENT
Ti meout . queuer et ur n. non- ur gent
[undefined] As above, for non-urgent
(low) priority messages.
conf TO_QUEUEWARNTI neout . queuewar n
[4h] The timeout before a warning
message is sent to the sender telling
themthat the nmessage has been
deferred.
conf TO_QUEUEWARN _NORMAL Ti neout . queuewar n. nor nal
[undefined] As above, for nornal
priority nessages.
conf TO_QUEUEWARN_URGENT Ti meout . queuewar n. ur gent
[undefined] As above, for urgent
priority messages.
conf TO_QUEUEWARN_NONURGENT
Ti meout . queuewar n. non- ur gent
[undefined] As above, for non-urgent
(low) priority messages.
conf TO_HOSTSTATUS Ti meout . host st at us
[30m] How | ong information about host
statuses will be maintained before it
is considered stale and the host should
be retried. This applies both within
a single queue run and to persistent



i nformation (see bel ow).
conf TO_RESOLVER_RETRANS Ti meout . resol ver.retrans
[varies] Sets the resolver's
retransnition time interval (in
seconds). Sets both
Ti meout . resol ver.retrans.first and
Ti meout . resol ver. retrans. normal .
conf TO RESOLVER RETRANS FI RST Tineout.resolver.retrans.first
[varies] Sets the resolver's
retransnmition time interval (in
seconds) for the first attenpt to
del i ver a nessage.
conf TO RESOLVER RETRANS NORMAL Ti neout . resol ver. retrans. nor mal
[varies] Sets the resolver's
retransmition tine interval (in
seconds) for all resolver |ookups
except the first delivery attenpt.
conf TO_ RESOLVER _RETRY Ti neout . resol ver.retry
[varies] Sets the nunmber of times
to retransmt a resolver query.
Sets both
Ti meout . resol ver.retry.first and
Ti meout . resol ver.retry. normal .
conf TO RESOLVER RETRY_FIRST Tineout.resolver.retry.first
[varies] Sets the nunmber of tines
to retransmt a resolver query for
the first attenpt to deliver a
nessage.
conf TO_ RESOLVER RETRY_NCORMAL Ti meout . resol ver.retry. nor nal
[varies] Sets the number of times
to retransnit a resolver query for
all resolver |ookups except the
first delivery attenpt.
conf TI ME_ZONE Ti neZoneSpec [ USE_SYSTEM Tine zone info -- can be
USE_SYSTEM t 0o use the systenis idea,
USE_TZ to use the user's TZ envari abl e,
or sonething else to force that val ue.
conf DEF_USER | D Def aul t User [1:1] Default user id.
conf USERDB_SPEC User Dat abaseSpec
[undefined] User database
speci fication.
conf FALLBACK MX Fal | backMXhost [undefined] Fallback MX host.
conf TRY_NULL_MX_LI ST TryNul | MXLi st [False] If this host is the best MX
for a host and other arrangenents
haven't been made, try connecting
to the host directly; normally this
woul d be a config error.
conf QUEUE LA QueuelLA [varies] Load average at which
queue-only function kicks in.
Default values is (8 * nunproc)
where nunproc i s the nunber of
processors online (if that can be
det erm ned).
conf REFUSE_LA Ref useLA [varies] Load average at which
i ncom ng SMIP connections are
refused. Default values is (12 *
nunproc) where nunproc is the



nunber of processors online (if
that can be determ ned).
conf MAX_ALI AS_RECURSI ON MaxAl i asRecur si on
[10] Maxi mum depth of alias recursion.
conf MAX_DAEMON_CHI LDREN MaxDaernonChi | dr en
[undefined] The maxi mum nunber of
children the daemon will permt. After
thi s number, connections will be

rejected. If not set or <= 0, there is
no limt.
conf MAX_HEADERS LENGTH MaxHeader sLengt h

[32768] Maxi mum |l ength of the sum
of all headers.

conf MAX_M ME_HEADER LENGTH MaxM neHeader Lengt h
[ undefined] Maxi num | ength of
certain M ME header field val ues.

conf CONNECTI ON_RATE_THROTTLE Connecti onRat eThrottle
[undefined] The naxi mum nunber of
connections pernitted per second.
After this many connections are
accepted, further connections will be
del ayed. If not set or <= 0, there is
no limt.

conf WORK_RECI PI ENT_FACTOR

Reci pi ent Fact or [ 30000] Cost of each recipient.

conf SEPARATE_PRCC For kEachJob [False] Run all deliveries in a
separate process.

conf WORK_CLASS FACTOR d assFact or [1800] Priority nmultiplier for class.

conf WORK_TI ME_FACTOR Ret ryFact or [ 90000] Cost of each delivery attenpt.

conf QUEUE_SORT_CRDER QueueSortOrder [Priority] Queue sort algorithm
Priority, Host, Filename, or Time.

conf M N_QUEUE_ACE M nQueueAge [0] The mi ni mum anount of tine a job
must sit in the queue between queue
runs. This allows you to set the
queue run interval |low for better
responsi veness w thout trying all
jobs in each run.

conf DEF_CHAR_SETDef aul t Char Set [ unknown-8bit] Wen converting
unl abeled 8 bit input to MM the
character set to use by default.

conf SERVI CE_SW TCH_FI LE ServiceSwitchFile
[/etc/mail/service.switch] The file
to use for the service switch on
systens that do not have a
systemdefined switch.

conf HOSTS_FI LE HostsFile [/etc/hosts] The file to use when doing
"file" type access of hosts names.

conf DI AL_DELAY DialDelay [O0s] If a connection fails, wait this
long and try again. Zero neans "don't
retry". This is to allow "dial on

demand" connections to have enough tine
to conpl ete a connection.

conf NO_RCPT_ACTI ON NoReci pi ent Acti on
[none] What to do if there are no | egal
recipient fields (To:, Cc: or Bcc:)
in the nessage. Legal val ues can
be "none" to just |eave the



nonconform ng nessage as is, "add-to"
to add a To: header with all the
known recipi ents (which may expose
blind recipients), "add-apparently-to"
to do the sane but use Apparently-To
instead of To:, "add-bcc" to add an
enpty Bcc: header, or
"add-t o-undi scl osed" to add the header
" To: undisclosed-recipients:;"'".

conf SAFE_FI LE_ENV Saf eFi | eEnvi r onment
[undefined] If set, sendmail will do a
chroot() into this directory before
witing files.

conf COLON_OK_| N_ADDR Col onCkI nAddr [ True unless Configuration Level > 6]
If set, colons are treated as a regul ar
character in addresses. |If not set,
they are treated as the introducer to
the RFC 822 "group" syntax. Colons are
handl ed properly in route-addrs. This
option defaults on for V5 and | ower
configuration files

conf MAX_QUEUE RUN SI ZE MaxQueueRunSi ze [0] If set, limt the maxi num size

of
any given queue run to this nunber of
entries. Essentially, this will stop
readi ng each queue directory after this
nunber of entries are reached; it does
_not _ pick the highest priority jobs,
so this should be as | arge as your

systemcan tolerate. |If not set, there
isnolimt.

conf DONT_EXPAND CNAMES Dont ExpandCnanes
[Fal se] If set, $[ ... $] |ookups that

do DNS based | ookups do not expand
CNAME records. This currently violates
the published standards, but the | ETF
seens to be noving toward | egalizing
this. For exanple, if "FTP.Foo.ORG
is a CNAME for "Cruft. Foo. ORG', then
with this option set a | ookup of
"FTP" will return "FTP. Foo. ORG'; if
clear it returns "Cruft. FOO ORG'. N. B.
you may not see any effect until your
downst r eam nei ghbors stop doi ng CNAVE
| ookups as wel | .

conf FROM LI NE Uni xFr onLi ne [From $g $d] The From_ Iline used
when sending to files or prograns.

conf SI NGLE_LI NE_FROM HEADER Si ngl eLi neFr omHeader
[Fal se] From lines that have
enbedded new i nes are unw apped
onto one |ine.

conf ALLON BOGAUS_HELO Al | owBogusHELO [Fal se] Al l ow HELO SMIP command t hat
does not include a host nane.

conf MUST_QUOTE_CHARS Must QuoteChars [.'] Characters to be quoted in a ful
nanme phrase (@;:\()[] are automatic).

conf OPERATORS Qper at or Char s [.:9%@~/[]+] Address operator
characters



conf SMIP_LOGA N_MBG Snt pG eet i ngMessage
[$j Sendmail $v/$zZ; $b]
The initial (spontaneous) SMIP
greeting nessage. The word "ESMIP"
will be inserted between the first and
second words to convince other
sendnails to try to speak ESMIP.

conf DONT_INIT_GROUPS DontlnitGoups [False] If set, the initgroups(3)
routine will never be invoked. You
m ght want to do this if you are
running NI'S and you have a | arge group
map, since this call does a sequenti al
scan of the map; in a large site this
can cause your ypserv to run
essentially full time. 1f you set
this, agents run on behal f of users
will only have their prinmary
(/etc/passwd) group perni ssions.

conf UNSAFE_GROUP_WRI TES Unsaf eG oupWites
[Fal se] If set, group-witable
sinclude: and .forward files are
consi dered "unsafe", that is, prograns
and files cannot be directly referenced
fromsuch files. Wrld-witable files
are al ways consi dered unsafe.

conf CONNECT_ONLY_TO Connect Onl yTo [undefined] override connection
address (for testing).

conf CONTROL_SOCKET_NAMVE Cont r ol Socket Narre
[undefined] Control socket for daenon
managenent .

conf DOUBLE_BOUNCE _ADDRESS Doubl eBounceAddr ess
[ postmaster] If an error occurs when
sending an error message, send that
"doubl e bounce" error nmessage to this
addr ess.

conf DEAD_LETTER DROP DeadLetterDrop [undefined] Filename to save bounce
messages which could not be returned
to the user or sent to postnaster.
If not set, the queue file wll
be renaned.

confRRT_I MPLIES DSN  RrtlnpliesDsn [ Fal se] Return-Receipt-To: header
i npl i es DSN request.

conf RUN_AS_USER RunAsUser [undefined] If set, becone this user
when reading and delivering mail.
Causes all file reads (e.g., .forward
and :include: files) to be done as
this user. Also, all prograns will
be run as this user, and all output
files will be witten as this user.
Intended for use only on firewal ls
where users do not have accounts.

conf MAX_RCPTS_PER MESSAGE MaxReci pi ent sPer Message
[infinite] If set, allow no nmore than
the specified nunmber of recipients in
an SMIP envel ope. Further recipients
receive a 452 error code (i.e., they
are deferred for the next delivery



attenpt).

conf DONT_PROBE_| NTERFACES Dont Pr obel nt erf aces
[False] If set, sendmail will _not_
insert the names and addresses of any
local interfaces into class {w}
(list of known "equival ent" addresses).
If you set this, you nust also include
sone support for these addresses (e.g.,
inanmilertable entry) -- otherw se,
mail to addresses in this list wll
bounce with a configuration error.

conf PI D_FI LE PidFile [ system dependent] Location of pid
file.

conf PROCESS Tl TLE PREFI X ProcessTitl ePrefix
[undefined] Prefix string for the
process title shown on 'ps' |istings.

conf DONT_BLAME_SENDMAI L Dont Bl areSendnai |
[safe] Override sendmail's file
safety checks. This will definitely
conprom se system security and shoul d
not be used unl ess absolutely
necessary.

conf REJECT_MSG - [ 550 Access deni ed] The message
given if the access database contains
REJECT in the val ue portion.

conf DF_BUFFER_SI ZE Dat aFi | eBufferSi ze
[4096] The naxi num size of a
menory-buffered data (df) file
before a disk-based file is used.

conf XF_BUFFER_SI ZE XScriptFileBufferSize
[ 4096] The maxi num size of a
menory-buffered transcript (xf)
file before a disk-based file is
used.

conf AUTH_MECHANI SM5  Aut hMechani sns [ GSSAPI KERBERCS V4 DI GEST- MD5
CRAM MD5] List of authentication
mechani sns for AUTH (separated by
spaces). The advertised list of
aut henti cati on nmechanisns will be the
intersection of this list and the Ilist
of avail abl e nechani snms as det erm ned
by the CYRUS SASL |ibrary.

conf DEF_AUTH_I NFO Def aul t Aut hl nfo [undefined] Name of file that contains
aut hentication information for
out goi ng connections. This file
must contain the user id, the
aut hori zation id, the password
(plain text), and the real mto use,
each on a separate |line and nust be
readabl e by root (or the trusted
user) only. If norealmis
specified, $ is used.

NOTE: Currently, AuthMechanisns is
used to determne the |ist of
mechani sns to use on an out goi ng
connection. Sites which require a



different list of nmechanisns for

i ncom ng connections and out goi ng
connections will have the ability
to do this in 8.11 by specifying a
list of mechanisns as the fifth
line of the DefaultAuthinfo file.
If no mechani snms are given in the
file, AuthMechanisns is used. The
code for doing so is included as
in the sendnai|l source code but
disabled. It can be enabled by
reconpiling sendnail wth:

- D _FFR_DEFAUTH NFO_MECHS

conf AUTH_OPTI ONSAut hOpt i ons [undefined] If this options is 'A

then the AUTH= paraneter for the
MAI L FROM command is only issued
when aut henticati on succeeded

conf LDAP_DEFAULT_SPEC LDAPDef aul t Spec [undefined] Default map

conf CACERT_PATH

specification for LDAP maps. The
val ue should only contain LDAP
specific settings such as "-h host
-p port -d bindDN', etc. The
settings will be used for all LDAP
maps unless they are specified in
the individual map specification
(" K command).

CACERTPat h [undefined] Path to directory
with certs of CAs.

conf CACERT CACERTFi | e [undefined] File containing one CA
cert.
conf SERVER_CERT ServerCertFile [undefined] File containing the
cert of the server, i.e., this cert
is used when sendmail acts as
server.

conf SERVER_KEY

conf CLI ENT_CERT

conf CLI ENT_KEY

conf DH_PARAMETERS

conf RAND FI LE

Server KeyFi | e [undefined] File containing the
private key bel onging to the server

cert.
CientCertFile [undefined] File containing the
cert of the client, i.e., this cert
is used when sendmail acts as
client.

dientKeyFile [undefined] File containing the
private key belonging to the client
cert.

DHPar anet er s [undefined] File containing the
DH par aneters

RandFile [undefined] File containing random
data (use prefix file:) or the
name of the UNI X socket if EGD is
used (use prefix egd:). STARTTLS
requires this option if the conpile
flag HASURANDOM i s not set (see
sendnai | / READVE)

See al so the description of OSTYPE for sone paraneters that can be
tweaked (generally pathnanmes to numilers).



DaenonPort Options are a special case since multiple daenons can be
defined. This can be done via

DAEMON_CPTI ONS( " fi el d1=val uel, fi el d2=val ue2,...")
If DAEMON OPTIONS is not used, then the default is

DAEMON_COPTI ONS( " Port =snt p, Nane=MIA')
DAEMON_OPTI ONS( " Port =587, Nanme=MBA, M:E')

If you use one DAEMON OPTIONS nacro, it will alter the paraneters
of the first of these. The second will still be defaulted; it
represents a "Message Submission Agent" (MSA) as defined by RFC
2476 (see below). To turn off the default definition for the MBA
use FEATURE( no_default_nsa') (see al so FEATURES). |If you use
addi ti onal DAEMON _OPTI ONS nacros, they will add additional daenons.

Exanpl e 1: To change the port for the SMIP |istener, while
still using the MBA default, use
DAEMON_OPTI ONS(° Por t =925, Name=MIA )

Exanpl e 2: To change the port for the MSA daenon, while still
using the default SMIP port, use

FEATURE( " no_defaul t_nsa')

DAEMON_CPTI ONS( ™ Nane=MrA' )

DAEMON_CPTI ONS( ™ Port =987, Nane=MBA, M-E')

Note that if the first of those DAEMON_CPTIONS lines were onitted, then
there would be no listener on the standard SMIP port.

Exanmpl e 3: To listen on both IPv4 and I Pv6 interfaces, use

DAEMON_OPTI ONS( * Nane=MIA-v4, Fam | y=inet')
DAEMON_OPTI ONS( ™ Nane=MTIA-v6, Fami | y=i net6')

A "Message Submi ssion Agent" still uses all of the sane rul esets for
processing the nessage (and therefore still allows nmessage rejection via
the check_* rulesets). |In accordance with the RFC, the MSA will ensure

that all domains in the envelope are fully qualified if the nessage is

relayed to another MITA. It will also enforce the nornmal address syntax
rules and |l og error nessages. Additionally, by using the Mca nodifier

you can require authenticati on before nessages are accepted by the MA
Finally, the MeE nodifier shown above disabl es ETRN as required by RFC
2476.

Wthin this directory are several subdirectories, to wt:
md Ceneral support routines. These are typically
very inmportant and shoul d not be changed wi t hout

very careful consideration.

cf The configuration files thensel ves. They have



".nt" suffixes, and nmust be run through mt to
becorme conplete. The resulting output should
have a ".cf" suffix.

ostype Definitions describing a particul ar operating
systemtype. These should always be referenced
using the OSTYPE nacro in the .nc file. Exanples
i ncl ude "bsd4.3", "bsd4.4", "sunos3.5", and
"sunos4. 1".

domai n Definitions describing a particular donain, referenced
using the DOVAIN macro in the .nt file. These are
site dependent; for exanple, "CS. Berkel ey. EDU. md"
descri bes hosts in the CS. Berkel ey. EDU subdomai n.

nmai |l er Descriptions of mailers. These are referenced using
the MAILER macro in the .nt file.

sh Shell files used when building the .cf file fromthe
.nt file in the cf subdirectory.

feature These hol d speci al orthogonal features that you might
want to include. They should be referenced using
t he FEATURE macro

hack Local hacks. These can be referenced using the HACK
macro. They shouldn't be of nmore than voyeuristic
interest outside the .Berkel ey. EDU domai n, but who knows?

siteconfig Site configuration -- e.g., tables of |ocally connected
UUCP sites

The follow ng sections detail usage of certain internal parts of the
sendmai | . cf file. Read themcarefully if you are trying to nodify

the current nodel. |If you find the above descriptions adequate, these
shoul d be {boring, confusing, tedious, ridiculous} (pick one or nore).

RULESETS (* neans built in to sendnail)

0 * Par si ng

1+ Sender rewiting

2 * Reci pient rewiting

3 * Canoni cal i zati on

4 * Post cl eanup

5 * Local address rewite (after aliasing)

1x numiler rules (sender qualification)

2x mailer rules (recipient qualification)

3x mailer rules (sender header qualification)

4x mailer rules (recipient header qualification)
5x rmailer subroutines (general)

6x mailer subroutines (general)

7x mailer subroutines (general)



8x reserved

90 Muilertable host stripping

96 Bottomhalf of Ruleset 3 (ruleset 6 in old sendmail)

97 Hook for recursive ruleset O call (ruleset 7 in old sendnuil)
98 Local part of ruleset O (ruleset 8 in old sendmail)

99 Cuaranteed null (for debuggi ng)

VAl LERS
0 local, prog local and programmail ers
1 [e]sntp, relay SMIP channel
2 uucp-* UNI X-t o- UNI X Copy Program
3 netnews Net wor k News delivery
4 fax Sam Leffler's Hyl aFAX software
5 mail 11 DECnet mail er

MACROS

Bi t net Rel ay

DECnet Rel ay

The local domain -- usually not needed
reserved for X 400 Rel ay

FAX Rel ay

mai | Hub (for mail clusters)

Luser Rel ay
Masquer ade (who you claimto be)

Rel ay (for unqualified names)
Smart Host

ny UUCP nanme (if you have a UUCP connecti on)
UUCP Rel ay (class {V} hosts)

UUCP Rel ay (class {W hosts)

UUCP Rel ay (class {X} hosts)

UUCP Rel ay (all other hosts)

Ver si on nunber

N<Xs<CHu0wITOTOZZIr"“"IOTMMOUO®>»

domai ns that are candi dates for bestnx | ookup

addresses that should not seemto come from $M
hosts this systemforward for
donmi ns that should be | ooked up in genericstable



addresses that should not be forwarded to $R

domai ns that shoul d be mapped to $M

host / donai ns that shoul d not be mapped to $M

operators that indicate network operations (cannot be in |local nanes)
top | evel pseudo-donmins: BI TNET, DECNET, FAX, UUCP, etc.

donains this systemis willing to relay (pass anti-spamfilters)

I ocal | y connected UUCP hosts

UUCP hosts connected to relay $V

W UUCP hosts connected to relay $W

X UUCP hosts connected to relay $X

Y locally connected smart UUCP hosts

Z locally connected domain-ized UUCP hosts
the class containing only a dot

[ the class containing only a left bracket

<KCHwLIVOTOZZIr X« — I

M4 DI VERSI ONS

1 Local host detection and resol ution

2 Local Ruleset 3 additions

3 Local Ruleset 0 additions

4 UUCP Rul eset 0 additions

5 locally interpreted nanes (overrides $R)
6 local configuration (at top of file)

7 mailer definitions

8 DNS based bl acklists

9 special local rulesets (1 and 2)

$Revision: 8.383.2.1.2.42 $, Last updated $Date: 2001/02/15 23:40:10 $
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