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Configuration of Cisco ACS 5.2 Radius 

authentication with comware v7 switches  

Network requirements: 
 A PC and Cisco ACS 5.2  server directly connected to switch S5820V2 

 The PC with IP address 10.1.1.1/24 and running Microsoft Windows 7 OS; 

 Cisco ACS 5.2 server with IP address 192.168.1.253/24 

 The Switch S5820V2 running with software version Release 2208P01; 

 VLAN 10 with IP address 10.1.1.254/24 as default gateway of the PC; 

 VLAN 192 with IP address 192.168.1.254/24 as default gateway of ACS server; 

Networking diagram 

 

Configuration steps 
Configuration of the PC 

 

 



3 

Configuration of the switch S5820V2 

 

S5820V2 CONFIGURATION 

telnet server enable 

# 

vlan 10 

# 

vlan 192 

# 

interface Vlan-interface10 

 ip address 10.1.1.254 255.255.255.0 

# 

interface Vlan-interface192 

 ip address 192.168.1.254 255.255.255.0 

# 

interface Ten-GigabitEthernet1/0/1 

 port access vlan 10 

# 

interface Ten-GigabitEthernet1/0/2 

 port access vlan 192 

# 

user-interface vty 0 15 

 authentication-mode scheme 

user-role network-admin 

# 

radius scheme login 

primary authentication 192.168.1.253 

 primary accounting 192.168.1.253 

 key authentication cipher 123 
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S5820V2 CONFIGURATION 

 key accounting cipher 123 

 user-name-format without-domain 

nas-ip 192.168.1.254 

# 

domain system 

 authentication login radius-scheme login 

 authorization login radius-scheme login 

 accounting login radius-scheme login 

#  

 

Cisco ACS 5.2 configuration 
CLI configuration 

 

CISCO ACS CONFIGURATION 

interface GigabitEthernet 0 

 ip address 192.168.1.253 255.255.255.0 

 no shutdown 

! 

ip default-gateway 192.168.1.254 

 

HTTP GUI configuration 

1. Login using https://192.168.1.253 in Internet Explorer (IE) 

2. Configure the network resources. It is required to pre-plan the network device groups (NDG) 

distribution methods, such as in accordance with the device type or with location to which the 

device belongs as per the following examples: 
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3. Network Resources > Network Device Groups > Device Type > Network Devices and AAA 

Clients to configure a device and AAA client: 
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4. Assign S5820V2 to the designated site, the type of device group, specify the IP address, select 

the Radius protocol, configure the shared key as the same key configured on the device 

 

 

 

5. Configure user groups and users by creating and Identity group and by assigning it to the 

Identity group “All Groups”. 

 

 

 

6. Create an Internal Identity Store user (Users) and set the user password, and assign the user to 

the specific Identity Group you want the user associated to: 
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7. Configure policy elements by creating an Authorization Profile 
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8. Add Radius attributes. These are mainly three attributes: Login-Service (RADIUS - IETF ) with 

Enum Name selected as Telnet; Service-Type (RADIUS-IETF) with Enum Name selected as Login; 

cisco-av-pair (RADIUS-Cisco) and feel in under attribute shell:roles*\"network-admin\", or 

shell:roles=\"network-admin\". 

 

 
  

http://www.ietf.org/rfc/rfc2865.txt
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9. Configure an Access Policy. ACS provides two default access services: “Default Device 

Admin”— used for TACACS+ based access to device CLI and “Default Network Access”— 

used for RADIUS-based access to network connectivity. You can use the access services as is, 

modify them, or delete them as needed. You can also create additional access services and 

have their Access Service Policy Structure based on one of the default access services. 

 

 

 

10. Select the authentication protocol, you can here check PAP and CHAP: 

 

 



10 

 

 

11. Configure the Network Access Authorization Policy to be Enabled and associated to the 

corresponding Network Device Group, their location and to the corresponding Authorization 

Profile. 
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12. Configure the Service selection rules, by selecting the access service you have already created: 
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Verifying the working of the configuration 
You can use wireshark to capture the packet exchange to see the Service-type, Login-Service, cisco-av-

pair and other attributes in the Radius Access-Accept message. You can also use the switch 

capture/debugging feature to achieve the same result. 

 

Key points of the configuration 
 

 When Configuring with ACS server, the extended attribute cisco-av-pair must be used to issue a 

role to the user; 

 When the switch configuration uses a Radius Scheme, you must configure the switch to supports 

RADIUS server type as extended type; 

 Configure the service selection rules, to adjust the criteria in the order, from top to bottom to be 

able to match the type of agreement; 

 When configuring cisco-av-pair attribute, pay attention to the syntax. The format is: 

shell:roles*\"network-admin\" or shell:roles =\"network-admin\" 

 You can also use H3C Exec_Privilege to grant commands to the authenticated user on basis of 

user level (user level from 0 to 15). To do so, you need to configure the following RADIUS VSA: 

 H3C Vendor ID: 25506 

 H3C-Exec-Privilege 

 Vendor Attribute ID: 29, Attribute Type: Unsigned Integer 32, and then add this property 

in the authorization policy that has been created, and fill out the authorization levels. 
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