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1 Introduction

1.1 Purpose

This document has been reviewed to incorporate additional functionality associated with the release of 5.x
firmware. This functionality includes Teaming, Network profiles.

The purpose of this document is to provide HPN resellers and customers with some verified deployment
examples to assist with the initial design, configuration and integration of their HP MSM wireless networks into
their existing routed switch networks. There are many ways to deploy a HP wireless network. This document
covers some of the more common deployment scenarios, being trusted employees/students/teachers; guests
and contractors along with devices such as WiFi capable phones and i-devices.

This document assumes there are existing VLANS, security policies and IP addressing schemas in place for
existing wired clients. When adding wireless capabilities to the network it is recommended that additional
VLANSs, IP addressing and security policies also be applied. As this document is provided as a guide only, it is
not possible to take into account installation specific security policies or requirements. It is the responsibility of
the user of this document to modify the configuration examples to suit the site specific security requirements. It
is also the responsibility of the user to thoroughly test the conformance of the configuration to those security
policies. Hewlett-Packard shall not be held liable for security breaches through the use of this material.

This document is not designed to replace the official Network training available from Hewlett Packard. For a full
listing of all courses available and Professional Accreditations visit
http://h17007.wwwl1.hp.com/us/en/training/index.aspx.

In this document we create Wireless VLANSs for Teachers, Students, Guests and contractors, additional DHCP
scopes have been added for the various networks.

1.2 Related Documents

‘ Date/Version ‘ Author Document

13/10/2009 HPN Upstream Proxy Explained

7/10/2009 HPN Upstream_proxy.cfg

April 2010 HPN HPN MSM7xx Controllers Management and Configuration

Guide version 5.4.0

April 2010 HPN Installation and Getting Started Guide for the HP ProCurve
MSM765 Controller version 5.4.0

Jan 2007 Colubris Deploying Voice over WiFi
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1.3 Equipment Details

Controller/AP MAC Address/IP Address Firmware Details

765z| Internet Port | 5.5.0.0

Controller IP:192.168.1.20

765z| Internet Port 5.5.0.0

Controller IP:192.168.1.21

MSM422 Radio 1:00-03-52-b3-dd-70 | As the APs were configured for controlled mode they

Radio Radio 2: 00-03-52-b3-dd-70 | received their firmware from the controller, hence the
IP:10.20.30.105 firmware revision was the same as the controller.

MSM410 IP: 10.20.30.101 As the APs were configured for controlled mode they

Radio received their firmware from the controller, hence the

firmware revision was the same as the controller.

‘ Infrastructure IP Address ‘ Firmware Details
2910al 192.168.1.3/24 K15.02
5406z| switch 192.168.1.2/24 K15.02
8606zI switch 192.168.1.1/24 K15.02
DHCP/DNS/Active | 192.168.1.10/24 Windows 2008SP2
Directory/radius
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1.4 Definitions and Abbreviations

HP
AAA
AP
DHCP
DNS
DR
GMS
HPGM
LLDP
MSM
NIC
(0K
PCM+
PoE
QoS
RFI
SOE
TLV
TNC
VLAN
VSC
WDS
WLAN

Hewlett Packard

Authentication Authorization and Accounting (RADIUS Server Functions)
Access Point

Dynamic Host Configuration Protocol

Domain Name System

Disaster Recovery

Guest Management Software (previously called the Visitor Management Tool or VMT)
HP Global Method (Project Management)

Link Layer Discovery Protocol-Media Endpoint Discovery
MultiService Mobility

Network Interface Card

Operating System

ProCurve Manager Plus

Power over Ethernet

Quality of Service

Request for Information

Standard Operating Environment

Type Length Variable

Trusted Network Computing

Virtual Local Area Network

Virtual Service Community

Wireless Distribution System

Wireless Local Area Network

When reading this document or other MSM related documents it is important to keep in mind the following

definitions.

Trusted Network With respect to MSM controllers the “Trusted” network is the “Internet” port.

Untrusted Network With respect to MSM controllers the “Un-trusted” network is the “LAN” port.
HP Global Method Page 7 of 90
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2 Design
The following MSM deployment examples are based upon a school scenario; however this scenario can be
easily replicated to suite corporate environments.

Tabled below are the various examples discussed within this document along with a network diagram and
switch configuration

User Group Name | VLAN Subnet Security Authentication

Infrastructure 1001 192.168.1.x/24

Wired Students 120 10.20.120.x/24

Wireless Students 121 10.20.121.x/24 Dynamic WPA2 802.1x

Wired Teachers 130 10.20.130.x/24

Wireless Teachers 131 10.20.131.x/24 Dynamic WPA2 Active Directory

Wired Guest 110 10.20.110.x/24

Wireless Guest 111 10.20.111.x/24 No security HTML/Radius

Contractor 50 10.20.50.x/24 WPA  Pre-shared | HTML/Active
Key Directory

As standard practice the management VLAN should be secure
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2.1  Network Diagram

E2910al
All APs member of all wireless
VLANs and untagged VLAN 1001

Guest

ﬁ:"i’ =iz EE
4 ‘ﬁ" ]
¥

E54062| S e
Management IP 192.168.1.2 P L \
MSM765z| 192.168.1.20 —— ‘? : =

Student

@ﬁ) @@

RF Manager 192.168.1.240

E8206:zI
Management [P 192.168.1.1
.1 gateway for all VLANs
MSM765z1 192.168.1.21
(refer teaming)

Teacher

Contractor

PCM+
Management Server
192.168.1.10/24

VLANS:

50 Contractors —10.20.50.x

110 wired Guest —10.20.110.x

111 Wireless Guests — 10.20.111.x

120 Wired Students —10.20.120.x

121 Wireless Students - 10.20.121.x

130 Wired Teachers —10.20.130.x

131 Wireless Teachers 10.20.131.x

1001 Infrastructure/management 192.168.1.x
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2.2 Switch Configurations

2.2.1 8206zl Switch Configuration

Below is the switch configuration file used for these wireless examples. Key points to note are in red text.

hostname "CORP_8206_1"
time timezone 600
time daylight-time-rule Southern-Hemisphere Time needs to be set as AD and controller must be synchronised
module 1 type J9308A
module 2 type J9309A
module 3 type J9154A
module 4 type J8707A
module 5 type J9154A
module 6 type J9308A
interface B1
name "Connection to 5400z|"
exit
interface D4
name "Connection to 8206z|"
exit
ip routing
vian 1
name "DEFAULT_VLAN"
untagged A1-A24,B1-B3,C2,D1-D4,F1-F24
no ip address
tagged C1
no untagged B4,E1-E2
exit
vlian 1001
name "infrastructure” VLAN contains DHCP/DNS server, MSM Controller Internet port and MSM APs
untagged E1
ip address 192.168.1.1 255.255.255.0
tagged B1,D4,F20
exit
vlan 110
name "wired guest”
ip address 10.20.110.2 255.255.255.0
tagged B1,D4,F20
exit
vian 111
name "wireless-guest" No Helper address required as controller providing IP addresses
ip address 10.20.111.1 255.255.255.0
tagged B1,D4,E1,F20
exit
vlan 120
name "wired student"
ip address 10.20.120.2 255.255.255.0
tagged B1,D4,F20
exit
vlan 121
name "wireless student"
ip helper-address 192.168.1.10
ip address 10.20.121.1 255.255.255.0
tagged B1,D4,F20
exit
vlan 130
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name "wired Teacher"
ip address 10.20.130.2 255.255.255.0
tagged B1,D4,F20
exit
vian 131
name "wireless teacher"
ip address 10.20.131.1 255.255.255.0
tagged B1,D4,F20
exit
vlan 50
name "contractors" No Helper address required as controller providing IP addresses
ip address 10.20.50.1 255.255.255.0
tagged B1,D4,F20
exit
vlan 200
name "telephony"
gos dscp 101110 QoS required to support Voice traffic
ip helper-address 192.168.1.10
ip address 10.20.200.1 255.255.255.0
tagged B1,D4,F20
voice
exit
vlan 2200
name "MSM765LANPORT" Null VLAN for the LAN port required for teaming
untagged C2
no ip address
exit

gos type-of-service diff-services

timesync sntp

sntp unicast

sntp server priority 1 192.168.1.10

snmp-server community "public" unrestricted
snmp-server host 192.168.1.10 community "public"

HP Global Method Page 11 of 90

© Copyright 2011 Hewlett-Packard Development Company, L.P.
Valid agreement required.

Last changed:16 June 2011



Wireless

HP Networking

MSM Example Configurations

2.2.2 5406z Switch Configuration
The MSM765z| Controller resides in slot C.

; J8697A Configuration Editor; Created on release #K.15.02.0005

hostname "CORP_5406"
time timezone 600

time daylight-time-rule Southern-Hemisphere

fastboot

ip access-list extended "100"

exit
interface C1

ip access-group "100" in
module 1 type J9307A
module 2 type J9308A
module 3 type J9154A
module 4 type J8702A
module 5 type J9309A
vian 1

name "DEFAULT_VLAN"

Access list to control access to switch Management Plane
4 deny tcp 0.0.0.0 255.255.255.255 eq 23 10.20.30.252

10 deny tcp 0.0.0.0 255.255.255.255 eq 80 10.20.30.252

20 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255

untagged A1-A20,A22-A23,B2-B14,B16-B18,B21-B24,D1-D24,E1-E4,Trk1

no ip address

no untagged A21,B1,B15,B19,C2

vlan 2200

name "MSM765LANPORT" Null VLAN for the LAN port

untagged C2
tagged D21
no ip address
exit
vlan 1001
name "infrastructure"

ip address 192.168.1.2/24
untagged A21,B1,B15,B819,C1

tagged A1,D21,D23
no ip address
exit
vlan 200
name "voice"
tagged D21,D23
voice
no ip address
exit
vlan 120
name "wired Student"
tagged D21,D23
no ip address
exit
vlan 121
name "wireless student
tagged D21,D23
no ip address
exit
vlan 130
name "wired teacher"
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tagged D21,D23
no ip address
exit

vlan 131
name "wireless teacher
tagged D21,D23
no ip address
exit

vlan 110
name "wired guest”
tagged D21,D23
no ip address
exit

vlan 50
name "contractor"
tagged C1,D21,D23
no ip address
exit

vlan 111
name "wireless guest"
tagged C1,D21,D23
no ip address
exit

gos type-of-service diff-services switch will honour incoming diffServ values

timesync sntp
sntp unicast

sntp server priority 1 10.1.20.250
snmp-server community "public" unrestricted
snmp-server host 192.168.10 community "public”
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2.2.3 2910al Switch Configuration

The access points reside on ports 21-23 and receive power from this switch.

; J9146A Configuration Editor; Created on release #W.14.38

hostname "Corp_2910al"
module 1 type J9146A
module 2 type J9008A
vian 1
name "DEFAULT_VLAN"
untagged 1-16,24-A2
no ip address
no untagged 17-23
exit
vian 1001
name "infrastructure"
ip address 192.168.1.4/24
untagged 17-23
tagged 24
no ip address
exit
vian 111
name "wireless guest"
tagged 21-24
no ip address
exit
vlan 120
name "wired student"
tagged 24
no ip address
exit
vlian 121
name "wireless student
tagged 21-24
no ip address
exit
vlan 130
name "wired teacher"
tagged 24
no ip address
exit
vlan 50
name "contractor”
tagged 21-24 Access point tagged in these VLANs
no ip address
exit
vlan 200
name "voice"
tagged 21-24 Access point tagged in these VLANs
gos dscp 46
voice
no ip address
exit
snmp-server community "public" unrestricted
snmp-server host 192.168.1.10 "public”
spanning-tree

Access point tagged in this Vlan
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3 General Configuration

3.1 Startup

When using the appliance the LAN port is assigned an IP address 192.168.1.1. Thus access to the controllers
web interface is available immediately. The MSM765z] module requires some additional configuration as an IP
address needs to be configured on the LAN port (#2) or Internet Port( #1), this is done via the switch. For
details on configuring IP addresses please refer to the “HP MSM765z] Mobility Controller Installation and
Getting Started Guide” which can be downloaded from http://www.hp.com/rnd/support/manuals/mscseries.htm.
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4 Controller MSM765z|

Refer to the “HP MSM765zI Mobility Controller Installation and Getting Started Guide” to configure the internal
uplinks and assign default IP address 192.168.1.1/24 the LAN port. Once complete you will be able to access
the controller via the web interface. As part of the initial setup you will be prompted to change the admin
password and country code. The steps below discuss the other options to enable/configure on the Services
Controller prior to configuring any VSCs

Note MSM Access Points also default to the 192.168.1.1 address if they cannot find a controller, or receive an
IP address from the controller or another source. Therefore it is recommended at this early stage of
configuration that any MSM APs are either powered down or not connected to the network.

4.1  Services Controller Configuration

In this configuration we are using 192.168.1.x for the Infrastructure Network, which is the “Trusted Network”
hence we are required to change the LAN Port’s IP address to 192.168.10.20 (being a separate network)

4.1.1 LAN Port Configuration
Network | Ports | LAN Port

Addressing Network profile

1P address: 192.168.10.20 profile: | LAN port network

Mask: 255.255.255.0

Management address

IP address:

Mask:

Cancel |_§El

HP Global Method Page 16 of 90

© Copyright 2011 Hewlett-Packard Development Company, L.P.
Valid agreement required. Last changed:16 June 2011



Wireless MSM Example Configurations @
HP Networking

4.1.2 Internet Port Configuration

Network | Ports | Internet Port

Metwork profiles allocation Bandwidth control

Assign IP address via [V Network address translation (NAT)
" PPPoE Client Configure... [T Lirnit HAT port range
" DHCP tlient Configure... St ol e e

& static Configure.

” No address (Support ¥LAN traffic only)

Network profile

profile: | Internet port netwark =

Assign a Static IP address to the Internet port and check NAT (we will be using NAT for Guest Access). In the

screen shot below the Internet Port is assigned an IP address in the 192.168.1.x range. Once the Internet port
has an IP address you can now manage the controller via this interface.

Internet port - Static IP address configuration
Port settings Additional IP addresses

IP address: ||'l 92.168.1.20 Type of addresses: IVPN one-to-one NATj
Addrass mask: |255.255.255.D Address pool

Mone entered

Fermove |

IF address or range: I Add

Cancel | Save |
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Network | IP Route

Assign a default gateway for the Internet port. Here the default gateway on the switch for VLAN 1001 is being

used 192.168.1.1/24

Active routes

‘

Interface Destination Mask Gateway Metric Delete
Internet port 192,168.1.0 255,255,255.0 * a b
LAM port 192,168,10,0 255,255,255,0 * ] b
I I I I Add
Default routes 7
Interface Gateway Metric Delate
|192.1 66.1.1 |1| Add
Persistent routes ?
Interface Destination Mask Gateway Delete

[PPTP Client =] | I_ Add
Network | DNS
Add DNS Server

DMNS

DNS servers DNS adwanced settings

[¥ DNS cache
Server 1: |1 92.168.1.10
[T DMS switch on server failure

Server 2: I
[~ DHS switch over
Server 3; I [¥ DMS interception

Logout host name: I
Logout IP address: I

Sawve

HP Global Method
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4.2 Management Configuration

4.2.1 Device Discovery

Service Controller | Management | Device Discovery

Because these examples are using the “trusted” (Internet) port ensure the Internet port is checked listening for
join requests from APs on this port. Both ports are checked by default.

Uncheck LAN port. Leave all others as default

r Mobility controller discovery Controlled AP discovery
[T This is the primary mobility controller Ciscowery priority of this contraller: |1
Active interfaces;
IP address of the primary mobility controller:
[~ LAM port
I F Internet port
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4.2.2 Service Controller | Management

The following screens covers off configuring the Controller to participate in your Network Management Domain.
In the example provided we are using SNMP v2.

Service Controller | Management | Management Tool

To assist in securing access to the management interface, the Internet port should be checked and LAN port
unchecked.

Administrative user authentication Security policies
V Local % Fallow FIPS 140-2 guidelines
[ rapius: I(ND RADIUS defined)j " Fallow PCI DSS 1.2 quidelines
Manager account Security

Access to the managerent toal is enabled far the

Usernarne: Iadmm addresses and interfaces that are specified belaw,

Current password: I Allowed addresses:

0 d I IP address: Maszh:
ew password:
Add
Confirm new password: I
If a manager iz logged in, then a new manager
lagin:
% Terminates the current rmanager session Remowve Selected Entry
" Is blacked until the current manager logs out
Active interfaces:
[ Lan port [ wen
DOperator account W Internet port
T VLANS GRE (Sefect from the flist):
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Service Controller | Management | SNMP

To enable PCM to manage the controller and radio information to be passed into PMM the following SNMP
variables need to be configured:
e Device location
e Community strings
¢ Notification Receiver (PCM+ Server)
e Active Interface — ensure Internet port is checked and uncheck LAN port (LAN port is considered
untrusted).

Attributes

Systemn name: SG912GG022
Location: Serverroom

Contact: Fred

Engine ID: 80:00:22:28:02:00:24:A8:1D:55:22
port: 161 uDE

SNMP protocol: :J. version 1 [¥| version 2c [ | wersion 3

Motifications: [ Configure Notifications...

v1/w2c communities

Community name: 8888888 Read-only name: sessss

Confirm community name: Sessssss Confirm read-only name: ssssss

v3 users
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You have the option to customise the notifications sent to the SNMP manager by
notifications” as shown in the example screen shot below.

Authentication

Send notification on:

¥ sumMP authentication failure

v Management tool authentication failure
72 Managerent tool authentication succass
17

Management tool lagout

Maintenance

Send notification on:

¥ Fitrnware update

v Configuration update

v Configuration change

V' Certificate about to expire
Il

Certificate expired

[” Heartbeat

Heartbeat periad : IBD seconds

Wireless

Send notification on:

V¥ snR level below I‘I5 dBm
Interval between notifications: I‘I iR

[T Mew association

Satellite management

Send notification on:
¥ New zatellite detected

¥ satellite becarmes unreachable

w3 users
Usarname Security Access leveal
readonly MDS5/DES read-only
readwrite MD5/DES read-write

Add New User...

Notification receivers
Host UDP port Version Community {Username
10.20.20.91 ig2 2c public

Add New Receiver...

Security

Access to the SNMP agent is enabled for the addresses and interfaces that are specified balow.

Allowed addresses:

IP address: Mask:

Active interfaces:

| Lan port [ ven

|ﬂ| [ internet port

VLAN/GRE (Select from the list):
VLAN -> Contracters Vlans

do ol T,

HP Global Method

selecting “Configure
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Service Controller | Management | SOAP
The SOAP server configuration is required to enable the MSM APs to send statistics back to PMM and enable
the Guest Management Software (GMS) to operate. Because the Internet Port is the trusted port, it is checked

and LAN port should be unchecked.

Server settings Security

7 5 Access to the SOAP interface is enabled for the
¥l Secure HTTP (SSL/TLS) addresses and interfaces that are specified below.

[¥] using client certificat
= sing client ceroricate Aol e

| HTTP authentication IP address: Mask:
[Add|
Username: S —
Password:

Confirm password:

Remove Selected Entry |

TCP port: 448

Active interfaces:
1 LA port [T ven
¥ Internet port

VLAN/GRE (Select from the list):

Save
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Service Controller — Security-Certificate Stores
The final step to configuring the SOAP server is to ensure the SOAP API Certificate Authority

Trusted CA certificate store 2

ID Issuedto Current usage CRL Delete

1 SOAP APT Certificate Authority SOAP Server Mo '@

2 Dummy Authority RADIUS EAP No m

3 Entrust.net Secure Server Certification Autharity Authorize.Neat No '@

PKCS #7 file or X.509 certificate: | Browse.. || Install
Certificate and private key store 2
iD Issued to Issued by Current usage Delete
1 wireless.colubris.com wireless.colubris.com Web Management Tool, SOAP Server, HTML authentication, 'm‘
Billing records logging system
2 Dummy Server Dummy Authority RADIUS EAP 'm‘
Certificate

PKCS #12
file: Browse... PKCS £12 password: Install

The SOAP protocol is outside the boundaries of this document, for further information there are many tutorials
that can be found on the Internet.
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5 Access Point Provisioning

The MSM solution enables administrators to create custom groups for the Access points. These groups can be
based upon location, function or access point type for example. When an AP connects to the network and is
provided with an IP address by the DHCP server it is automatically placed into the Default Group. In the
example provided the Default Group is being uses as a “holding” place for new APs. The following groups were
created to house the MSM422 and MSM410 Access points.

In the example provided two groups have created as shown below. (These can be modified as appropriate to
suit the environment.)

e Science Lab
e Staff rooms

Network Tree (i I

[E] service Controller

VSCs

BN Controlled APs

Cefault Group
Science Lab

staff rooms

Controlled APs | Group Management | Group Management
Add the Science Lab and Staff Rooms

Configuration Group g oo Provisioning

Group management

Base Group: All | Group management 7

Group name APs in group
Cefault Group 0
Science Lsb 1
staff rooms 1

Add Mew Group...
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AP | Device Management

Once the Groups have been created the Access points can either be “Dragged and Dropped” into the
appropriate group or select the Access Point, Device Management then select the appropriate Group.

Access point settings

Access point name: |SGY0325775

Ethernet base MaC: [[0:23:47A09722

Products |RA=RA4 10 v

Contact: I

Location: I

Groupi IDefauIt Group 'I

Cancel | Delete | Saval

In this example, the MSM410 has been moved into group “Science Lab” and the MSM422 moved into group
“staff rooms”.

E Controller
WSCs

El Controlled &Ps
B Default Group
© K116-002322
© K126-00290
@ K163-02439

Note the icon next to the AP has turned amber in colour,
this signifies the AP is unsynchronized. Meaning the AP
requires synchronization to pick-up the last configuration

changes.
[El Science Lab

(Pl SGO0325779

B staff rooms

zMone Configured=
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Once the move has been completed the Access Points will require Synchronising. This process is required

whenever there is a change to the Radio (ie channels, auto power, etc) or binding/unbinding of VSCs and
some changes within the VSC. The screen shot below depicts this:

Summary [pd]

Controlled APs
Synchronized 1 |
Unsynchronized 1 |
Detected 2
2

Configurad

Summary: Unsynchronized | Discovered APs 1o B

Number of access points: 1

Select the action to apply to all listed APs: & 2= a0l - Eippty ]
Wireless
Status AP name Serial number = Wireless clients Diagnostic Action
services
o 5691025179 sGo102s5179  Fp? 0 Unsynchronized Synch
'I"I' = AP Mode 1‘-”-, = Local Mesh Mode 'I!” = AP/Local Mesh Mode . = Monitor Mode ‘_ﬁ = Sensor Mode x = Disabled
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6 Wireless_Students VSC

Students are considered “trusted” network connections and so they will use 802.1x for authentication. ALL
traffic from the VSC will be passed directly onto the network from the AP. As the APs will be facilitating the
Radius authentication they need to be defined as Radius Clients and should have a static IP address or ensure
the DHCP assigns a preconfigured IP address to each AP.

This scenario leverages existing Radius, certificates and Active Directory infrastructure and assumes

appropriate client configuration. Please refer to Section 9 for MS NPS and AD configuration.

6.1 Radius Configuration
Service Controller | Authentication | Radius Profiles

The first step is to create a Radius Profile pointing to the existing NAP/IAS/Radius Server.
An account will need to be created on the Radius Server for the controller. All other items are default.

Profile name Primary RADIUS server

Prafile narme: |Schools Radius Server address: |1 92168110

Secret: I........

Settings Confirm secret: I........l
Authentication
nort: |1B12
Accounting port: 1613 Secondary RADIUS server {optionaf)

Retry interval: |1D saconds Server address: I
I_ R.etry Secret!
IED saconds I

tirneout:

Authentication
rmethod: I PSCHAPWZ "I

HaS ID: [SGIIFGGOTC

Confirm secret: I

Authentication realms
[T Always try primary server first

Changing the realm configuration will logout all

[¥ Use message authenticator authenticated users.
[T Force MAS-Port to ingress VLA ID Associated realms:
r Override MAS ID when acting as a

RADIUS proxy

Once complete, the Wireless Student VSC can be created.

HP Global Method Page 28 of 90

© Copyright 2011 Hewlett-Packard Development Company, L.P.
Valid agreement required. Last changed:16 June 2011



Wireless MSM Example Configurations @
HP Networking

6.2 Network Profiles

Network Profiles are new to version 5.4. A network profile is used to associate a friendly name with a network
definition. It is designed to make it easy to configure the same settings in multiple places on the controller. For
example, if you define a profile with the VLAN 10, that profile can be used to:

« Configure VLAN 10 on the controller’s Internet or LAN port using the Controller >> Network > Ports page.

, Configure VLAN 10 as the egress network for a group of APs when binding them to a VSC using the
Controlled APs > [group] >> VSC bindings page.

, Configure VLAN 10 as the home network for an AP using the Controlled APs >> Configuration > Home
network page

Whenever traffic is being handed off to the network from the AP (ie non access controlled VSC, therefore the
controller is not seeing any traffic from this VSC) the VSC needs to be assigned a VLAN. On the switch the port
connecting the AP must be tagged for the same VLAN.

For the Wireless_Students VSC a Network Profile for VLAN 121 is created. The next step is to bind this profile
to a VSC.

Controller | Network | Network Profiles

Add/Edit network profile

Settings ¥ wLAN

Marme: |Student_WireIess 1o 121

see]

MNetwork profiles

‘

Manue ¥LAKM Location
Internet port netwark M A M A
LANM port netwark My A M
Student Wireless 121 M A
Add Mew Profile...
HP Global Method Page 29 of 90

© Copyright 2011 Hewlett-Packard Development Company, L.P.

Valid agreement required. Last changed:16 June 2011



Wireless MSM Example Configurations @
HP Networking

6.3  Wireless_Student VSC Configuration

VSC | Add New VSC Profile

Key points to note:
Both Access Control and Authentication are UNCHECKED

Client traffic is not being tunnelled

Wireless Security Filters is unchecked

WPA2 AES encryption with Dynamic keys

802.1x is checked, under authentication select Radius Profile then select the profile you have just
created.

Uncheck WMM advertising

7. Uncheck Wireless Security Filters —In this case the network will apply any ACLs/traffic control
mechanisms

aprwd e

o

Global [V] wireless protection WPA ~

Profile name: Wireless_Students Mode®™: WPAZ(AES/CCMP) ~
Key source: Dynamic x

Use Controller for:  [_| Authentication | Terminate WPA at the controller

Access control “On radios in pure 802.11n mode WPAZ is always used
instead of WPA

[V wirtual AP
802.1X authentication

WLAN

Authentication

Name (SSID): Student :
RADIUS profile;  Schools Radius -

DTIM count: 1
General

[¥] Broadcast name (SSID)

= ~ RADIUS accounting:
| Advertise TX power 1N o hools Radius s

[7] Broadeast filtering
- Called-Station-Id content: BSSID i
I"| Band steering
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Wireless clients

Max clients per 100 || MAC-based authentication
radio;:

Allow traffic all

between: ¥ wireless clients General

(] Quality of service RADIUS profile: Schools Radius ~

Priority mechanism: DiffServ - 7 RADIUS accﬂun_tinw
= Schools Radius -

IP QoS profiles:

<No IP QoS profiles del *
= Called-Station-1d content; Wireless Radio -
« I +
[V] Upstream DiffServ tagging | wireless MAC filtar
" | Enable WMM advertising P
Allowed wireless ratas
MAC address:
|| Wireless mobility
Remove | |Add|
@ Mobility traffic manager
If no matching network is assigned: I Allow @ Block
@ Block user
Consider the user at home L] Wireless IP filter

Subnet-bazad mobility Only allow traffic addressed to:

IP address: Mask:

| Add |
Fast wireless roaming —

[¥] WPA2 opportunistic key caching

| Wireless security filters Remove Selected Entry

Restrict wireless traffic to:

@ Access point's default gatevay || DHCP relay agent

! MAC address: Information option

Custom: Circuit ID:

Remote ID:

Forward to egress interface

@ Use the following server:

Primary DHCP server
address:

Secondary DHCP server
address:
Subnet selection

Address:

Mask: 25525525650

| Cancel | | Delete | |Save

You will notice an option to terminate the WPA at the controller within the WPA settings; this feature is intended
for low throughput applications, such as supporting point of sale (POS) terminals that require end-to-end

encryption to meet security criteria such as that specified by PCI DSS. Please refer the user manual for details
instructions and design configurations.

We have left the maximum clients per radio as default. When configuring this option consideration must be

taken as to application and client throughput requirement. Due to the diversity of applications and throughput
requirements connection we are not prescribing limits per AP within this guide.
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6.4 VSC Binding

Radio Group | VSC Bindings
The screen shot below shows the current Radio Groups. In this example we are going to activate this VSC on
all radios in the “Science Lab”

El Controller
=]l wscs
@ HP ProCurve
@ ‘Wireless_Students

2N Controlled APs

[l Default Group
0 K116-00332
0 K126-00290

[E] Science Lahb
@ 5G90325779

E staff rooms

Q@ 422-
Staff Cahinate 1
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When binding the Profile to the VSC, the Egress Network option is checked to ensure traffic is handed off at
the AP in VLAN 121. This VSC will be active on Both Radios (you can select either radio 1 or 2) and it will be
applied to all radios within the “Science Lab” location. Repeat this process to advertise this VSC in the Staff
Room.

¥5C Profile Dual-radio behavior

WS Profile:r Wireless_Students 2n multiple radio producks WSC iz active ant
IEh:uth radios 'l

[¥ Egress network

- Location-aware group
Metwark profile: | Student_‘Wireless (121) j

Group name: |Science Lab

Cancel | Delete I SEve |

Key point to note:
The SSID Wireless_Students will not be broadcast until the VSC is bound to the appropriate AP Groups. In this
scenario the VSC Binding is also used to inform the AP which VLAN to egress the student traffic onto.

Remember to Synchronise the APs

Upon successful authentication the client will receive an IP address in the 10.20.121.x subnet from the
enterprise DHCP server.

To recap, the client will receive an IP address in the 10.20.121.x subnet because the Student VSC binding
uses egress VLAN 121, which is tagged on the switch port that the AP is connected to. On the routing (core)
switch this VLAN is configured with an “IP helper-address” pointing to the enterprise DHCP server. Refer to the
switch configuration in Section 2.2.
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7 Wireless_Teachers VSC

In this scenario we are treating the teachers slightly differently. The controller will proxy authentication requests
directly to Active Directory and upon successful authentication the following traffic will be passed from the AP
directly onto the network in VLAN 131. It should be noted when using the controller as a proxy, it becomes a
single point of failure. There are a number of steps involved in setting up this configuration as follows:

7.1  Network Profile
Service Controller | Network | Network Profiles

The VLAN 131 needs to be defined

Add/ Edit network profile

Settings [¢] vLAN

name: Wireless_Teachers ID: 121

| Cancel | | Delete |
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7.2 Account Profile

The Account profile will be used to tell the AP to use VLAN 131 as the Egress VLAN for all data traffic;
remembering that the controller is only being used to assist with authentication. The data will be passed off
onto the network from the AP into VLAN 131.

Service Controller | Users | Account Profiles

Key points to note:
1. Ensure Access-Controlled Profile is UNCHECKED

2. Check Egress VLAN ID and use the VLAN created on the switch for Wireless_Teachers (131)

Controlled APs Authentication Public access 2 Management Status

Usar accounts Account profiles Subscription plans Accounting persistence

Add/Edit account profile
General Session time attributes
Profile name: wireless_Teacher [l Resuthentication periad: | | =i
D Access-controlled profile Ij Termination action: .Logout
[ Idle timeout: [ . seconds
interface Accounting interim _;;r!:'. E
Egress ] interval: |“-° | seconds
Egress VLAN ID: 131
Custom attributes
Name Type Value Move Delete

Mo custom attributes are defined.

[ AddNewAtribute.. |
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7.3  Active Directory Configuration

This step involves configuring the interface into AD to enable the controller to “proxy” the teacher’s
authentication requests. Assigning a device name and specifying the domain are the parameters required to
create a “device” account in the AD Domain for the controller. Using the Domain Administrators account (or
account with device creation privileges) Join the Domain (Join Realm Now). Upon successfully joining the
domain the status will change to “Joined”. The “Check Active Directory Access with Attribute looks for dial-in

permissions on the user account. This type of authentication requires any client computers to be part of the
domain.

Service Controller | Authentication | Active Directory

Key Points to note:
1. If using an MSM 765 you will need to ensure the switch and AD Domain have their times synchronised

as the MSM765 receives its time from the switch. It is recommended you use SNTP and timeserver(s).
2. If you receive a “Domain not found” message check your DNS.

. Active Directory Users and Computers !EI E
File  Action  ‘iew Help

M EEREE EEE I E R

3 Ackive Directory Users and Comput | Mame | Type | Descripkion |
| Saved Queries 1Al FRE 730w Computer
El 53 mb.com MSM-765-20  Computer
[ Builtin
|| Computers

2 | Domain Controllers

|| ForeignSecurityPrincipals
|| Users

General Jaoin
Davice mama: i‘ﬁﬁm?ﬁﬁ Usernamat
Windows domain: procurve.com Pagsword:
| Chaeck Active Directory Bccads with attribute [ Join Realm Now J

9 Use Adive Directory remobe access parmission

o Status: Mot joined
Use LDAR attrbute:

Active Directory group name Access controlled Priority
8 Dofaylt AT Active Directory group o
@ pelaylt ngn AC Active Dirsctory group b

Add New Eu:ni;p... ] Save leril',- Saujr;gis
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The next step is to edit the Active Directory Group Attributes. In this example we are using the Default non AC
Active Directory Group — meaning it does not check for any group or OU membership as part of the
authentication process.

Key points to note:
1. Only Teachers are using this means of authentication, therefore VSC Usage is Checked and

Wireless Teachers VSC is selected.

2. We are using an Account Profile Wireless_Teacher previously created to specify the egress VLAN
(note effective attributes). You could also specify the egress VLAN ID under settings noting any
Account profiles will take precedence.

Ganersl 4 Account profiles

Group namar  Default non AC Actve D Availabla profias Sat account attributes
uging thess profiled:

lwarilass_Teacher

o | Aztive

Arcass-controlled group

Settngs

Egrass VLAN 101 Effective attributes

Egress VLAN 131

4| WSC usage

Faatrict thiz sccount to

Available ViCE: these VECE:

Wireless_Swudents Wireless_Teachers

Cancel Save
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7.4  Wireless_Teachers VSC Configuration

The VSC “Wireless_Teachers” was created, this VSC uses the Service Controller for Authentication but not
Access Control and the client traffic is not being tunnelled. In this scenario we are using WPA with dynamic
keys using WPA/WPA2 with dynamic keys, selecting Dynamic keys automatically checks 802.1x authentication
as we are using RADIUS between the client and AP and the controller initiates an LDAP connection back to the

Active Directory server.
VSC | Add New VSC Profile

Key Points to note:

1. Checking the Remote option in the 802,1X authentication box reveals the Active Directory option.

2. Uncheck WMM advertising.

Global

Profile name: WWireless_Teachers

Use Controller for: (¥ authentication

| Access control

V5C ingress mapping
@ Ssip

“| Ethernet Switch

¥ Wirtual AP

WLAN

Mame (SSID): Teacher
DTIM count: |1
[¥] Broadeast name (SSID)
Advartize TH powar

r
T Broadcast filtwring
r

Band gtaaring

wirsless chenks
M dignts pas
rindic: 100
A krafh =
h::,:.n:c all *| wiralass cliants

[E] Quality of servics

Prarty machamigm ||:I|I'IS'EI'\\,I j
IP Qas prefiles:

sle—
F upstresrm DiffSan tagging

T Enabla WMM advastising

[2] Albownd wireless ratos

HP Global Method

“".‘ Wireless protaction  WFA |z|

Mede™: [yypA or WPA2  [~]

Key source: | Dynamic |z|
[7] Terminate WPA at the controller

“On radios in pure B02.11n mode WPAZ is always used
instead of WPA

802.1X authentication

Authentication

Lacal

'| Remote

@ Active directory

| raDIUS: | <No RADIUS defined= |Z|

L] Request RADIUS CUI

RADIUS authentcation realms

T Use authentication realms

T Use realms for accounting

[ MAC-based authentication

Authantication
F  Local
I Ramote

Gararal

_ BADIUE accounting:
Schools Radius =

P callad-statian-1d contant: | ¥Vireless Radio =
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[ wireless mobility

{* Mability traffic rmanager

If no rnatching network iz assigned:

® Block user
" Consider the user at home

= Subnet-baszed mobility

Fast wireless roaming

[~ wPAZ opportunistic key caching

[ wireless security filters
Reztrict wiralass traffic to:

% pccess point's default gateway

' mac address:

 custarn:

7 wireless MAC filter

Address list:

MAC address:

Remowe | Add

© allow 0 Block

" wireless IP filter
<nly allow traffic addressed to:

IP address: Maszh:

Add

Remove Selected Entry

Cancel |

HP Global Method

Save |
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7.5 VSC Binding

The VSC then needs to be bound to the appropriate Access point groups in order to have the AP broadcast the
SSID.

Access point Group | VSC Bindings

Key point to note:

“Use Egress VLAN” is UNCHECKED and no network profile has been assigned as the egress VLAN has been
specified in the account profile and the MSM AP will pick it up from the account profile — it does not need to be
added here. The switch does need to be configured for this VLAN and the port connecting the AP requires this
VLAN to be tagged.

¥5C Profile Dual-radio behavior

WEC Profile: Wireless_Teachers <on rnultiple radio products WSGC is active ont
|E|Dth radios 'I

[~ Egress network

Location-aware group
Metwork profile: MNone j

Group narme: |staff rooms

Cancel | Delete I Savel

The screen shot below illustrates the current bindings for staff Room Access Point Group — note the Wireless
Teacher VSC does not have an egress VLAN nominated.

YEL Name VEC S5ID Egress network Dual-radio behavior

Wireless Teachers Teacher nfa Active on radios 1 and 2

Wireless Students Student Studeant_‘Wireless (121) Active on radios 1 and 2
Add New Binding.. |

Remember to Synchronise the APs

Upon successful authentication the client will receive an IP address in the 10.20.131.x subnet. Again the
routing switch has been configured with an “IP Helper-address” point to the DHCP server, which is configured
with the corresponding scope.
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8 Guest Access

When providing Guest Access we want to shield the internal/corporate network as much as possible. The
controller is providing DHCP and DNS services, NAT. The Guest traffic will be NAT'd from the controllers IP
Address Range to a real IP address 10.20.111.200 within the Guest VLAN.

This particular example provides the frame work for the HPN Guest Management Software (please refer to
http://www.hp.com/rnd/support/manuals/guestman.htm for instructions on this product).

8.1 Network Profiles

Create a network profile for the Guest VLAN.

Service Controller | Network | Network Profiles

Settings ¥ ¥LAM

Marme: IWireIess_Guest Io: 111

Cancel | Save |
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8.2  Port Configuration

The Guest VLAN ID 111 needs to be added to the controller with a static IP address of 10.20.111.200, it will
use the switch IP address for VLAN 111 as the default Gateway.

Network | Ports

Key Point to note
1. Ensure NAT is enabled

Add/Edit VLAN

General Assign IP address via
Port: IInternetport | " DHCP client
*  static

¥LAN IP address: |1D_20.111.2DU
VLAN 1D: |111 (Wireless_Guasy) j Mask: |255.255.255.D
Gateway: |1 0201111

" None

Network address translation (NAT)

% Enabled Disabled

Cancel | Save |

Upon creating the VLAN on the controller the controller will automatically add a route to its table.

Active routes

|

Interface Destination Mask Gateway Metric Delete
Internet port 132.168.1.0 255,255, 255.0 * u}

LAM port 192.168.10.0 255,255.255.0 * [u]

Wireless_Guest 10.20.111.0 255,255.255.0 * [u]

b
b
b

[ [ [ [

Interface Gateway Metric Delete

Internet port 19z2.168.1.1 1 m

—— — o]

Persistent routes

|

Interface Destination Mask Gateway Delete

| PPTP Client ~| | [ Add
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8.3 DHCP Server

The local DHCP server will be used to provide Guests with and IP address. This IP address range is outside
the current internal scopes. The screen shot below illustrates the IP address scheme to be used for Guests and

Domain Name

Service Controller | Network | Address Allocation

Key point to note:

Listen for the DCHP requests on Client Data tunnel is checked, if this is not checked the guests will not

receive an IP address.

OHCE sarsies
& DO s .. ﬂﬂ:rllﬁ.iil.

CHICE relay sgant | anh.u.

N mi e p——

addrans sictstion Llse Stabc P Addeess s -

Siaming P addsaas T2 168271

e PR I [

(sas)

LSyt

DHCP server configuration

Addresses

Stark: |192.1EB.1D.1
End: |192.188.1U.254
Hateway: |1 92 168.101

Excluding the MSM7ES which is assigned
the address/mask: 192 168 10 /255 255 2550

DNS servers to assign to client stations

Address list: 19z 168 10,1

Fixed Leases ...

Settings

Dormain name: IprDCUNE.|Em

Leasze tirme: ISDD saconds

I_ Logout HTML user on discovery request

Listen for DHCP requests on;
[T LA port

[¥ client data turnnel

[ controller discovery

Address list:

IP address:

I
Femove | Add

Cancel |

2 aual
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8.4 Guest_VSC Configuration

The Guest VSC is using the service controller for both Authentication and Access Control. In this scenario we
are not using any wireless protection, the use of wireless protection for guest traffic will be dependent upon the
particular site security policies. HTML login is checked and as we will create local accounts on the controller.

VSCs — Add New VSC profile.

Key points to note

1. Client Data Tunnel — always tunnel client traffic is checked. This creates a tunnel between the AP and
controller and all Guest traffic traverses this tunnel.

2. Ensure WMM is unchecked

E Chanaing the configuration of this VSC will disconnect all authenticated users connected to this VSC. I

Global

Profile name: bUESt_ACCESS

Use Controller for: Y] Authentication

¥ Access control

Access control

7l Present session and welcome page to 802.1x
— users
[ -: Identify stations based on IF address only

| Local naS 1d:
VSC ingress mapping
SSID

] wvean  <MNo VLAN defined>

[V] virtual AP

HP Global Method

| Wireless protection WPA ~
Made™: WPA (TKIP) ¥
Key source:  Preshared Key -
] Terminate wea at the controller
Key:
Confirm key:

*0On radios in pure 802.11n mode WPAZ2 is always used
instead of WPA

["| 802.1x authentication

Authentication

¥ Local
[ Remote

General

_ RADIUS accounting:
Schools Radius ~
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WLAN RADIUS authentication realms

Name (SSID): Guest Use authentication realms

DTIM count: 1 Use realms for accounting
:7_| Broadcast name (S510)
!_:| Advertise TX power -
[V HTML-based user logins
D Broadcast filtering

[7] Band steering Authentication

Wireless clients Local

Remote

Max clients per
radio: 100
Allow traffic all
between:

General

vireless clients

[Z] client data tunnel 7l RARILS accuun.tlng:
' Schools Radius ~

Alvays tunnel client traffic

(] Quality of service

"] wPN-based authentication

4

Priority mechanism: DiffServy

IP QoS profiles: | NG IP QoS profiles de = Authentication
i Local
il T T— b Remote
[¥] upstream DiffServ tagging Corcral
[] Enable WMM advertising RADIUS accounting:

Allowed wireless rates Schools Radius -

IS sgrens mapping 9l ocal
Fraffic type Map o Ramota
W authesticatedi <Dpfauks - Bl
BaigERmAer b | € pfauls - RADIUS socownting:
5 -
[rvbareapted «Caatpuie> - Schools Radius
Dalmeli waar daks raftes MAC-ba sed authasticals=n
Max, tranwmit;  TO00 kbhas Apheaticytion
o Laesl
Mg, rwoaivar 1000 ks .
Ramote
Lenaral
Wirabeas srrmrty e

RADIUS secouwnling:

Schools Radws -
Ruabrict wirelans. braffic to this parvice conEraller i

Lo i i awrars
droup mEms

Called-Staticn-Id cantant mac adsiress -

Wiwele s MALC filtar

Adcreas lisk

WAL sl

| Romove | | Add

Alloss @ Black
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|| Wireless IP filtar
Cnly allow traffic addressed to:

IP address: Mask:
| Add |

Remove Selected Entry

| DHCP server

DHNS:
Start:
End:
Gatewsy:
Netmask:

Subnet:

| Cancel | | Delete | |Save |

As this is an access controlled VSC, it is the most configurable type of VSC. As shown above, Default user
data rates can be applied to limit upload/download bandwidth, users logins to the network can be controlled
based upon the wireless AP to which a user is connected via the location-aware feature.
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8.5 Creating Local User Accounts

Below is an example of local account. These accounts can also be created using the Guest Management
Software (GMS), which is designed for use by non-technical receptionists/front desk staff. This is a very simple
Guest account, additional parameters can be applied through the use of Account Profiles.

Service Controller | Users | User Accounts

Key points to note:
1. The account is both Active and Access Controlled
2. The account is restricted to the Guest VSC

Select Add New Account

Select the action to apply to all isted user sccounts: & <1 F1a 51 TERT - Apph,‘
Username State Access controlled Subscription Active sessions Action
batty Yalid Yas Nena 1]
tagt Vali Yas Mong o
bert Vali Yes None 0
i Add New Account...

General Account removal

User narme; beﬂy Delete this account when

[ i i I?Z
e Im"— Invalid/expired for hours
[ Inactive for I?:2 hours
Canfirm password: |.....

Options
¥ active

V¥ ccess-controlled account Mas concurrent sessionst |1

[T chargeable User Identity: |
Validity | Idle tirmeoutt |II raconds

m| Reauthentication period: |I|
" subscription plan: |N0ns defined vl seconds
& walid until | @

(mrn/ddtyyyp) [T Account profiles

* Always valid
Set account attributes
Avallable profiles: CHiE s Bratiles)
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¥ Active

¥ Access-controlled account

validity

i Subscription plan: INDnB defined 'l

= walid until: I

(mmdddiyyyy)

i Always valid

|7 ¥5C usage

Available WECs:

Restrict thiz account to
these WSCs:

HF FroCurve

Guest_Access

OpHons

Max concurrent sessions:
[~ Chargeable User Identity:
— Idle tirmeout:

— Reauthentication period:

[T Account profiles

|1
l—
ID seconds

ID raconds

Set account attributes

Available profiles:

using these praofiles:

Effective athibutes

Attributes from the default AC profile are always

applied.
Mo attributes defined

Cancel |

8.6 VSC Binding

Sawve |

Because the VLAN has been defined on the controller, the binding in this instance will be used to broadcast the
Guest SSID from nominated Access point groups.

Access point Group | VSC Binding

Y5C Mame
Wireless Teachers
wireless Students

Hueskt Access

V5L S5ID
Teacher
Student
HP

Egress network
nia
Studernt_Wireless [121)

rfa

Dual-radio behavior

Active on radios 1 and 2
Active on radios 1 and 2
Active on radios 1 and 2

Add Mew Binding...
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9 Appendix A: Windows Server 2008 NPS Configuration

In Windows Server 2008, Network Policy Server (NPS) replaces the Internet Authentication Service (IAS)
component of Windows Server 2003.

NPS is the Microsoft implementation of the Remote Authentication Dial-In User Service (RADIUS) protocol,
and can be configured to act as a RADIUS server or RADIUS proxy, providing centralized network access
management. NPS can also be configured as a Network Access Protection (NAP) policy server. When NAP is
deployed, NPS acts as a NAP policy server, performing client health checks against configured health policies.

In this guide, NPS will be configured as a RADIUS server for 802.1X wireless/wired connections. Active
Directory Certificate Services should already be configured and running.

9.1 Installing NPS
To complete this procedure, you must be a member of the Administrators group.

e Click Start, and then click Server Manager. In the left pane of Server Manager, click Roles, and in the
details pane, in Roles Summary, click Add Roles. The Add Roles Wizard opens.

e |n Select Server Roles, in Roles, select Network Policy and Access Services, and then click Next.

e In Network Policy and Access Services, click Next.

e |n Select Role Services, in Role Services, select Network Policy Server, and then click Next.

¢ In Confirm Installation Selections, click Install.

e |n Installation Results, review your installation results, and then click Close.

To confirm that NPS has been installed, start Server Manager and in the left frame under Roles select
Network Policy and Access Services. Under System Services, the Network Policy Server should be in the
running state.

E. Server Manager B =10 x|
Fle Action View Help
e | E|E
B Server Manager (WIN-JUQLIOGESOE) Network Policy and Access Services
B ZP Roles —_————————————————
g Active Directory Certificate Services M
% Active Directory Domain Services ! Provides support for network routing, virtual private networks, and network access policies.
&l DHCP Server
i DNS Server =
= ;‘_.’\ Metwark Policy and Access Services T =
= € NPS (Local)
cﬂ Features - . =
S Diagnostics ~) 9 Events: 3 errors, 16 informational in the last 24 hours = Go to Event Viewer
Bt Configuration S S} Fiter Events
&3 storage [E Properties
Event ID | Date and Time Source =
=1 Hide All Events
(@) Information Microsoft ...
(i) 1nformation Microsoft ... -
"DInFormauon . Micrasoft ...
(D tnformation 14/12/2008 3: Microsaft ...
(i) Information 14/12/2003 Microsoft ...
f_\=, nformation 14/12/2009 3:48: Microsoft ...
(i) nformation 14/12/2009 3:45:15 PM WMicrosoft ...
(3 nformation £272  14/12/900G 343 35 D Wicrasaft it
| System Services: Al Running . 5o to Services
Display MName Service Mame Status I Startup Type | D Preferences
- Network Policy Server IAS Running Auto B stop
4 | P ostart
Description:
Manages authentication, autherization, auditing and accounting for virtual private network (VPN), I[} Resiars
dial-up, 802, 1x wireless or Ethernet switch connection attempts sent by access servers that are
compatible with the IETF RADIUS protocol. If this service is stopped, users might be unable to
obtain a VPN, dial-up, wireless, or Ethernet connection to the network. If this service is disabled,
any services that explicitly depend on it will fail to start.
#| Role Services: 1installed 5é% Add Role Services
= :
T | B | = Remove Role Services
Ca MNetwork Policy Server Installed LI
£% Last Refresh: 14/12/2008 40%:31PM  Configure refresh
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9.2 Configuring NPS

To configure NPS, start the Network Policy Server by clicking Start | All Programs | Administrative Tools |
Network Policy Server.

Under Standard Configuration, use the drop down list to select RADIUS server for 802.1X Wireless or
Wired Connections.

E.. server Manager 13l x|
File Action Vew Help

e |7m Blm

iﬁ Server Manager {(WIN-JUQLIOGQESOE) NPS (Local) Actions
=] 5} Roles
3 NP5 (Local) =«
E Active Directory Certificate Services | S TR F g 1] £ )
2o Active Directory Domain Services

Import...
Netwarkc Policy Server (NP5} allows you to creste and enforce organization-wide network access policies for client health,

2] i DHCP Serwvy

[ ] STVer @ connection request authentication. and connection request authorization. Export...

i DNS Server

Bl 3~ Network Policy and Access Services
€ NP5 (Local)

Start

Eﬂ Features Standard Configuration - Stop ...

o Disgnostics Regist...

= Corfiguration Select a configuration scenario from the list and then click the link below to open the scenario wizard

i :

3 storage Proper...

RADIUS server for 802.1% Wireless or Wired Connections j View 4
: ; . Help

RADIUS =erver for 802.1X Wireless or Wired Connections

When you configure MPS as a RADIUS serverfor 802.1X connections, you create network policies that allow MPS to
authenticate and authorize connections from wirgless access points and autherticating switches {also called RADIUS clients).

n Leam mare

Advanced Configuration -

< | i

Click on Configure 802.1X and under Type of 802.1X connections select Secure Wireless Connections. In
this example, the policy name used is also Secure Wireless Connections.

We then need to specify the wireless access points as RADIUS clients. NPS provides different functionality
depending on the edition of Windows Server 2008 that you install.

With NPS in Windows Server 2008 Standard Edition, you can configure a maximum of 50 RADIUS clients and
a maximum of 2 remote RADIUS server groups. You can define a RADIUS client by using a fully qualified

domain name or an IP address, but you cannot define groups of RADIUS clients by specifying an IP address
range.

Windows Server 2008 Enterprise Edition allows an unlimited number of RADIUS clients that can be entered as
a single RADIUS client using an IP subnet.
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In this example, we configure a single RADIUS client for all of the HP ProCurve MSM wireless access points
assigned with IP addresses in subnet 10.20.30.0/24.

MSMAP Properties x|

Seftings |

[¥ Enable this RADIUS client

Friendly name:
Jmsmap

Address (P or DNS):
J10.20.30.0/24 Varty..

Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client vendor
from the list.

Wendor name: RADIUS Standard j
To manually type & shared secret, click Manual. To automaticaly generate a shared secret,

click Generate. You must configure the RADIUS client with the same shared secret entersd
here. Shared secrets are case-sensitive.

& Manual " Generste

Shared secret:

Confirm shared secret:

[™ Access-Request messages must cortain the Message-Rutherticator attribute

[T RADIUS client is NAP-capable

OK I Cancel | Aol |

Take note of the RADIUS Client Shared Secret as it needs to be identical to the one configured on the HP
ProCurve MSM7xx series controller used.

The list of configured RADIUS clients are visible under NPS | RADIUS Clients and Servers | RADIUS Clients.

-0l
o |
X sl 7] |
E B Roles RADIUS Cli... ~
E Active Directory Certificate Services ;' RADIUS clients allow you to specify the netwark access servers, that provide aceess to your network.
1 Active Directory Domain Services 7 HewR...
il DHCP Server
Export..,
p DI ey Frindly Nams Device Manifaciurer | NAPCapable
% Network Policy and Access Services 1003004 FADIUS Standad Mo view r
= @ 1P Local) =
B[] RADILS Clients and Servers @] Refresh
5 RADILS Clients ﬂ Help
53 Remot= RADIUS Server
= 5] Folies pEen =
] Connection Request Polici Disable
7 Network Policies
| Health Policies Rename
B, network Access Protecton Delete
B Accounting
&l Features Proper...
Diagnostics
fh Configuration e
13 storage
] —|
I

fsert| | & m & |[ 5 serverManager } Untitied - Paint & ey %1PM
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Under NPS | Policies | Connection Request Policies, ensure that the Secure Wireless Connections policy is

on top of the list with the NAS Port Type set to Wireless — Other OR Wireless — IEEE 802.11.
bl

Fle Action View Hep ‘
@ | 7mAm

S Server Manager (WIN-JUQLIOQESOE)

Connection...
- Conmection request policies allow you to designate whether connection requests ars processad localy orforwarded ta remote
RADILS servers. For NAP VPN ar 802.1X, you must carfigure PEAP auheriication in connection request policy. Mew

Export...

1 3R Network Policy and Access Services Vew b
= @ WS (Local)
£ 1 RADILS Clients and Servers
& RADIUS Clents
[ Remote RADIL Server G
& [ poices

[ Connection RequestPolia

|6 Refresh

Help

Secure Wir... &

fove Up
1 vetnork Poices
| teslth Folicies Move .
B, network Access Protection Disable
B ccounting
il Festures Delete
§ Diagnostics Condtions -  the following conditions are met P
i Condlon | Vele I o
NAS Port Type Wirsless - Other OR Wirslees - [EEE 202.11 P

Help

Settings - Then the following seftings are appiied:

Setting [ value
Authertication Provider  Local Computer

K —
frstart| | hmm & ([5 serverHanager «f nPs3-paint

Ty s13Pm

Double click on Secure Wireless Connections to view the policy properties. The following default parameters
are shown.

x
Secure less Connections Proper x| = =l

Ovenien | Consnons | Setirge | Overven Codters | setins |

Configure the condtions for this network poicy.

Policy pame: ions]
¥ condiions match the connection request, NPS uses this policy to autherizs the connsction rsquzst. K conditions do not match the
connection request, NPS skips this polioy and evaluates other policies, f additional policies are configu

—Policy State
If enabled, NPS evaluates this policy while processing connection requests. F disabled, NPS does ot evalue ths policy.

[V Poliey gnabled [T Condtion Valie

NAS Part Type Viireless - Other OR Wireless - IEEE 802.11

[~ Network connection method
Select the type of network acoess server that sends the connection request to NPS. You can sslect sitherthe network acoess server
type or Vendor specic.

 Type of network zcosss gsrver

[Unspectied

€ Vendor speciic:

Condiion description

The NAS Port Type condiion speciies the type of media used by the access clent, such as analog phone lines, ISDIN, turnels or vitual
private networks, IEEE 302,11 wireless, and Ethemet swiches

Add. Edit Bemove

Cancel Arply Concel Al

Secure Wireless Connections Prope:
Overview | Condtions  Settings |

Corfigure the settings for this network policy.
¥ canditions and constraints match the connection request and the palicy grants access, settings are applied.

Seftings:
ol ] T Overide netuork poly autherticston seltings
cation Methods These autheniicaiion seitings are used rather than the constiaints and autheniicaiion

settings in netwark poliey. For WPN and B02.1 eonnections with NAP, yeu must

Forwarding Connection configure: PEAP authertication here.

Request

=¥ Authentication EAP types are negotiated between NPS and the client in the erder in which they

& are liste

%, Accounting

EAP Types:

b
) Auibte JRie |
RADIUS Attributes Hiove Boun

@ Standard

o Ve S i Edt Hemeie

Less secure authentioation methods:

I Microsct Encrypted Aulhenticalion version 2 (M5 CHAP-42]
¥ User can change password atter it has expired

I Miciosoft Encryped Aulhentication (MS CHAF]

[T Engypted authenticaion [CHAF)
[T Unencrypled authentication (PAP, SPAP)
T llow chents o connect without nsgatiating an suthentication method

Cancel Apsly
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Under Network Policies, move up the Secure Wireless Connections policy to the top of the list.

Fle Acton View Help

&= | Fm AR
S Server Manager (WIN-JUGLIOGESOE) Network Policies Actions
El & Roles —_ i
g Active Directory Certificate Services ~ Network palicies allow you to designiate who is autharized to connest to the netwark and the circumstances under which they
1 Active Directory Domain Services ©an or cannot connect MNew
§c DHCP Server Bxport
& DNS Server
= @ Metwork Policy and Access Services e Wadors Corster Sunts View 13
NPS (Local) T z 9
g ? i Aﬂoclaué N IgiConnections to Microssft Routing and Remate Access server  Ensbled 2 Deny Access  Unspechied |G Refresh
i ' [ ions o 3 ¢ bocsss L i
5 AACILS Clens IgdConnsctions to other access ssrvers Ensbled 2 Deny Accsss  Unspecfisd =
55 Remote RADIUS Server G :
B [5] poices Secure Wir... «
7] Connection Request Polici Move Up

| Network Polices
~| Health Policies Move ...

&, Accounting

| Festures Candiios - f thefolowing canditions are et LR
Disgrostics [y
% Configuration Condition [Vale ] )
3 storage NAS Poit Type  Wireless - Other OR Virsless - IEEE 80211 Dk,
Windows Groups  PROCURVE!Studerts Prager...
Help

Settings - Then the following seftings ars applied:

Setting [ Value A
Exdensible Authentication Protocol Corfiguration Corfigured

Ignore User Dial-n Propertiss True

Accass Pemission Grart Access

Extensible Authentication Protocol Method Microsoft: Protected EAP (PEAP) o
Authentication Method EAP OR MS-CHAP v1 OR MSCHAP v1 {User can change ...

NAP Erforcement Alow full network acoess

Update Noncompliart Clierts True |

< |

\ [ [

Dstart| | m &  |[EserverMansger | 7 Deskinp | i vess-paint | [& HaG s2om
Configure the Network Policy to include the relevant Windows Group, Authentication Method and VLAN
attribute.

In this example, we're providing secure wireless access for students that are members of the Windows Group
PROCURVE\Students. Double click on the Secure Wireless Connections policy to view/configure the policy
properties.

Secure Wircless Connections Properties |

Overview | Condiions | Constraints | Settings |

Palicy name: Secure Wireless Connections

 Policy State
if enabled, NPS evaluates this policy while performing authorization. if disabled, NPS does not evaluate this policy.

¥ Policy enabled

1 Access Permission
If conditions and constraints of the network policy match the connection reguest. the policy can either grant access or deny
access. What is seeess permission?

% Grant access. Grant access if the connection request matches this policy.
" Deny agcess. Deny aceess f the connection request matches this policy.

¥ lgnore ussr account diakin properies

If the connection request matches the conditions and constraints of this networkc policy and the policy grants access, perform
authorization with netwark policy onfy; do not evaluate the dialin properties of user accounts .

1~ Metwork connection method
Select the type of network access server that sends the connection request to NPS. You can select either the network access server type
or Vendor specific

@ Type of network acosss server:

I Unspecified j

€ Vendor specfic
1o

ok | Coed || sy |
Ensure that the policy is enabled and that access is granted when the connection request matches this policy.

Click on the Conditions tab to configure the appropriate Windows Groups and Authentication Methods.
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Secure Wireless Connections Properties ) $3| il secure Wireless Connections Properties B x|
Overview Conditons | Constraits | Settings | Overview | Condiions  Consirairts | Seftings |
Configure the conditions for this network policy. Configure the constraints for this network policy.

 all constraints are not matched by the connection raquest, network accsss is denied
¥ conditions match the cornection requast, NP Uses this polioy to authonizs the connection request. ff conditions do ot match the

connection request, NPS skips this policy and evalustes other poiicies, i additionl policies are corfigured oy etimts
Allow acoess only to those clients that authenticate with the specfied methods.
[ Candition [ Value
S AS For Type I S5 GG DR WSS il EEE LR 1% Idle Timeout EAP types are negoliated between NPS and the dlient in the order in which they are
W Windows Groups FROCURVE Students Wi listed
a3, Session Timeout
EAF Types:
[[5] Called Station ID
= Microscht: Protected EAP (PEAF) Mave Up
{0 Day and time restrictions
 NASPartType e D
| i H
Al | e |
Less secure authentication methods
[¥ Micnosoft Encrypted Authentication version 2 (MS-CHAF 42)
[ User can chiange password afier  has sxpred
[l Microsoft Encrypted Authentication {MS-CHAF)
Condion desciption ¥ User can change password afer t has expired
The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups T Encryoted authentication {CHAP)
I Unencrypted authentication (PAP. SPAP)
[T Alow clients to connect without riegotiating an authertication method
I Perfomn maching heatth check orly
M. | B | Bemowe |

ok | ceesl | imb | ok || cenedl | ipb |

In the above example, students that are members of the Windows Group PROCURVE\Students need to
authenticate using Microsoft PEAP. Note; you will get an error message if you do not have “Active Directory
Certificate Services” already running. Installing Certificate Services at this point will require a reboot of the
server.

MI=EY

|
Configure the constraints for this network policy.

If &ll constraints are not matched by the connection request, network access is denied. . Network P... «
icumstances under which they

Constraints: .
= Export...
st — Allow access only to those clients that authenticate with the specified methods. ] |
& Authentication Methods : x| »
oy, ldle Timeout EAP types are negotiated between NPS and the clier fresh
= Session Ti . listed. Select the certificate the server should use to prove its identity to the dient.
A IO e EAP Types: A certificate that is configured for Protected EAP in Connection Request o
l:l;:l Called Station 1D 2 : JPEs. Paolicy will override this certificate. e
Microsoft: Protected EAP {PEAP) - 2
Day and time restrictions Certificate issued WIN-JUQLIOQESCE. procurve.com j ve Up
NAS Port Type Friendly name: VE ...
<
Issuer: procurve-WIN-JUQLIOQESOE-CA able
Add.. | Edit... Remove | lete
Expiration date: 25/11/2010 2:35:13PM
Less secure authentication methods: name
[V Microsoft Encrypted Authentication version 2 (MS- V¥ Enable Fast Reconnect plic

[# User can change password after it has expired || Disconnect Clients without Cryptobinding
¥ Microsoft Encrypted Authertication (MS-CHAF) Eap Types DpEr. ..

Mave Up | Ip
EAP MSCHAPv2 Properties x| s
ove Down |

Mumber of authentication retries: I 2 praan a0 | | | |

[V User can change password after it has expired

Add Edit Remove O Cancel |

V¥ Allow dient to change password after it has expired

oK I Cancel QK | Cancel | Apply |

BExtensible Authentication Protocol Method Microsoft: Protected EAP (PEAP) o

Authertication Method EAP OR MS-CHAP w1 OR M5-CHAP w1 {User can change ...
MNAP Enforcement Allow full network access
Update Moncompliart Clients True ﬂ
4] | ©
Srstart| | 3o m @ |[Z server Manager 4 Desktop | 4§ orce-1-Paint

Check that the correct certificate is being used for MS PEAP.
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For testing purposes, do not change the following default parameters.

Secure Wireless Connections Properties i Secure Wircless Connections Properties x|
Overvien | Condtions  Consiaints | Settings | Overview | Conditions.  Corsiraints | Settings |
Configure the constraints for this network poli Configure the constraints for this network policy.
¥ all constraints are not matched by the comection request, network access is denied, if all constraints are not matched bythe connection request, network acosss is deed
Constraintg; Constraintg:
Constrainis Const %
Ry Specfy the maximum time in minutes that the server can remain idle before the connection Specify the maximum amount of time in minutes that @ user can be connected.
G Authentication Methods is disconnected G Authentication Methods
I Discornect after the mamum idls tme B Idle Tamecut I Disconmect after the following maximum session time:
3, Session Timeout 2 n Timeout _
1 Z i =
5] Called Station ID [ Called Station 1D
‘D) Day and time restrictions 4D Day and time restrictions
NAS Port Type 7 NAS Port Type
0K Cancel Apoly 0K | Caneal Aol
x|
Seq less Connections Properties i
o Conditions  Constiaints | Set
Querview | Condiions  Corstraints | Settings | vervan | Condicrs | setss |
Corfigure the constraints for this netwark palicy.
Configure the constraints for his network pol
¥ all constraints are not matched by the connection request, network accsss is deried S e e bt ToTadieE et e e
oty Constraints:
> Constraints
Constraints T Alow access oriy o this number (Called-Staion D) - T Alow access only on these days and at thess times
= . 4 Authentication Methods
Authentication Methods =
Speciy the phone numiser of the netark access server, Y ou can ure paltem ik e daterand s Tebnotions
8 Idle Timeout matching synlas 8 ldle Timeout
&3, Session Timeout &, Session Timeout e
Called Station ID I [ Called Station ID
Day and fime restrictions g Dy and tim 15
T NAS Port Type NAS Port Type
ok | Caneal | OK | Cancel Apply
=

Ovenview | Condtions  Censirairts | Settings |

Corffigure the constraints for this network policy.
F all constrairis are not matched by the connection request, network access is denied.

Constraints:

Constraints

Gy Authentication Methods
8 ldle Timeout

& Session Timeout

[E5] Called Station ID

Specify the access media types required to match this policy

Common dialup and VPN tunnel types
] Asymc (Mogem)

7 1SDM Sync

0] Syme (T1 Line)

0] virual (VPN)

D Day and time restrictions

Common 802.1X connsction tunnsl types
[ Ethemet

] FoDI

] Token Ring

] Viirsless - IEEE 802.11

Otrers

(] ADSLCAF - Agymmetic DL Carmeriess Ampitude Phase Moddlation ﬁ!
] ADSL-DMT - Asymmetnc DSL Discrete Muti-Tons

] Asyme (Modem)

0 Cable

E

=1

o

Students should now be able to authenticate via NPS using 802.1X with Microsoft PEAP.
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9.3 Dynamic VLANs using NPS

The Student VSC binding on page 22 of this guide lists an Egress VLAN ID of 121. Therefore, students that
successfully authenticate will be placed in VLAN 121 and obtain an IP address via DHCP in subnet
10.20.121.x/24.

When using VSC bindings to assign VLAN ID’s, a separate VSC is required for each VLAN. While this may be
acceptable for small size networks, larger environments would benefit from dynamically assigning the VLAN ID
using NPS RADIUS attributes. This allows the use of the same SSID (one VSC) for multiple VLANS.

Important Note: RADIUS assigned VLAN ID’s overwrite the Egress VLAN ID specified within the VSC binding!

In the following example, authenticated wireless students will be placed in VLAN 131, dynamically assigned by
NPS using a RADIUS attribute, overwriting VLAN 121 specified in the VSC Student binding.

Secure Wireless Connections Properties g ﬂ
" Overview I Cond'rtinnsl Constraints  Settings |

Configure the settings for this netwark policy.
If conditions and constraints match the connection request and the policy grants access. settings are applied.

Settings:

AR At To send additional attributes to BADIUIS clients, select 3 RADIUS standard attribute, and
then click Edit. f you do not configure an attrbute, it is not sent to RADIUS clierts. See

. your BADIUS client documentation for required attributes.
A endor Specific

Network Access Prolechon
B, HAP Enforcement

Attributes:
:u Extended State MName I Value I
Routing and Remote Access Framed-Protocol FFP
¥y Multilink and Bandwidth Senvice Type Hessied
Allocation Protocol (BAF) Tunnel-Medium-Type 802 {includes all 802 media plus Ethemet canonical for...

Tunnel-Pvt-Group-1D 131
'f" IF Filters Tunnel-Type Wirtual LANs (VLAM)
% Encrypticn
3y IP Settings

Add. . Edit:.. Bemnoyve

QK I Cancel Lpply

The following three RADIUS Attributes are required for dynamic VLAN assignment via NPS:
e Tunnel-Medium-Type.

e Tunnel-Pvt-Group-ID. This integer represents the VLANID to which group members will be assigned.
e Tunnel-Type. Select Virtual LANs (VLAN).
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For testing purposes, do not change the following default parameters.

Secure Wireless Connections Properties
" Overview | Condtions | Constrairts  Settings |

Corfigurs the settings for this network policy.
I conditions and constraints match the connection request and the policy grants access, seftings are applied

Secllre ‘Wireless Cons ns Properties
Querview | Condtions | Constrairts  Settings |

Cortigure the settings for this network policy.
[f condtions and constraints match the connection request and the policy grants access, settings are applied.

Settings: Settings:
(RAINCFS Al il To send additionsl attributes to RADILS dierts, select a Vendor Specfic afitbute, and RAIH TS At il Specty whether you want to erforcs Network Asseas Proteetion for this policy
& Standard then click Edit. f you do not corfigure an attribute, it is not sent to RADIUS dlients. Ses @ Standard
your RADIUS client documentation for required attributes.

W, HAP Enforcement

£ Allow full network acoess

[7] Vendor Specific

Allows unrestricted network acosss for clients when the connection reauest maiches
the policy. Lise this option for reparting mode.

g Atripctes o € Allow full network access for a lmited time
g Exen i Name [ Vendar [ value el e Alows unrestncted network access urti the specfied date and time. Ater the specied
Routing and Remokz Access Routing and Remote Access date and tme. heath policy is snforsed and non-compliant compLiters can accsss ol
T T the restricted network.
% Multilink and Bandwidth &ty Muttilink and Bandwidth
Allocation Pratocol (BAP) Alloeation Protocol (BAF)
Dale Time -
T IPFilters T IPFilters oW T
g Encryption g Encryption Non-compliant clients are allowed access only to a restricted network for updates.
# [P Settings # [P Settings Remediation Server Group and Troublsshocting URL
Add Edi Bemoie

To configure a Remediation Server Group, @ Troubleshoating URL, or bath, click

Corfigure
Corfigire..

Auto remediation
¥ Enable aLto-emediation of dliert computers

Automatically remediate computers that do not meet health requirements defined
in this policy.

[

Cancel

Al

Secure Wireless Connections Properties
Querview | Condtions | Constrairte  Settings |

Corfigure the settings for this network policy.
[f condtions and constraints match the connection request and the policy grants access, settings are applied.

o< 1

Cancel

Al

[Secure Wircless Connections Properties
Overview | Condtions | Constraints  Settings |

Corfigure the settings for his nefwork policy.
f condions and consirainis maich the connection request and the palicy grants access. seftings are applied.

Settings: Seltings
[ RADIUS Attton GADWS Atribtes Mtk
SRS Atk Specfy the extendzd state of the clent computer that is reqUined to match this policy. @ Sendard
@ Stendard Specify how you would like to handle mutiple connections 1o the natwark.
7| Vendor Specific
[7] Vender Specific [<Bank> = & Sarver setiings deteming Mutiink usags
e ks Network Access Protection

B, NAF Eforcement

Routing and Remate Access
%y Multlink and Bandwidth

Ty s [~ Bandwicth Alocation Frotocol
Allogation Frotocol (EAF) f the iines of & Mulink connection fal below the folowing percentage of capasty for
— the specfied period of fims. reduce the comnection by ons line.
F 1P Fiers T IP Filters
0 Encryption
5 Ercrypion £ Encopi Bercentage of capacty: 50 B
o IP Setings oy IP Settings
Pengd of time Z S [min -
I Bequire BAP for dynamic Mukiink requests

W, NP Enforcoment € Do ot allow Mullink commections

€ Specfy Mutiink settings
3 Extended State

Mazdmum number of ports allowed:

Routing and Remote Access

o< 1

Cancel

Aoply

Cancel

o

Apply
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Secure Wireless Connections Properties §

Overview | Condtions | Constrarts  Settings |

Corfigure the settings for this network policy.
if conditions and constraints match the connection request and the policy grants access, settings are applid.

Secure Wireless Connections Properties

Overview | Condtions | Constrarts  Settings |

Corfigure the settings for this network policy.
if conditions and constraints match the connection request and the policy grants access, settings are applid.

Settings: Settings:
BRADIUIS Aitiates 1Pva BADA LY Hitibe The encryption settings are supported by computers running Microsaft Routing and
@ Sanderd To cantrol the IPv4 packsts thie Intefacs sende, clck o Fiters @ Sanderd G dcsmos
Vendor Specific Input Fikiers Vendor Specific I you use different network access servers for diakup or VPN connedtions, ensure that
Network Access Protoction To control the |Pv4 packets this interfacs racsives. click Ouiput Fiters... Network Access Protoction im0 el i pplen bR et
B, NAF Enforcement Output Fiters. = B, NAF Enforcement F No encryption is the only option selected, traffic from access clients to the netwark
| access serveris not secured by encryption. This corfiguration is net recommended.
18] Extended State 18] Extended State
s IPv8 s

Routing and Remotc Access

oy Multilink and Bandwidth
Allocation Protocel (BAP)

To cortrel the |PvE packets this nisface sends, click
Input Filters.

Inpu Fiters

Routing and Remotc Access

oy Multilink and Bandwidth
Allocation Protocel (BAP)

[¥ Bssic encryption (MPPE £0:bt)
[¥# Sirong encyption (MPPE 5841)

To control the IPv6 packets this interface recsives, dlick
Output Fiters

Qutout Fitters...

4 Encryption
oy IP Settings

IP Filters

& B I Strongest encryption (MPPE 1284)

o IP Settings

¥ Ng eneryption

o |

Cancel Aecly ok | Cancel Aecly
Overview | Condtions | Constraints  Settings |
Corfigure the settings forfis nefwerk polcy.
ff candiions and censiraints match the cannectian request and the policy grants sceess. seftings ar= applied.
Seftings
RADIUS Attributes Specty the diert IP address a assignment rulss for this policy.
@ Standard
Vender Specific € Server must supply 2n IP address
Network Access Protection " Cliert may request an IF address
X NAF Enforcement @ Server settings detemnin |P address assignment
Exipoled Saln ' Assin & static |Pvé address
Routing and Remote Access i
% Mutilink and Bandwidth
Allogation Protocol (BAF)
To configure IPvE seitings, go fo the Standard page of RADIUS Attibutes
F IP Fitiers
5 Encryption
ok | cancel Aeply

9.4 NPSLogs

To ensure that NPS is operating successfully, you may review the NPS logs under Event Viewer | Custom
Views | Server Roles | Network Policy and Access

_ioix] N il
Fle Acton Vew Hep ||| e acton vew wep |
7= | [ |
e e = oo A
7 3Events S 7 43Events i
en... & Oen
evel [ Dete sndTime. T Source T Event ek catgery [ ] | S Level [ Date and Tme. [Source Event D | ToskCotegory [ 2] | &
Informaton 14/12/2009 4043374 Mcrosoft W 6278 NetorkPolcy 5. ¥ creat | @nformaton 14/12/2009 4043370 Microsaft Wind... el | RS
D ifomaton 14/12/2009 4043374 Miosoft ving. 672 neworkpoiers.. A| gt - mport.
= . Event 6278, Microsoft Windows security auditing x
Event 6278, Microsoft Windows zecurity auditing. x |7 Fiter.. = T Fier ..
Genenl || @ proper... wer e, B proper...
& [ Custom Views el [DFRE 5 [ Custom Views i
¥ @ Frrees || e &
& [ server Roes policy- 2] I seve [ serverRoes i 102 H save.
7 Actve Drectory Certf T active Drectory Certiicat o dddres
e e o Export... p = INAS Identifier: K091-00220 Export..
 Actve Drectory Do User: F Actve Drectory Domain S NAS Pomete §
P OrcP Server Security D: PROCURVEfred o P orce se N & Copy e
P oS Server Account Name: PROCURVEfred P oS server g
 Netiorkpolcy and Acces: skl Lo L F Network oy and Acces | [RADIUS Client:
Y QRIS ACcounERRing: iz vien > & [ Windows Logs Client Friendly Name: MSMaP Vien »
8 [ Appicatons and Services Lo ? : 20:
et Mahine B 5 skt e servess s fient IP Address: 102030105 @ reren
Pl Hukse e & @ @ Relabity snd Performance |Authentication Detail: B
Fully Qualfied Account Name: o Ml Devce Varige, X ) ! e
Confiuraton Nesiors . Event6278.. » | | @ ) Confiouraton Netuork Polcy Name: Secure Wireless Connections vent 6278...
) % Storage Called Station Identifi 00-03-52:58-31-A2 & event B £ storage L enacation Brondes "
Calling Station Identifer 00-0F-20-34-£5-98 B atah.. Authentication Type: PELP
ks = P Tvoe: Microsoft: Secured password (EAP-MSCHAP 12) = .
By ooy >
Log Name: Security B s Log Name: Security
Source: Logged: & Source: Logged:
Event ID: 6278 Task Category:  Network Policy Server = N EventID: 6278 Task Category:  Network Policy Server =
e [ veo >
Leve: Information Keywords: Audit Sucess B > Level: Information Keywords: Audit Suceess B re
User A Computer: WIN-JUQUOQESOE procurve.com User A Computer WIN-JUQUOQESOE procurve.com
OpCode Info OpCode: info
More Information:  Event Log Online Help More Information: ~Event Log Online Help
K1 R Kif I
[attach when an event s fired satisfying this view. [ [
Srstan | o @ |[5 serverttancger [Z D@t som Lsen|| mm @ |5 serverttanager § WPs-eventog-1.-Pant T wam
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10 Appendix B: Example Contractor Configuration

The contractor configuration has been included as an Appendix as the results from the Authentication process
when using AD groups was not as expected.

This configuration simulates a corporate environment whereupon the contractor is considered more trusted
than a guest, however not as trusted as an employee as such the corporate infrastructure (AD) will be
leveraged to provide authentication whilst the controller will act as the interface between the corporate network
and contactor clients. The controller will provide DHCP and DNS services on behalf of the clients.

E2910al
All APs member of all wireless
VLANs and untagged VLAN 1001

Guest

S

Student

@@ @@)

E5406:z|
Management IP 192.168.1.2
MSM765z| 192.168.1.20

RF Manager 192.168.1.240

E8206z|
Management [P 192.168.1.1
.1 gateway for all VLANs
MSM765z1 192.168.1.21
(refer teaming)

Teacher

Contractor

PCM+
Management Server
192.168.1.10/24

VLANS:

50 Contractors —10.20.50.x

110 wired Guest —10.20.110.x

111 Wireless Guests — 10.20.111.x

120 Wired Students —10.20.120.x

121 Wireless Students - 10.20.121.x

130 Wired Teachers —10.20.130.x

131 Wireless Teachers 10.20.131.x

1001 Infrastructure/management 192.168.1.x
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10.1 Switch Configuration

A VLAN was added to the switch for the contractors, the only port tagged in the contractors VLAN was the
controller's Internet port. The VLAN was given an IP address as the controller will be routing traffic to this
interface to facilitate access to corporate resources.

vlan 50

name "contractors"

ip address 10.20.50.252 255.255.255.0
tagged C1

exit

In addition the following route was added to enable the return path for corporate traffic pointing to the
controller’s Internet port.

ip route 10.20.5.0 255.255.255.0 10.20.50.200
It is important to note that we have assumed access to network resources is controlled by ACLs on the switch.

Every site will have their own policies with respect to contractor access, ranging from no restrictions to limited
access, again it is up to each site to determine the required restrictions and implement them as per their

security policy.
10.2 Controller Configuration

10.2.1 Service Controller Parameters
Service Controller | Network | Network Profile

Settings [] vLAN
nmame: Contractors 0: 50
Cancel | | Save |

Service Controller | Network | Ports

Assign the previously created Network Profile (VLAN 50) to a VLAN Interface and assign it an IP address
within the 10.20.50.x range and point it's default gateway to the VLAN 50 interface on the switch.
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Key point to note:
1. Select Internet Port
2. Ensure NAT is Disabled

General Ansign TP address via
Port: Inbamat port DHCP chant

VLAN BDn 30 B Btatte

VLAN namer [Contrachers Vians 19 addenans 10,20 50.200

Maaki 755 2653850
Owtevayr 103050252

Muone

Wetmnrk sddrass tramslation (WAT)

Irmblad ¥ Dinabled

[ Gancel | [ Deles |

Once the VLAN has been created there will be a route added to the 10.20.50.x VLAN to the controllers routing
table.

Network | IP Routes

Interface Crentimatssn Hank Gateway Matric

Dalats
Contracters Viara Lo, 20.50.0 388,358 3850 L a A
LA pest £5.35.5.5 288,348 3884 - -] .J‘!
LAN part L92.168.1.0 235,755, 235.0 - -] }r
wiralass_Guast E0L201LE.0 TEEIES.I35.0 - a o
Irtarnad gt 1. 20,30.0 239, 155.353.0 = @ i
elaul roulss ’
Interfece Tealoway Halric Dulaie
[rtarnak pot 10.306.%06. 353 i .

|Add]

Parsistont routos '
Intwriacs renimmatann Hask Caleway Delats
PPTP Chent » [Adel]
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Service Controller | Users | Account Profile

To ensure controller traffic is placed into VLAN 50, an account profile is created. This profile will then be
assigned to the Active Directory Group attributes (to be defined later). The only changes required on this page
for this example configuration are — check “Egress VLAN” and select “Contractors VLAN” from the drop down
box.

General Session time attributes
Profile name: Contractor | Reauthentication period: o
;:J': Access-controlled profile I Termination action: | Logout
Idle timeout: o
Egress interface Accounting interim
interval: seconds
& Egress VLAN:  Contracters Vlans
QoS parameters
Access-control features MRt Kbps
[F VPN one-to-one-NAT: on 9 Off l Mazx input rate: Kbps
Legal interception: on @ off Bandvidth level: | MNormal

SMTP rediraction:

Public IP address: On @) Off Station presence gueries
Polling ARP interval: seconds
Access list
Polling max ARP count:
List name:
Advertising
Display advertisements: on | OFf
Custom attributes
Name Type value Move Delete

Mo custom attributes are defined.

Add New Atribute... |

| Cancel | | Deleta | Savel
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10.2.2 Contractors VSC

The Contractor VSC is leveraging the controller for both authentication and access control.

Data is encrypted using WAP2 with pre-shared keys, HTML logins are checked to enforce authentication prior

to accessing the wireless network.

Some key points to note regarding on the screen shot below are

1. Both local and remote authentication has been checked along with Active Directory. Checking Active
Directory forces the controller to proxy authentication requests to AD, if the account exists and correct
credentials are entered the user will receive a “successful login” message.

2. Checking “local” under authentication forces the controller to provide and IP address to the client.

3. Checking “remote” forces the controller to establish a connection with the AD server.

Global

Profile name: CoONtractors

Use Service Controller for:  [¥] Authentication

V| Becass control

Access control

Present session and welcome page to 802.1x
users
Identify stations based on IP address only

Local NAS Id:

V5C ingress mapping

531D

| vLAN <MNo VLAN defined> -

| Wirtual AP

WLAN

Mame (SSID): (Contractor

DTIM count: 1
[¥] Broadcast name (SSID)

| -: Adwvertise TX powsr

Wireless clients

Max clients per
radio: 100
Allow traffic

between: all ¥ wireless clients

Client data tunnel

HP Global Method

J Wireless protection WPA -

Made”: WPA2 (AES/CCMP) =
Key source:  Preshared Key -
| Terminate WBA at the service controller

Key: sessnsses
Confirm key: Sessssss

*
On radios in pure 802.11n mode WPAZ is alvays used
instead of WPA

RADIUS authentication realms

[7] use authentication realms

| Use realms for accounting

"" HTML-based user logins

Authentication

[¥] Local
:_;.": Remote
@ Active directory
rapius: Schools Radius -
| Reguest RADIUS CUI

Authentication timeout: 40

General

RADIUS accounting:
Schools Radius ~

| VPN-based authentication
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TSR IS e A — RADIUS accounting:

radio: !

Allow traffi Schools Radius -
ow traffic

betweean: I ¥ wireless clients

] cClient data tunnel

— Allow traffic betwsen wired dlients sl e o

' and tunneled wireless clients

e Authentication
¥ Always tunnel client traffic
J| Local
Quality of service
[ -; Remote
Allowed wireless rates
General

RADIUS accounting:

V5C egress mapping —  Schools Radius -
Traffic type Map to
Unauthenticated: <Default= v [] MAC-based authentication
Authenticated: VLAN -> Contracters Vlans ~
Authentication
Intercepted: <Default= -
] Local
[F Remote
|| Default user data rates
General
Mazx, transmit: 1000 kbps __ RADIUS accounting:

Schools Radius -
Mazx. receive: 1000 kbps

Location-aware
| Wireless security filters

Group name:
Restrict wireless traffic to this service controller

Called-Station-1d content: macaddress -

| Wireless MAC filter

Address list:

MAC address:
Remove | |Add |
Allow '@ Block

| _. Wireless IP filter

Key points to note on this screen are:

1. Ensure “Always Tunnel Client Traffic” is checked. Checking this feature forces the controller to
establish a tunnel between traffic from the AP and the Internet port thus hiding the contractor traffic
from the corporate network.

2. Uncheck Wireless security filters

3. Uncheck WMM
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Wireless MAC filter

Address list:

MAC address:

Remove | |A—ﬂ|
7 Allow @ Block
| Wireless IP filter
Only allow traffic addressed to:
IF address: Mask:
(aca

Remove Selected Entry |

J DHCP server

ows: 10.205.200
Start: 10205110
end: 10.205.150
Gatevay: 10.20.5.200
Netmask: 255255 2550

Subnet: 10.205.0

Cancel | Delete | |Save|

Key points to note on screen shot above are:

1. The 10.20.5.x subnet does not exist anywhere on the corporate network

2. The DNS and Gateway addresses MUST be the same, this forces the controller to reference its DNS
setting (refer page x)

3. The DNS server 10.20.5.200 does not exist
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10.2.3 Active Directory Configuration

Service Controller | Authentication | Active Directory

We will leverage what has been setup in teacher’'s VSC and extend it to contractors. As a recap the following
has already been completed

1. The Controller has successfully joined the domain and the status is joined (ignore status below) using
the Administrator password with a device name of MSM765

2. The Non AC Active Directory Group is currently active for teachers we are now going to configure and
active the Default AC Active Directory Group

Ganaral Jods
Dheabod FESTE i;;n:fﬁ-i [FITTE T
Windawa domain: DIOCUNYe.COM Pasawesnd:
D et A Do il
B Upe Agtive Directory remote BCCRSE ParmiBEson
Bimtus)  Met polned
Use LEAS sitnbuts:
Save |
Active Directory group attributes ¥
Aitiwi DirelLary Ghoug neme Accains conlralled P ity
ﬂ r W
@ Dafasll non AC Agtive Dirsclesy oroun L
| Add New Group, Save Pranty Safings
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Within the group attributes we are restricting usage to the Contractors VSC and are using the Contractor
Account profile to ensure traffic egresses onto VLAN 50.

General “ Roooent profiles
Graup namae:  Dafaull AC Actve Direct Availnbla profies: f:.lr.:::::. ;:'!T.:T'
Gues Contractor
o Adtive e
o Aocess-conbrolled "
TR TN Proup w
4 WEC usage
Awwilable VECai RS SN RERUIE X Yinciirn sivieien
§ : Tha dafault AC grofily 8 alwaye taken inta Bctosind
HP PraCuriae Contractars Ugress VLAK 30
Guasl_Access =
=
| Cancel | Save |

10.2.4 VSC Binding
The last step before synchronising the MSMAPs is to bind the VSC to the appropriate MSM AP Groups

Network Tree [rild

[E service Controller
[ wscs

HF ProCurve

Contractors

Wireless_Students

Wireless_Teachers

©CO00O0O

Guest_Access
[E] Controlled APs
Default Group

[E] Science Lab
@ SG91025179

=N st rooms |

@ 422-Staff Cabinet 1
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Select the appropriate Group that will advertise the Contractor SSID. In this case we will activate the Contractor
VSC on all Access points in the “Staff Room” location

VSC bindings | VSC Binding

V5L profile

VEC Profde:  Contrectors

Use agress VLAN

VLAM 1D:. 50

Dualk-radis bahavior

On multiple redso products VEC is active ong [EEIGRETCH *

Luocation  aware group nams

Group nama:  Siaff rooms

[ Cance |

lSa'.ri.

Remember to Synchronise the APs

HP Global Method
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11 Appendix C: Voice over WLAN Configuration

To carry voice across a WLAN requires careful planning and complete understand of the WiFi devices
capabilities. Unlike TCP traffic which can tolerate lost/delayed packet, telephony traffic does not therefore
careful site planning and RF management is required. HPN recommend site surveys are conducted to ensure
complete signal coverage and strength.

In addition the telephony traffic being delay sensitive must be prioritised over any existing data traffic and
where possible egress onto the network from the AP. The QoS policies configured within the VSC must align
with the network infrastructure to ensure appropriate end-to —end prioritisation.

The following example provides a guide how to configure a Voice over WLAN VSC, the variables shown are
examples only and must be reviewed/customised for each Voice over WLAN deployment

11.1 Network Profile
Define a profile for the voice VLAN (VLAN 200).

Service Controller | Network | Network Profiles

Settings [V] wLAN
Nama: NOWLAN D: 200
| Cancel | | Delete | |Save|

11.2 VoWLAN VSC Configuration

In the example VoWLAN VSC configured below the “Wireless Protection” area has been highlighted, this
needs to be configured to meet the security requirements that all WiFi phones connecting to the network will
support. Other key points to note:

1. Allow traffic between devices is checked.

2. QoS has been set to “VSC Based Very High” this ensures any traffic destined for an assoicate4d
wireless client belonging to this VSC will have priority over traffic associated with other VSCs residing
on the same radio. It is recommended only 1 “VSC Based Very-High be configured per radio.

3. When 802.1x/WPA2 is selected as the “Wireless Protection” WPA2 key caching should be selected to
allow the WiFi phones to bypass a full 802.1x authentication when roaming between APs.
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VSC | Add New VSC Profile

Global Wireless protection WPA ~
Profile name: VOWLAN Mode™: WPA2 (AES/CCMP) ~
Key source: Dyr‘lamic -
Use Controller for: J Authentication | Terminate WPA at the controller
sl "On radios in pure 802.11n mode WPA2 is always usad

instead of WEA

V5C ingress mappin
= i 802.1X authentication
@ SsID
Authentication

Ethernet Switch

[ Local

Remote
¥ virtual AP

Active directory
WLAN

@ gpapius: Schools Radius -
MName (SSID): VoWLAN

[[] Request RADIUS CuT
DTIM count: 1

General

Broadcast name (351D)
RADIUS accounting:

Advertise TX power Schools Radius -

Broadcast filtering

called-Station-1d content: B3SID el
|| Band steering
Wireless clients
. RADIUS authentication realms
Max clisnts per 0
radio:
Allow traffic Il v wiral e | Use authentication realms
between: wiraless clien
[ Quality of = __ Use realms for accounting
ua of service

4

Priority mechanism: \V3C Based Very-high

IP QoS profilas: Mo IP QoS pr

MAC-based authentication

m s

1

Authentication

« T 3
Local
|¥| Upstream DiffServ tagging
Remote
Enable WMM advertising
General

Allowed wireless rates

RADIUS accounting:
~— Schools Radius -

__| Wirelass maobility Called-Station-Id content:  VVireless Radio ~

@ Mobility traffic manager

If no matching network is assigned: | whireless MAC filter

@ Block user

Address list:
| Consider the user at home
Subnet-bazed mobility MAC address:
Fast wireless roaming Remaove | |Add
'J WPAZ opportunistic key caching ' Allow @ Block
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| Wireless 1P filter
| Wireless security filters

Only allow traffic addressed to:
Restrict wireless traffic to:

IP address: Mask:
@ Access point's default gataway |Add

MAC address:

Customn:

| Remove Selected Entry

DHCP relay agent

Information option

Circuit ID:

Remote ID:

Forward to egress interface

@ Use the following server:

Primary DHCP server
address:

Secondary DHCP server
address;

Subnet selection

Address:

Mask: 2552552550

11.3 VSC Binding

In this example to cater for b/g capable WiFi phone the VOWLAN VSC has been bound to radio 2. If the fleet of
WiFi phones are N capable the VSC should be bound to an “N” capable radio

VSC Profile Dual-radio behavior
WVSC Profile: VoWLAN On multiple radio products VSC iz active on:
Radio2only -

/| Egress network

Location-aware group

Network profiler VOWLAN (200) -

Group name: Classroom

| Cancel | | Delete | | Save |
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12 Appendix D: Access Control

This Section explores the attribute (ACL) function within Access Control. The examples used in this Section
came from a slightly different environment to that used in the rest of the document, so some of the addressing
and conventions may differ slightly.

12.1 VSC Preparation

12.1.1 Create VSC

Controller | VSCs | Crescent
This is an access-controlled VSC — all traffic is processed by the controller, along with authentication.

Changing the configuration of this VSC will disconnect all authenticated users connected to this VSC. I

Global || wireless protection WPAE

Profile name:  Crescent Mede™ | WPA (TKIP) [=]

Key source: | Preshared KE‘_\,‘ |E|

Use Controller for:  [#] authentication | Terminats WPA at the controller

] Access control Key:

Confirm key:

Access control . T 2
On radios in pure 802.11n mode WPAZ is always used

i instead of WPA
7] Present session and welcome page to 802.1x

" usears

Identify stations based on IP address only =
|| 802.1X authentication

Local NAS Id:

Authentication

¥ Local
V5C ingress mapping =
| Remote
551D
General

S SN e E RADIUS accounting

<No RADIUS defined> ||

| wirtual AP

WLAN

Name (S5ID):

DTIM count:

¥

Crescent

1

Broadcast name (S5I0)

| Advertise TX power

HP Global Method

| Broadcast filtering

| Band steering

RADIUS authentication realms

"] Use authentication realms

| Use realms for accounting

J' HTML-based user logins

Authentication
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Wireless clients

Max clients per 5
radio:

Allow traffi
= no IZ| wireless clients

between:

[E] Client data tunnel

[¥] Alvays tunnel client traffic

E] Quality of service

Priority mechanism: | Disabled

IP QoS profiles: <No IP

4| T

Hl Upstream DiffServ tagging

| Enable WMM advertising

Allowed wireless rates

V5C egress mapping

Traffic type Map to

Unauthenticated: <Default= |E|
Authenticatad: <Default= El
Interceptad: zDefault= |E|

i“rl.i Default user data rates

Masx. transmit: 512 kbps

Masx. receive: 512 kbps

Wireless security filters

Restrict wireless traffic to this controller

HP Global Method

V| Local

General

RADIUS accounting:
<No RADIUS defined: =]

VPN-based authentication

Authentication

[¥] Local

Remote

General

i RADIUS sccounting:
~ | <Mo RADIUS defined: [ ]

MAC-based authentication

Authentication

..f Local
Remote

General

RADIUS accounting:

<No RADIUS defined= ||

Location-aware

Group name:

Called-Station-1d content: | macaddress

] Wireless MAC filter

Address list:

&

MAC address:

Remove | Add |

Allow '@ Block

Wireless IP filter

Only allow traffic addressed to:

TD addrace Macl-
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12.1.2 Binding

Bind the VSC to the relevant group(s). In this case, the Crescent VSC is bound to the BV group with no egress
VLAN defined (all traffic goes via the tunnel to the controller).

Controlled APs, VSC Bindings

Group: BV | VSC bindings ?
VSC Name VSC S51ID Egress network Dual-radio behavior

B spih peq T s By

Crescent Crescent nfa Active on radio 2 only

| Add New Binding._ |

12.1.3 Network and DHCP

The network configuration is shown because it relates to the DHCP configuration. Note the LAN port IP
address of 192.168.29.8/24. This is gateway address used in the following DHCP configuration.

Network | Ports

Port configuration

Jack Manme IP address
Q = LAN part 192,168,29.8
[*] fale] Internet port 10.20,30.8

Network | Address Allocation

Mask MAC address

255.255.255.0 00:03:52:05:0C:81

255.255.255.0 00:03:52:08:0C:80

DHCP server configuration

Addresses

End: [192.165.29.249

Gateway: |192.156.29.3

Excluding the MSM730 which is assigned
the address/rmask: 192 168.29 87255 255 255 .0

DMNS servers to assign to client stations

Address list: 192.1658.29.8

Fixed Leases |

HP Global Method

Settings

Dornain name: Iprocuwe_lan

Lease time: (300 zeconds

l_ Logout HTML user on discovery request

Listen for DHCP requests an:
¥ LaM port

[¥ cClient data tunnel

I Controller discovery

Address list:

;I IP address:

|
Rernove | Add

[ ]
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12.2 Access Preparation

12.2.1 Access Control

Public Access | Access Control
Tick the Access control check-box.

[v*

User authentication

Zero configuration

[ Support users that have a static IP Address

[ allow access if authentication timed out
¥ ?dd idle-timeaut to RADIUS accounting session- [T Assign addressez on the Public Access subnet
e
Autornatically reauthenticate I i
r HTML-bazed users for: 43200 RS A
Support applications that use:
[T Reauthenticate uzers on location change [~ HTTP proxy

Maximurm concurrently
authenticated public access users:

Client polling

S00 / 500 I_ Restrick HTTP Proxy support for HTML
authenticated users

[T SMTP authenticatian

Location configuration

Polling interval: IED reconds
Consecutive retries: |2 Location IC: I

HP Global Method

Location name: I

Display advertisements

r Display advertizernents svery |1BDU

Facs,
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12.2.2 Attributes

Add additional attributes (in this example “bv-public” and bv-full”) are added. This is where the ACL
components are configured.

Public Access | Attributes

n Any change to the local site configuration will only get applied at the next reauthentication.

Retrieval of attributes

I Retrieve attributes using RADIUS Retrieval settings
" Retrieved attributes override
! W
RADIUS profile: [<Mo RADIUS defined> = | I ranfioured attributes

RADIUS username: I

Retrieval interval: |72E| rminutas

Last retrieved: 5:02:34 ago

RADIUS password: I

Confirm RADIUS

passward: Retriewa Mow |

I_ Accounting

Save |

Configured attributes 7

Attribute Value Action

ACCESS-LIST factory ACCEPT,all,*procurve, com,a... ﬁ G m
ACCESS-LIST factory ACCEPT,all.*hp-ww. corn, all 4 4O il
ACCESS-LIST factory, ACCEPT,all,*windowsupdate.... Q Q il
ACCESS-LIST bu-public, ACCEPT.all, *procurve, com... 4 4O il
ACCESS-LIST bu-public,BENY,all,10,0.0.0/8,all 4 4O il
ACCESS-LIST bu-public, ACCERT.all,*,all 4 4O il
ACCESS-LIST bu-full , ACCEPT, all,*,all 4 4O il
USE-ACCESS-LIST factary il
WEA-WISPR-ACCESS-PROCEDURE 1.0 i

Add New Attribute... |

Precedence is important, so the lines
e bv-public,DENY,all,10.0.0.0/8,all blocks access to the entire 10 network, followed by
e bv-public,ACCEPT,all,*,all which allows access to remaining networks.
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13 Appendix E: Teaming

13.1 Overview

Controller teaming simplifies the configuration and monitoring of multiple controllers and their
access points, providing the following key benefits: centralized management and monitoring,
service scalability and redundancy in case of controller failure.

Up to five controllers can be combined into a team enabling support for up to 800 APs (four
controllers x 200 APs per controller plus one additional controller for backup/redundancy).

13.1.1 Equipment Details
‘ Controller/AP ‘ MAC Address/IP Address Firmware Details

765z| Internet Port | 5.5.0.0
Controller IP:192.168.1.20
LAN port
765z| Internet Port 5.5.0.0
Controller IP:192.168.1.21
LAN Port
MSM422 Radio 1:00-03-52-b3-dd-70 | As the APs were configured for controlled mode they
Radio Radio 2: 00-03-52-b3-dd-70 | received their firmware from the controller, hence the
IP:10.20.30.105 firmware revision was the same as the controller.
MSM410 IP: 10.20.30.101 As the APs were configured for controlled mode they
Radio received their firmware from the controller, hence the
firmware revision was the same as the controller.
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13.1.2 Teamed Controller Network Diagram

E2910al

All APs member of all wireless

VLANs and untagged VLAN 1001

E5406zI

Management [P 192.168.1.2
MSM765z| 192.168.1.20

RF Manager 192.168.1.240

Layer 2 connection for teaming;
Teamed address 192.168.1.22

E8206zI

Management [P 192.168.1.1

.1 gateway for all VLANs
MSM765z1 192.168.1.21

(refer teaming)

PCM+
Management Server
192.168.1.10/24

VLANS:

50 Contractors —10.20.50.x

110 wired Guest —10.20.110.x

111 Wireless Guests — 10.20.111.x
120 Wired Students —10.20.120.x
121 Wireless Students - 10.20.121.x
130 Wired Teachers —10.20.130.x
131 Wireless Teachers 10.20.131.x

1001 Infrastructure/management 192.168.1.x
1100 Guest Roaming —192.168.20.x

HP Global Method
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13.2 Configuring the Team

13.2.1- Resetting the Member controllers

1. Backup the configuration from ALL controller Maintenance | Configuration , select “Backup and
Save

2. Factory reset the MEMBER Controllers only. To reset the member controller go to Maintenance |
Configuration and click Reset. This will cause the controller to default to factory settings

13.2.2— Team Manager IP Address Assignment

Ensure the Internet port and LAN port reside in separate networks, in our example we have assigned the
192.168.1.x address to the Internet port and 192.168.20.x to the LAN Port. Ensure the Internet Port is an
untagged member of the management/infrastructure VLAN, in our example we are using VLAN 1001. The
LAN port can either be disabled or place into a NULL Vlan (it will be configured later).

Configure the default gateway for the Internet Port, in this example we are using 192.168.1.1, the IP address
assigned to VLAN 1001

Network | IP Route

Interface Gateway Metric Delete
Mot applicable 192,168.1.1 1 i

| | Add

13.2.3 — Device Discovery
Management | Device Discovery

Ensure Device discover of the APs is enabled on the Internet port.

{1 Mobility controller discovery Controlled AP discovery

I- This is the primary mobility controller Discovery priority of this controller: |1

Active interfaces:

IP address of the primary mobility controller:
[T LAN port

| ¥ Internet port
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13.2.4 — Enable Teaming
Management | Teaming

From the Team Manager assign a virtual IP address to the Team. Ensure this IP address is within the same
subnet as the Internet port. Configure the Team Manager to listen for teaming requests using the Internet port.

H Controller teaming ?
Connectivity pTeam manager
Communicate using: ||r'IT.EFﬂET.PDI't]' Team name: Iteam
{* No VLAN Team IP address: |192_1'58.1.ﬂ
' vLan D: Iﬂ' Mask: |255255255{]'
IP address: I niesiaerr ||m_emetpo|-t vl
Mask: I

Save |

13.2.5 — Configure Team Members

Login or console into the Team Members and reconfigure the basis IP settings for the LAN and Internet ports
by assigning the Internet port and IP address within the same range as the Team Manager and ensuring it is
an untagged member of the same VLAN as the Team Manager. In the example we have assigned
192.168.1.21 to the Team Member’s Internet port.

Network | IP Route

Set the default gateway of all the Team Members to use the same interface as the Team Manager. In the
example we are using a gateway of 192.168.1.1

Interface Gateway Metric Delete
Mot applicable 192,168.1.1 1 i

| | Add
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13.2.6 — Enable Teaming
Enable Teaming on each member switch and ensure communication is via the Internet port

Management | Teaming

1 Controller teaming

Connectivity I_'I'ea-nn'nanager

Communicate using: IInternetPorT ]" Teamrameat I
& No VLAN Team IP address: |

L’ VLAN 1Dt |ﬂ' Mask: I
IP address: | Interface: |I||[n':|n-'_—'.[F"’_n'l 'l

Mask: |

At this stage the member controller(s) should become joined and synced into the Team. To verify this check
the status of discovered controllers

Controllers | Overview | Discovered Controllers

Controllers: &ll | Discovered controllers

Hurmber of cortrallers: 2

Select the action to apply to all listed controllers: — Selec! an Action — v |[ Apphy ]
jtatus Controller name Seral number Access Points Diagnostic Action
[*] S591€3P0O.T S5E9163P01T 5 Svncaronized
2 S559313P0TH SE9313P0OTH 1} Svncaronized
[#] 533313P0TM S33ILIFOTM u] Syncaronlzed

Below is a description of the status lights

Green: The controller has joined the team and its configuration is synchronized with the settings
defined on the team manager. It is fully operational.

Red: The controller is not functioning normally. Select Overview | Discovered controllers and refer to
the Diagnostic column for details.

Grey flashing: An action is pending. Select Overview | Discovered controllers and refer to the
Action column for details.

Grey solid: The controller is configured as a member of the team, but is currently not active.

The APs should now begin re-syncing on all controllers.
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14 Appendix F: Guest Access in a Teamed Environment

When the controllers are in a teamed configuration the existing enterprise DHCP* and NAT? platforms are
leveraged to provide these services for guest access.

The controller will act as a relay agent forwarding requests received from the wireless clients via the secure
tunnel to a defined egress VLAN.

14.1 - Creating DHCP Scopes
Create a scope on your DHCP server for Guest Access. Be sure to reserve/exclude some of the addresses

controllers’ the LAN ports. The MSM controllers use the LAN port as the DHCP relay interface.

13.2 — Creating Egress VLAN For Guests

Either re-use the existing Guest Network profile or if one does not exist on the Team create a new one
At the TEAM level create a network profile for the Guest VLAN.

Team | Network | Network Profiles

Settings ¥ ¥LAM

Marme: IWireIess_Guest Io: 111

Cancel | Save |

! Ensure DCHP scope for Guests is defined and activated
>The configuration of enterprise NAT services is outside the scope of this document
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The next step is to assign the Wireless_Guest Network Profile to and Egress VLAN.

Network | Ports

General Assign IP address via

Port: IIntemetpon | " DHCP client

¥ Static

VLAN IP address: I'ID_ZD‘.TI'I.ZDD‘
wian to: | 111 (Wireless_Guest) | Mask: |255-255-255-D
Gatevay: |1u_2&.111.1l

" None

Network address translation (NAT)

" Enabled ' Disablad

Cancel |

The IP addressing configuration will need to be completed on EACH controller. For example the image above
depicts the Team Manager configuration and image below depicts the Team Member configuration.

General Assign IP address via

Port: ||memetpor1 -] " DHCP client

{* Static

IP address: |1D_20.111.20‘1
LT I-I-I-I (Wil’E!|E!SS_GUE!St] j Mask: |2552552550
Gatewsay: I'IDQDTH‘I

" MNone

VLAN

Network address translation (NAT)

" Enabled % Disabled

Cancel |

Key points to Note:

e The Controllers share the same subnet mask and gateway configuration
e NAT is disabled

e Ensure the Internet Port is configured as a Tagged member of VLAN 111
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13.3 — Guest Roaming

To facilitate Guest Roaming between the controllers the LAN ports must be inter-connected on their own
isolated network. Enable the LAN ports (if disconnected) and assign them the IP addresses previously
reserved/excluded from the Guest DHCP scope configured in Step 1. The LAN ports must be configured with
unique IP addresses within the same subnet.

Create a “Guest Roaming” VLAN, on your routing switch assign it the Gateway address and move the LAN
ports into this VLAN as untagged members. Verify connectivity by pinging the LAN interface

Team | Tools | Ping

Address to ping! Timeout: Result:

192.186.20.2| 5 seconds

13.4 — Routing configuration

The DHCP Relay agent must be configured for the Team. If the DHCP servers are 1 hop or more away from
the controller’s subnet then static routes will need to be added to either the DHCP server, the router in the
middle or both. For example if the DCHP relay request address is 192.168.20.1, then the DHCP server will
reply with a destination address of 192.168.20.1 and will not find a route back to the correct controller. The
DHCP server needs a gateway address or static route pointing to the router connected to the controllers. The
router will have to have static host routes, one for each controller. For example

Host=192.168.20.21 mask=255.255.255.255 gateway=192.168.1.21
Host= 192168.20.22 mask= 255.255.255.255 gateway=192.168.1.22

Team | Network | Address Allocation

Enable the DHCP relay agent for the Team and specify the Primary and secondary DHCP servers

Settings Server

Listen for requests on: Primary server address: 1'192'1681'“]

[ LAN port

Secondary server address: I

¥ cClient data tunnel
Extend VSC egress subnet

to VSC ingress subnet

Circuit 1D I

Remote ID: |

Cancel |
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13.5 - Web Pages
If you have customised the Login Page, these files will need to be copied from the Team Manager to all
controllers within the Team. Skip this step if you are using default setting for Login Page

Team Controller | Public Access | Web Content

Select “Save Archive”

Site options Site file archive

[T allow subscription plan purchases Save_ current site files to Save Archive
archive

[~ Allow creation of user accounts

Limit to I5 new accounts in |3|:IEI sSec. Overwrite current site files from archive
Detete user accounts when Archive name: Browse... |
r Invalid/expired for I?2 hours Load Archive |

r Mot activated after Ij"‘2 haours

[T Display the Free Access option

FTP server

Free accounts are valid for |30 mins Configure |

¥ Support a local Welcome page
¥ use frames when presenting ads

[~ Allow SSLv2 authentication.
Redirect users to the Login page via:
& yrTe

" HTTRS

Login to each controller using via its Internet Port IP address; go to the above screen and select “Load Archive”
to restore the web content. This must be completed on each controller within the Team.
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Because this is an access controlled VSC all traffic will be traversing the controller, therefore in this example
we are defining the egress VLAN on the VSC. Similar to the single controller Guest Access example HTML

login will be used.

E Chanaing the configuration of this VSC will disconnect all authenticated users connected to this VSC.

Global

Profile name: bUESt_ACCESS

Use Controller for:  |[¥]| Authentication

V] Access control

Access control

|
~ users

[ -: Identify stations based on IP address only

| Local naS 1d:
VSC ingress mapping
SSID

] vian  <MNoVLAM defined> ~

[V] virtual AR

HP Global Method

| Wireless protection WPA ~
Mode": WPA (TKIP) -
Key source:  Preshared Key -
E | Terminate WPA at the controller
Key:
Confirm key:

*0On radios in pure 802.11n mode WPAZ2 is always used
instead of WPA

1 Present session and welcome page to 802.1x

["] 802.1x authentication

Authentication

] Local
[ Remote

General

_ RADIUS accounting:
Schools Radius ~
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WLAN

Name (S5ID): Guest
DTIM count: 1
[¥] Broadcast name (S51D)
7] Advertise TX power
| Broadcast filtering

| Band steering

Wireless clients

Max clients per
radio: 100

Allow traffic all

-
between:

wireless clients

[E Client data tunnel

=

Always tunnel client traffic

uality of service

Priority mechanism: DiffServ >

IP QoS profiles:

<No IP QoS profiles det

1

4 T 3
'J Upstream DiffServ tagging
[] Enable WMM advertising

Allowed wireless rates

VSC egress mapping

Traffic type Map to

Unauthenticated: VLAN -> Wireless_Guest(111) ~
Authenticated: VLAN -> Wireless_Guest(111) -
Intercepted: VLAN -> Wireless_Guest(111) -

| Default user data rates

Masx. transmit: 1000 kbps

Max. receive: 1000 kbps

| Wireless secu rity filters

Restrict wireless traffic to this controller

HP Global Method

RADIUS authentication realms

[7] use authentication realms

| Use realms for accounting

HTML-based user logins

Authentication

Local

Remote

General

RADIUS accounting:
Schools Radius ~

VPN-based authentication

Authentication

Local

| Remote

General

RADIUS accounting:
Schools Radius ~

| MAC-based authentication

Authentication

[¥] Local

| Remote

General

RADIUS accounting:
Schools Radius ~

Location-aware
Group name:

Called-Station-1d content: macaddress v

| wireless MAC filter

Address list:

MAC address:

Remove | |A_ﬂ

Allow @ Block
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MAC address:

Remove | Add

C Allow ¥ Block

™ wWireless IP filter
Cnly allow traffic addressed to:

IP address: Mask:

Add

Remove Selected Entry

DHCP relay agent

DHCP relay agent settings can be configured using
the Address allocation configuration page.

Cancel | Delete | Savel

Note: Ensure any “DHCP-Relay Agent per VSC” configuration have been disabled for the Guest VSC as the
Guest VSC will use the DHCP-Rely configuration under the Network | Address Allocation | DHCP-Relay.
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14.1.1 Account Profiles

Account profiles need to be configured before they can be allocated in the user accounts (Section 14.1.2). In
this example, the profile BV Guest is created.

Users | Account Profiles

Hame Type

Default AC Access Controlled

B Guest Access Controlled
General Session ime athibutes

Profile narme:

[T Reauthentication periad: IEI seconds
¥ Access-controlled profile r Termination action: ILDgDLIt 'I
|_ Idle timeout: IEI seconds

Egress interface . . .
r Accounting interirn IEDD saconds

interval:
r Egress WLAN: INDnE defined "I

Bandwidth limits

Access-control features
p Max output rate:

|512
VPM one-to-one-
r MAT Ton & of v Max input rate: [512 Kbps
%]
Legal interception: [ on [ oOff I_ B andwidth leeal: I—_anrmaI =

r
I_ SMTP redirection:
r

Kbps

Public IP address: on [ off

Station presence queries

- Polling ARP interval: IED Feconds
I_ Palling max ARP count: |2

Access list

|7 List marme: bv—public

Advertising
- Cisplay advertisernents; on [ off
Custom athibutes
MName Type Value Mowe Delete

Mo customn attributes are defined.

Add New Attribute... |

The key feature is the List name set here to “bv-public”. This is what the attributes in Section 12.2.2 were
referencing.
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14.1.2 Users

The account “bakers” makes use of the Crescent access-controlled VSC, along with the configured ACLs.

Users | User Accounts

User accounts e

Select the action to apply to all listed user accounts: I—— Select an action --

= Apply |

Username State Access controlled Subscription Active sessions Action
bakers Walid Yes Mane 1
gquest0l Inwvalid ‘ves Valid until June 21 2010 at 17h 10min 1]

Add/Edit user account

General

Uzer name:

Password:

Canfitrn password:

i
v

Active

Access-contralled account

Validity

INnne defined "I

= walid until: I
(i ddiypyp)

(" Subscription plan:

% Always valid

p ¥5C usage

Restrict this account ta

Available wSCs: those VGCe:

Crescent

HP Global Method

Account remowal

Delete this account when

r Invalidfexpirad far |72 haurs
[T Inactive for |?2 hours

Options

Max concurrent sessions:

- Chargeable User Identity:
v
r

1800

Idle timeout: Feconds

13 |

Reauthentication period: seconds

Iv Account profiles

Set account attributes
using these profiles:

B Guest

Available profiles:

=

i

N
A 5 B =

Effective athibutes

Attributes from the default AC profile are always

applied.

Idle imeout 100
Maximum output rate 51z
Maximum input rate 51z
Access list bu-public
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