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Deploying MAC Authentication with Microsoft Internet
Authentication Service (RADIUS)
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Deploying IAS for dynamic VLAN assignment

1.1 Windows 2003 Server Configuration

In order to configure a Windows 2003 Server to act as an Internet Authentication
Service (IAS), or RADIUS, server the service must be installed as described in

the preceding section. Once that is completed you are ready to begin the setup

of IAS. The basic structure of RADIUS services consists of three components:
RADIUS Clients, the RADIUS server and remote users. In order to understand
how these services interoperate, it is important to remember that the IAS server

is the authentication server and the Foundry networking equipment is the RADIUS
client. The MAC address based authentication attempt is “proxied” by the Foundry router or switch. The
IAS server has no knowledge of where the users are physically or logically

located in the your network environment. The benefit to this configuration is the
ability to authenticate devices without any client or supplicant dependencies.

1.2 Installing the IAS Service

In order to install the service, navigate to the “Add or Remove Programs” applet
in the control panel of the Windows 2003 server on which you wish to install the
service. From the “Windows Components” Select the Internet Authentication
Service and click OK. This will install the needed files and start the service. A
reboot of the server is not required.

1.3 Owverview of MAC based authentication and dynamic VLAN assignment.

Before configuring the IAS service you must first add users to the Active Directory. Even though it's
referred to as “users” in this document these are actually machines that get authenticated by the radius
server. Because these are machines, and not interactive end users, security polices such as password aging,
and password complexity rules must be disabled for these accounts. The users (machines) are identified
and authenticated using their physical address or Media Access Control (MAC) address. During this
authentication process the actual end user is not involved, and is unaware of the authentication process.
Depending on the organization security policy the end user will logon to the network and access resources
based on credentials that are different from what is configured in the Active Directory for MAC
authentication. If the machine successfully authenticated with the Radius server (This means an active
account in the Active Directory) based on its MAC address the switch port is configured for the appropriate
VLAN dynamically and is enabled for that machine to pass traffic to the network. If the machines MAC
address is not present in the Active Directory or if the account is disabled, the machine is denied from the
switch port, and is not allowed to pass traffic to the network. Optionally if the machines MAC address is
not present in the Active Directory or if the account is disabled, the switch can be configured to place the
machine in a restricted VLAN for limited connectivity.

1.4 Adding a user (machine) to the Active Directory.

You can add any type of machine, that you trust and know, that has a MAC address to the Active Directory
as a user. For examples; IP Phones, Uninterrupted Power Supplies, Video Cameras, Laptops, Desktops, etc,
etc. all have MAC addresses.

Following is and example of adding a trusted Laptop computer.
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1. Open up the Microsoft Management Console (MMC) for Active Directory Users and Computers.
2. Select users from the containers in the left pane.

[:l ForeignaecurityPrincipals
#-[Z7 LostandFound

[ NTDS Quotas

[:l Program Data

: I:l Swskem

al | i

ﬂzCert Publishers

€3 Cisca IP Phone 7912
€T DHCP Administratars
€L DHCP Users
ﬂzDDmain Admins
!ﬂDomain Caormputers
ﬁEDomain Contrallers
ﬂ:DDmain Guesks
ﬂEDomain Users
ﬁzEnterprise Admins

!ﬂGroup Palicy Creatar ...

Gueskt
!ﬂHelpServicesGroup
LIS wrG
ﬂ:IF‘ Phones
€7 1USR_SE-LAE
7 IWaM_SE-LAE
O kbt

ﬂERAS and IAS Servers
-, AN

Security Group - Domain Local
User

Security Group - Domain Local
Security Group - Domain Local
Security Group - Global
Security Group - Global
Security Group - alobal
Security Group - alobal
Security Group - Global
Security Group - alobal
Security Group - @labal

Liser

Security Group - Domain Local
Security Group - Domain Local
Security Group - alobal

User

User

Liser

Security Group - Domain Local
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Z# Active Directory Users and Computers o [m]
@ File  Action  Wiew  Windomw  Help ‘ - Iﬁllﬂ
= h ) l b
=+ aE e XFRE R BEEBTEE
@ active Direckory Users and Computer | Users 27 objects
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E‘@ Test N €7 Administrator Liser Built-in account For adrmini. ..
& % Builtin €3 4SARAM-7454 Liser
@ Enmpf.ltn(a:rs . €7 Avaya 4620 Phane 1 Lser
maln farkrolers ¥7 avaya 4620 Phane 2 User

Members of this group are...

Mernbers who hawve admini...

Mernbers who have view-. ..

Designated administrators.
All workstations and serve. .,
All domain controllers inth..,

All domain guests
All domain users

Designaked adminiskrators.
Merbers in this group can. ..

Built-in accounk For guest ...

Group for the Help and Su. ..

115 Worker Process Group

Built-in account For anorey. ..
Built-in accounk For Inkern. ..

Kew Distribution Center Se...

Servers in this group can ...

[

3. Right click to add a new user.
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<3 Fle  Action  View  Window

Help

«= | Bm s ;%

BB 2

il TE o

-2 Saved Queries
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RAS and IAS Servers
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€7 ShoreTel 210
O SUPPORT_385945a0
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ﬁ Avaya 4620 Phone 1 User
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115 Warker Process Group
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J I@ Active Directory User...
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4. Type in the MAC address of the machine that you wish to add to the Active Directory.
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HNew Dbject - User |

ﬁ Create in:  Test/lzers

Iritialz: I

First name: IﬁSﬁH.&M-2454
Laszt name: I
Full namne: IﬂSﬁH.&M-EdEd

Uzer logon name:

This is the MAC address of the Laptop computer

|nm 125825¢fa | (@7 est

Uzer logon name [prefindows 2000];

=~

IT exth

|nm 1 2R325efa

¢ Back

I Hewt > I

Cancel

5. Click next and enter the account password

Mew Object - User

g Create ;. Test/lzers

The password is also the MAC address of the
Laptop computer

Pazsword: I------------

/

Confirm passwaord: Inunnnu|

[ User must change password at nest logon

[ User cannot change pazsword

. _
IV Password never expires Check the “Password never expires box; and
[ Account is disabled uncheck “user must change password at next

< Back

Cancel

I Hewt > I

6. Click next after you have completed entering the password, and click finish on the next screen.
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7. Additional configuration is required to complete the user account information. Highlight the
Active Directory account that you just created and right click to select account properties.
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ﬁDnmain Carmputers —~ I All workstations and serve. ..
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!ﬁIP Phones Security Group - Global

4] |

|

€ [USR_SE-LAB
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€ ShoreTel 210
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User
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Security Group - Domain Local
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Built-in account For anony...
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This is & wendor's account .

=l
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@& Startl | @ &

J I@ Active Directory User...

8. The following screen will appear

W c03FM
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ASARAM-Z454 Properties

Published Certificates | MemberOf | Diakin | Object | Security
Envirnnmentl Sessinnsl Remaote ccuntn:ull Teminal Services F'ru:ufilel COk+
General I Addresz I Account I Prafile I T elephones I Organization

g ASARAM-2454

2 x|

Eirst name:
Lazt name:
Digplay name:
Dezcription:

Office:

A58 FAM-2454

Iriitialz: I

|ﬂSﬁHAM-2454

T elephone nurber:

E -mail:

"Web page:

Other... |
[ ]

Other...

o ]|

Cancel |

£pply |

9. Select the “member of” tab and click on Add.
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ASARAM-2454 Properties ed 4

E nvironmet I Sessions I Femaote contral I Terminal Services F'n:ufilel COr+

General I Addresz I Aocount | Prafile I Telephones I Organization
Published Certiicates ~ Member OF | Dialin | Obisct | Securiy

tember of;
M ame Active Directory Folder

[:l |:|r|'|.E|ir'| |_| b2y 4 o fod = E

Add... | Bemove | i
0
I
Prirary graup: Darmain zers
% B B | There ig ho negd {u] change Primary group u_nless
= g - youl have Macintosh clients or POSE-compliant r
applications. 0

] 4 I Cancel | Apply |

10. Click on Advance on the next screen.
Select Groups

Select thiz object tupe;

IGrDups or Built-in zecurnity principals Object Types...

Erom thiz location:

ITESI Locations...

Enter the object names to zelect [examples]:
| Check Mames

Advanced... | 1] I Cancel

B

11. Then click on find now, and select RAS and IAS ....
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Select thiz object tupe;

IGn:uups ar Built-in zecurty principalz Object Types. ..

Erom thiz location:

ITEEt Locations...

Common Quernies |

Mame: | Stats with_~| | Calurnns...

Find Mow

Descriptiorr: [ Starts with 7] |

[T Dizabled accounts Stap
™| Wiom expiing password

[Vavs since |ast [mgon: I vI

@IMLLE

Ok | Cancel |

Search results:
M arme [RDM] | D'ezcription | I Falder il
ﬁ Performance ... T est/Builtin
ﬁ Pre-windows .. T est/Builtin
ﬁ Print O perators T est/Builtin

EFAS and 145 . Servers in this ar..
ﬁ Remote Desk... T est/Builtin
ﬁ Replicator T est/Builtin
ﬁ Schema Adming Designated admi..  Test/Users
ﬁ Server Operat... T et Builtin
ﬁ TelnetClients  Members of this .. Test/Users

Terminal Ser... T est/Builtin
% Ilmmrn T —mb IO ik j

12. Make sure RAS and IAS Servers is added to the groups and click on Ok.

Select Groups

Select thiz object tupe:

IGrDups or Built-in zecurity principals Object Tupes...

Erarn thiz location;

ITest Lacations. ..

Enter the object namesz to zelect [examples]:
RS and 145 Servers| Check Mames

PG
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13. Now click on the Dial in tab and check Allow access. This will complete the account information for
this trusted Laptop. Continue these steps for all other trusted devices that you want to create
accounts in the Active Directory.

ASARAM-2454 Properties 21 x|

E revironment I Sezsiong I Femote control I Terminal Services F'ru:ufilel COk+
General I Addresz I Accaunt I Prafile | T elephones I Organizatian
Fublizhed Certificates I bember O Diakir | Object I Securty

— Remoate Acceszs Permizsion [Dial-in or YPH]

" Deny access

£ Control access through Femate Access Policy

I | Werify Caller-0
— Callback Options

{* Mo Calback
" Set by Caller [Fouting and R emote Access Service only]

" Always Callback to: I

[T izzign a Static [P Address I
= Apply Static Boutes

Define routes to enable for thiz Dial-in S Bl |
connechior, =

0k, I Cancel | Spply |

1.5 Configuring IAS
1. Open up the Microsoft Management Console (MMC) for the IAS service and connect to the server.
2. Register the IAS service with the Active Directory to authorize accounts that are defined in the
Active Directory. Right click on Internet Authentication Service container on the left pane and
select Register Server in Active Directory.

Page 12 of 51 Last Modified: 10/10/2006



Foundrv Security Best Practices

"¢ Internet Authentication Service -0l x|

File  Action Wew Help

« o |[m[E 2P

Shark Service
Skop Setvice

RAl Welcome to Internet Authentication

- Service

{:l Ref Reqgister Server in Active Directary

%9 Rer

{:| Cor Wiew b Use Internet Authentication Service (1AS) bo authenticate,

authorize, and account for dial-up, YPM, wireless and
Ethernet connections to vour network, ¥ou can also
configure IAS ko Farward authenticakion requests ko any
access server that is compatible with Remoke Authentication
Dial-In User Service (RADIUS).

Properkies

Help

To configure 185 ko read the remoke access properties of
user accounts in Ackive Directory, on the Action menu, click
Reqister Server in Ackive Directory,

Far mare infarmation abouk setking up 185, deplovment
scenatios, and troubleshooting, see Help,

|Register Server in Active Directory | |

3. Next right click on the Radius Client and create a new radius client. Enter the hostname and the IP
address of the radius client, and click next. The IP address you enter here is the management IP
address of the Foundry switch.
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4. Enter the shared secret that will be used to authenticate the RADIUS client (Foundry Devices) to
the IAS server.
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Settingz |

Eriendly niarme:
IFGS

Addrezs [IP or DMS]:
|1E|2.1EB.1.2

Werify.... |

IF you are wzing remote accesz policies bazed on the client vendor's
attribute, zpecify the vendar of the BADILS client.

e IH ADIUS Standard The corresponding config on the Fou.ndry device
(Shared Secret must match on both sides)

[~ Bequest must contain the Mezzage Authenticatar g
radius-server host 192.168.1.3

radius-server key 0 test

Shared zecret;

Confirm shared secret; |W

ak I Cancel Spply

SETTING UP MAC BASED AUTHENTICATION POLICY FOR USERS (MACHINES)

5. Right-click on the Remote Access Policies container in the left pane of the MMC and select New
Remote Access Policy.
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METWORK
"__::P Internet Authentication Seryice ;|g|5|
File  Action Wiew Help
e« | @mmeRE 2
@3 Internet Authentication Service (Local) Frigndly Mame | Address | Protocal 0
-2 ; O Fas 192,168.1,2 RADILS i

{:l Femote F\ccessul..ugging
B
e

Mew Remaote Access Policy |

Refresh

Help

Remote Access Policy |

|Creates a new object in this container.

6. A wizard will guide you through the configuration, click next.
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Welcome to the New Remote
Access Policy Wizard

Thiz wizard helps you zet up a remote access palicy,
which iz a zet of conditions that determine which
connection requests are granted access by this server.

Tao continue, chick West,

New Remote Access Policy Wizard x|

< Back

Cancel |

7. Enter a descriptive name for the new remote access policy and click next.

i Mew Remote Access Policy Wizard

Policy Configuration Method ﬁ

The wizard can create a bppical policy, or you can create a custom palicy.

x|

Haww do you want to zet up thiz policy?

¢ Use the wizard o set up a typical policy for a common scenario

£~ Set up a custom policy

Type a name that describes thiz palicy.

Folicy name: MAL Authentication for computers

Example: Authenticate all WP connections.

< Back I Hewt > I Cancel
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8. Condition for connection request to the remote access policy is defined next, the default Windows

Group is already selected as a matching condition. You can add more or remove Active Directory
Groups by clicking on the Add or Remove button. Click on grant access permission when
conditions are match. Click on Edit profile.

MAC Authentication for computers Propertie d |

Settingz I

Specify the conditionz that connection requests must match.

Palicy conditions:

windows-Groups matches "TESTS\Domain Uzers"

agd. | Ed. Remove

[f connection requests match the conditions specified in thiz policy, the
azznciated profile will be applied ta the connection.

Edit Prafile... |

nless individual access permiszions are specified in the user profile, this
policy controls access to the nebwork.

[f a connection request matches the specified conditions:
i~ Deny remote access pemission

i) iGrant remote access permissior

| k. I Cancel Apply

9. When you click on Edit Profile the following tab filled pane will appear, click on the authentication
tab.
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Edit Dial-in Profile d |

Authentication | E ncryption I Advanced
Dial-in Caonstraints | IP | b Laltilike
u Minutes server can remain idle before it is disconnected |1 ﬁ
Jldle-Timeout]:

[ Minutes client can be connected [Session-Timeout]; |1 3:

1 Allow access only on these days and at these times

Edit ... |

1 Allow access only to this number [Called-Station-101;

A Allow access only through these media [MAS-Port-Type]:

CIFoDI f’

[ Taken Ring
[ wireless - IEEE 80211 LI

] I Canicel | Amply

10. Select only unencrypted authentication
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Edit Dial-in Profile 2|

Diakin Constraints | P | Multiink,
Authentication | Encruption I Advanced

Select the authentication methods you want ko allow for this connection.

[ Microzoft Enciypted &uthentication wersion 2 [M5-CHAP 2
[T | User can change pazsword attern it has expired

[ Microscft Encrypted Authentication [MS5-CHAP]
™| User can change pazsword attern it has expired

[~ Encrvepted authertication [CHAR]

¥ Urenciypted authentication [PAR, SPAP]

IInauthenticated access

r Allove clients to connect without negotiating an authentication
method.

k. Cancel Spply

11. Click on the advanced tab, and add additional attributes.
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12. Click on Framed Protocol on the next screen and click on add.
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To add an attribute to the Profile, zelect the attribute, and then click Add.
To add an attribute that iz not listed, select the Yendor-Specific attribute.

Attribabe;

Foundrv Securitv Best Practices

I ame | Yendar

| Dezcription

F

RalDlls Standard
RalDlls Standard

Acctnterm- nteral
Callback-Mumber

Clazz RADIUS Standard
Filter-1d RADIUS Standard
Framed-appleT alk-Link, RalDlls Standard
Framed-appleT alk-Metwork, RalDlls Standard
Framed-appleT alk-Lone RalDlls Standard

RalDlls Standard
RalDlls Standard
RADIUS Standard
RalDlls Standard
RaDIlS Standard

Framed-Compreszion
Framed-|P-Metmaszk
Frarmed-IFx-H etwork,
Framed-kTL
Framed-Fool

Framed-Frotocol
Framed-Aoute
Framed-F outing

RaDI5 Standard
RalDlls Standard
RalDlls Standard

RalDlls Standard
RADIUS Standard
RaDIIS Standard

Login-IP-Hosgt
Login-LAT-Group
Lu:ulqin-L.-'-‘-.T-N ode
4

Specifies the length of the interval [in seconds] between e~

Specifies the callback phone number.

Specifies the classification of accounting recaords.
Specifies the name of filker list for the user requesting authe
Specifies the AppleT alk netwark, number for the link to the
Specifies the AppleT alk network, number that the MAS mw:
Specifies the AppleT alk default zone for the uzer.
Specifies the compreszion protocol that is used.

Specifies the IP subnet maszk that iz configured for the uze
Specifies the [P network, number configured on the MAS
Specifies the maximum tranzmizsion unit [MTU] that iz conl
Specifiez the name of an azsigned addreszs pool that shoul
the protocal that s uzed

Spec |
Specifies the routing information that iz configured on the b
Specifies the routing method that iz used by the uzer.

Specifies the IP address of the host bo which the uzer shoy
Specifies the Local Area Trangport [LAT] group codes for s

Specifies the node to which user iz connected by the Loc;

-

13. Select PPP as the enumerable attribute on the next screen.
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Add Attribute 2l x|

To add an attibute to the Profile, select the attibute, and then click Add.

To add an attibute that is not listed, select the Yendor-5 pecific attribute.,

At ! - il
Attribute: Enumerable Attribute Information 2| x|

M ame Attribute nanme: =

Acctnterm-nteral E in seconds] between e=—
Callback-MNumber |Frameu:| Bl e,

Clazs . Linting records.

Filter-Id Attribute number. & Lzer requesting authe
Framed-&ppleT alk-Link, 7 urnber for the link to the
Framed-appleT alk-Metwo urnber that the MAS mu:
Framed-bppleT alk-Zone | Atkibute format: e for the uger,
Framed-Compression E " that iz uzed.
Framed-IP-MNetmask | s E configured faor the use
Framed-Fe-Network ; configured on the HAS
Framed-MTU Aftribute value: uriit (M TU] that i conl
Frarned-Fool FEE j address pool that shoul
Framed-Pratocol HEE =

Framed-Foute 6t iz configured on the
Framed-F outing SLIP uzed by the uger,
Login-IP-Host % 75 Synchionous b to which the user sho
Login-LAT -Group I 1 I[LAT] group codes for
jqin-Lﬁ.T-Nude wylogics propristary |P/SLIP » | |connected by the Liill
4 T 3

sdd | Close

14. Add the second attribute. Click on add and select Service Type as the attribute, and click on add.
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To add an attibute to the Profile, select the attibute, and then click Add.

To add an attibute that is not listed, select the Yendor-S pecific attribute.

Dezcription

.-’-'-Lril;ute:

I ame | Yendor |
Framed-F outing RaDIUs Standard
Login-IP-Host RaDIUs Standard
Login-LAT -Group RaDIUs Standard
Login-LAT -Mode RaDIUs Standard
Login-LAT -Port RaDIUs Standard
Login-LAT-Service RaDIUs Standard
Login-Service RaDIUs Standard
Login-TCP-Port RADIUS Standard
MAS-Port-d RADIIS Standard
Hepl_l,l-Message RaDIUS Standard
Se - | ype RADIUS Standard
Termination-Action RADIIS Standard
Tunneldzzignment-0 RaDIUs Standard
Tunnel-Client-Auth-D RADIIS Standard
Tunnel-Client-Endpt RaDIUs Standard
Tunnel-tedium-Tepe RaDIUs Standard
Tunnel-Pazzwaord RADIIS Standard
Tunnel-Preference RADIUS Standlard
1

Specifies the routing method that iz used by the uzer. |

Specifies the IP address of the host bo which the uzer sho
Specifies the Local Area Transport [LAT] group codes for
Specifies the node to which user iz connected by the Loc:
Specifies the paort with which the user iz connected by Loc
Specifies the host to which uzer is connected by the Loca
Specifies the service that connects the uger to the host,
Specifies the TCP port to which the uzer should connect.
Specifies the port of the MAS that authenticates the user £
Speu:lfles the message dizplayed ta the user when the autt
& that the uzer has [eques zhed.

Speu:lfles the action that the MAS should take when servic
Specifies the tunnel to which a sezsion iz aszigned.
Specifies the name used by the tunnel initiatar during the 2
Specifies the I[P addrezs of the initiatar end of the tunnel.
Specifies the ranzport medium wzed when creating a tunn
Specifies the pazsword uzed for authenticating to a remote

Specifies the relative preference azzigned to each tunnel L

il

15. Select Framed as the enumerable attribute on the next screen and click on Add.
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To add an attribute to the Profile, zelect the attribute, and then click Add.

To add an attribute that iz not listed, select the Yendor-Specific attribute.

Attribute:;

I ame

Framed-A outing
Login-IP-Hosgt
Login-LAT -Group
Login-LAT-Mode
Login-LAT -Port
Login-LAT-Service
Login-Service
Login-TCP-Puort
MAS-Port-ld
Reply-Mezzage
Service-Type
Termination-Action
Tunnelkbdszzignment-0
Tunnel-Clignt-Auth-1D
Tunnel-Client-E ndpt
Tunneledium-Type
Tunnel-Pazzwaord

TLImneI-F'reference
4

Enumerable Attribute Information ied P

Attribute name:

IService-T_l,lpe

Attribute number;
IE

Attribute farmat;

IEnumeratDr

Attribute walue:

Framed j
Callback Login -
Callback Mas F'ru:umit

Login

MaS Prompt =
Dutbound i

uzed by the uger. |
Eto which the uzer shoy
[LaT] group codes for
connected by the Loc:
er iz connected by Loc
connected by the Loca
the uzer to the host,

2 Lzer should connect,
suthenticates the uzer £
the uzer when the autt
e Lzer haz requested.
hould take when servic
riu:un iz azzigned.

el initiator during the 2
ator end of the tunnel.

d when creating a tunn
thenticating to a remate

zighed to each tunne_lill
3

sed | Cose |

16. Add the third attribute by clicking on Add and select vendor specific attributes, and click add.
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To add an attibute to the Profile, select the attibute, and then click Add.
To add an attibute that is not listed, select the Yendor-Specific attribute.

Attribbe:;

I ame | Yendor |

Dezcription il

RaDIUs Standard
RaDIUs Standard
RaDIUs Standard
RaDIUs Standard
RaDIUs Standard
RaDIUS Standard

Tunnel-Pazsword
Tunnel-Preference
Tunnel-Pyt-Group-10
Tunnel-5erver-auth-10
Tunnel-Server-Endpt
Tunnel-Type

Y endor-5 pecific RADIUS Standard
Cizco-A-Pair Cizco
Allowed-Certificate-0I0 bdicrosaft
Generate-Clazs-Attriibute bdicrosaft
GFenerate-Sezzion-Timeout bdicrosaft

|gnore-l zer-Dialin-Properties bdicrosaft

b5 -Cluarantine-IPFilker bdicrosaft

S -Quaranting-5ezsion-Timeout bdicrosaft
Tunnel-Tag bdicrosaft

JSR-ACCHM-Type
ISR-AT-Call- nput-Filter

USR-AT-Call-Output-Filker
4

I1.5. Robotics, Inc.
I1.5. Robotics, Inc.
5. Ficul:ucutics,llnc.

Specifies the pazsword uzed for authenticating to a remote
Specifies the relative preference azsigned to each tunnel —
Specifies the Group |0 for a tunneled sezsion,

Specifiez the name used by the tunnel terminator during th
Specifies the [P address of the server end af the tunnel.
Specifies the tunneling protocols used.

Specifies the suppart of Mas features,
Specifies the Cizco A Pair WS,

Specifies the certificate purpose or usage object identifiers
Specifies whether 145 automatically generates the clazs al
Specifies whether 145 automatically generates the zeszion
Specifiez that the user's diak-in properties are ignored.
Specifies the [P traffic filker that iz used by the Routing anc
Specifies the time [in secondz] that the connection can rer
Dezcription naot pet defined

Dezcription naot pet defined

Dezcription naot pet defined

Dezcription naot vet defined _ILI
»

17. On the multivalued attribute information window click on add.
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18. A vendor specific attribute window will appear enter the Foundry Vendor ID, click on yes it
confirms, and configure attribute to proceed.
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-
2
=]
-]
=
w

¥endor-Specific Attribute Information

Altribute name:

I‘v’endnr-S pecific

Specify network, access server vendaor.

Foundry Networks’ Radius Vendor ID is

™ Select from list |RADILS Stardard

1991

% Enter Yendor Code: I1 99 =

S pecify whether the attribute conforms ta the BADIUS RFC specification for

vendor zpecific attributes.

% Yes |t conforms.

i~ Mo. It does not confarm.

Configure Attribute. .

o]

Cancel

19. On the next pane enter Foundry specific attributes.

Set the attribute format to decimal
Configure ¥5A {RFC compliant})

Yendor-azzigned attribute number:

|n

Attribute format;

IDeu:imaI = Set the attribute value to 0
Attribute value: /

—

o |

Cancel |

20. To dynamically place the switch port as an untagged in to a VLAN associated with a MAC address
you must select two more attributes (Attribute number 64 and 81). They are:
a. Attribute number 64 is named Tunnel-Type (Value = Virtual LANs)

b. Attribute number 81 is named Tunnel-Pvt-Group-Id (Value = “the VLAN number or the

name”
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21. Click on add to add an attribute and select Tunnel-Type attribute (attribute number 64), and click
add.

To add an attibute to the Profile, select the attibute, and then click Add.

To add an attibute that is not listed, select the Yendor-Specific attribute.

.-’-'-Lril;ute:
I ame | Yendor | Dezcription il
Tunnel-Client-Endpt RaDIUs Standard Specifies the I[P addrezs of the initiatar end of the tunnel.
Tunnel-tedium-Tepe RaDIUs Standard Specifies the ranzport medium wzed when creating a tunn
Tunnel-Pazsword RaDIUs Standard Specifies the pazsword uzed for authenticating to a remote
Tunnel-Preference RaDIUs Standard Specifies the relative preference azsigned to each tunnel |
Tunnel-Pyt-Group-10 RaDIUs Standard Specifies the Group |0 for a tunneled sezsion,
Tunnel-5erver-auth-10 RaDIUs Standard Specifiez the name used by the tunnel terminator during th
Tunnel-Server-Endpt RaDIUS Standard Specifies the I[P address of the server end of the tunnel,

RaDILS Standard the tunneling |

Yendor-S pecific RaDIUs Standard Specifies the suppart of proprietan MAS features.
Cigoo-dh-Pair Cizco Specifies the Cizco A% Pair W54,
Allowed-Certificate-0I0 bdicrosaft Specifies the certificate purpose or usage object identifiers
Generate-Clazs-Attriibute bdicrosaft Specifies whether 145 automatically generates the clazs al
Generate-5eszion-Timeout Microzoft Specifiez whether |1AS automatically generates the seszion
|gnore-l zer-Dialin-Properties bdicrosaft Specifiez that the user's diak-in properties are ignored.
b5 -Cluarantine-IPFilker bdicrosaft Specifies the [P traffic filker that iz used by the Routing anc
S -Quaranting-5ezsion-Timeout bdicrosaft Specifies the time [in secondz] that the connection can rer
Tunnel-Tag bdicrosaft Dezcription naot pet defined
USR-ACCH-Type I1.5. Robotics, IInu:. Dezcription not yet defined _ILI
4 3

22. Click add in the multivalued attribute screen.
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23. Select Virtual LANs on the enumerated value pane, and click ok.
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Enumerable Attribute Information

Attribute narme:

il

ITunneI-T_l,lpe

Attribute number;

|54

Aftribute format;

IEnumeratDr

Attribute walue:

Azcend Tunnel Management Protocal [ATMP)

Laver Two Forwarding [L2F]

Layer Twa Tunneling Pratacal [LZTP)
kinimal [P-in-IP Encapsulation [kIM-IP-1F]
Paint-to-Point Tunneling Protocol [PETH
Airtual Lk s WA

Wirtual Tunneling Protocol [YTP]

Ok

Cancel
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24. On the next screen verify that you have selected the Virtual LANSs attribute, and click ok.

Multivalued Attribute Information d |

Attribute name;

IT unhel-Type

Attribute Aumber;
|54

Attnbute farmat;

IE numerator

Attribute values:

“endar | W alle Maowve LUp

b ove Down |

P Add

RADIUS Standard Wirtual LaM s MWLAN]

Bemove |
Edit |

| | 0

] | Cancel

25. To add the VLAN ID associated with the MAC address click on add to add an attribute and select
Tunnel-Pvt-Group-Id (attribute number 81), and click on add on the next screen.
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Add Attribute Multivalued Attribute Informaktion

To add an attribute to the

To add an attribute that i

Attribute name:

ITunneI-F‘vt-GrDup-ID

Attribute number;

.-'E-Lrilgute:

I arne

Login-LAT -Port
Login-LAT-Service
Login-Service
Laogin-TCP-Part
M&AS-Part-Id
Reply-kezzage
Service-Type
Termination-aotion
TunnelAssignment-10
Tunnel-Client-duth-10
Tunnel-Client-E ndpt
Tunnel-tedium-Type
Tunnel-Paszword
Tunnel-Preference
Tunnel-Pt-Group- D
Tunnel-Server-auth-D
Tunnel-Server-Endpt

Tunnel-Tepe
Jl

|a1

Attribute format:

1 iz connected by Loc
nnected by the Loca

IDctetString

Altribute values:

hie uzer to the host,
Uzer zhould connect,
thenticates the user k
e uzer when the auth

Yendor | Y alue

fove Up uzer has requested.

ould take when zervic
tiowve Diown | o iz azsigned.
— el initiator during the
I brend of the tunnel,
when creating a tunn
enticating ko a remate

Bemowve |
gned to each tunnel
Edit | 1 zezsion.
— el terminatar during th

> rend of the tunnel.
| i /

sl

] | Cancel | 1d | Cloge |

26. On the next screen define the VLAN associated with the MAC address

Attribute Information

Attribute name;

2 x|

IT unnel-Pyt-Group-10

Attribute number;

|a1

Attribute farmat;

IDctetString

Ertter the attribute valug in: {+ Stin

Set the attribute value to the VLAN ID

|23 _—

x|

Cancel

27. Click ok to accept the VLAN ID value.
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Multivalued Attribute Information

Attnbute name;

IT unnel-Pyt-Group-10

Attribute Aumber;

|s1

Attribute format;

IDctetString

Aftribute values:

/

Y endor

| " alle

/

RADIUS Standard

23

b ovee Diown |

Bemove |
Edit |

2

kMove Lp

VLANID

ok |

Cancel

28. Review the remote access policy configuration to complete the profile and click ok.
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Edit Dial-in Profile e bl

Diakin Corstraints | [= | Multiliik: |
Authentication I Enemyption Advanced

Specify additional connection attributes to be returned to the Bemote
ArCcess server

Attributes:
i | Yendor | Y alue
e ' RADIUS Standard 0
Frarmed-Pratocal R&ADIUS Standard  PPP J Devices matching this security
Service-Type RADIUS Standard  Framed L policy are placed in to VLAN ID 23
Tunnel-Pyt-Group- D RADIUS Standard 23 |
Tunnel-Tepe RaDIUS Standard  Wirtual LaM = [WLAM]

1] | i

sgd. | Edt. | Bemove |

Ok I Cancel Spply

29. Steps 5 through 27 creates a security policy named “MAC Authentication for computers”, and sets
it in the right hand container of Internet Authentication Services pane. This policy matches the

following conditions:
a. Users that are in the “Test\ Domain” Windows group only.
This policy also sends the following information to the Foundry switch.
i. Attribute number 64 which specifies that user must belong to a Virtual LAN.
ii. Attribute number 81 which identifies the unique VLAN ID for the user group.

30. In the above security policy access switch port will be placed in to the specified VLAN as an
untagged port if the device is authenticated successfully.

31. In some instances, especially with IP Phones, the access switch port needs to be placed in to the
specified radius VLAN, and must also be tagged with an IEEE 802.1Q VLAN ID, if the device is
authenticated successfully. You will have to create a new security policy to accomplish this.

32. Before you create a new security policy you must create a new Windows group and accounts for
devices that will be used as the matching condition for this new security policy.

33. Here is the Active directory configuration with a new windows group as a matching condition for
the security policy named “MAC Authentication for IP Phones”.
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NETWORKS
4% hctive Directory Users and Computers - O] x|
@ File  pAction  View  window  Help ilil
A new account in the Windows
= i b =1, ol ]
= |F@E e XFHE 2 BiEEGETLE P N
Group “IP Phones —
@ Active Directory Users and Computer | Users 27 objects
D Saved Queties Marne I Twpe /I Diescription -
El@ Test - Adrniriskratar User Built-in account Far admini. ..
g Builtin ASARAM-2454 User
1 omputers Avaya 4620 Phone 1 User

&3] Domain Controllers
Cl Foreign3ecuritvPrincipals
[ LostandFound
(1] MTDS Suokas
D Program Data
[:l Syskem

Avaya 4620 Phone 2
ﬁCert Publishers
Cisco IP Phane 7912
€7 DHCP Administratars
€7 DHCP Users
ﬁDumain Adrmins
ﬁDumain Compukers
ﬁDumain Controllers

A new Windows Group
named “IP Phones”

ﬁDumain Guests
ﬁDumain sers
ﬁEnterprise Adrmins

| |

% Guesk

ﬁHeIpServicesGmup
€L 15 _wri

IF Phones
IUSR_SE-LAE
TWaM_SE-LAE

€ ket

_"I ﬁRAS and IAS Servers

-, -

ﬁGroup Policy Creatar ...

=gy

ser

Security Group - Domain Local
Security Group - Domain Local

Qrity Group - Domain Local

Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global

ser

Security Group - Domain Local
Security Group - Domain Local

Security Group - Global

ser
ser
ser

Security Group - Domain Local

Members who have view-..,

Designated administrators., ..
All workstations and serve...
All domain controllers in th...

All dornain guests
All domain users

Designated administrators., ..
Members in this group can...

Built-in account for guest ...

113 Worker Process Group

Built-in account for anone. ..
Built-in account For Intern,..

Key Distribution Center Se...

Servers in this group can ..

Members of this group are...

Members who have admini...

aroup For the Help and 5.,

=

34. Repeat steps 5 through 7 in this section to create the new remote policy named “MAC
Authentication for IP Phones”.
35. Next you will be required to specify the condition that matches the new remote access policy, on
this pane you must remove the pre populated default condition, and add the new Windows Group

named “IP Phones”.

DO NOT USE THE SAME WINDOWS GROUP FOR A NEW OR SUBSEQUENT SECURITY

POLICY

Page 36 of 51

Last Modified: 10/10/2006




Foundrv Securitv Best Practices

MAC Authentication Fo

Settings |

New IAS security policy

Specify the condibione ek connaction raoiacke ek ke

i . Bl Select Attribute
I Folicy conditic

2l xi

Select the type of attribute to add, and then click the Add button.
Attribute types:

M amne | D'ezcription :l
Called-Station-1d Specifies the phone number dialed by the o
Calling-Station-1d Specifies the phone number from which the ¢
Client-Friendly-H ame Specifiez the fiendly name for the BADIJS ¢
add Client-IP-4ddress Specifies the IP address of the BADIUS clier
i Client-\endaor Specifies the manufacturer of the BADILS m
I eEmmEEiET Day-tind-Time-Festic...  Specifies the time periods and days of week,
associated pre | Framed-Protocal Specifies the protocal that iz used.
k5 -RaS-vendor Description not yet defined
Edit Prafile A5 -ldentifier Specifies the zting that identifies the MAS th.
—_ | NASP-Address Specifies the [P address of the HAS where th
Urless individ NAS_—F‘Drt-T_I,Ipe Specif!es the type of phygi-:al pork that iz uzes
policy controls Service-Type Spec!f!es the lpe u:u_f zervice that the user ha
Tunnel-Type Specifies the tunneling protocalz used.
T | indows-Groups Specifies the Windows groups that the user t:
" Denyremc | 4| | |

% Grant rem

Add.. Cancel |

T T T TR T |

36. Click on add in the next group screen.
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Worows 21|
The faollowing groupz are currently in this condition.
Groups:
M ame |
Add... Bemove
] | Cancel |

37. Click on advance on the next screen.

Select Groups

Select thiz object type;

IGrn:nups Object Types...

From thiz location:

ITESI Locations...

Enter the object names to zelect [examples]:
| Check Hames

Advanced... | | [ I Cancel

i

4

38. Click on find now and select the group named “IP Phones”.
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Select thiz object type:

IGrDups Object Types...

FErarmn thiz lacation:

ITES': Lacations...

Comman Quenes |

Marne: IStarts with | I Calumns...

Find Mow

Description: | Starts with = | |

I | Dizabled accounts Stop
™| Hon expiing pazswend

[Mays sinee |ast logom: I "I

& | [f LL

k. | Cancel

Search results:

Hame [RDM] | D ezcription | In Folder

ﬁ Domain &dmins  Designated admi..  Test/Users
ﬁ Domain Comp... Al workstations ... Test/Users
ﬁ Domain Contr... Al domain contr...  Test/Users
ﬁ Domain Guests Al domain guests  Test/Users
ﬁ Domain Uzers Al domain users Test/Uszers
ﬁ Enterprize &d...  Designated admi... Test/Users

ﬁ Group Policy ... Members inthis ... Test/Users

ﬁ Schema Admin: D esignated admi...

39. Click ok on the next screen to accept the selection.
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Select thiz object bype:
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v

IGrDups

Erarn thig location;

Object Types. ..

ITest

Enter the object names to select [examples]:

Locations...

|F Phones

FEE

Check Mames

[k | Cancel |
P

40. Click ok to on the next screen to complete the matching condition.

mGoups 2|

The faollowing groupz are currently in this condition.

Groups:

M ame

TESTHP Phones

Eemowve |

Ok

Cancel

41. Confirm that you have the correct matching condition for the remote access policy, and click ok.
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MAC Authentication for IP Phones Properties el

Sethings

Specify the conditions that connection requests must match.

Palicy conditions:

YWindowe-Groups matches "'TESTHF Phones"

Edi... Bemove

IF connection reguestz match the conditions specified in this policy, the
azgzociated profile will be applied to the connection.

Edit Profile. . |

Unless individual access permissions are zpecified in the uzer profile, this
policy controlz access to the netwaork.,

IF a connection request matches the specified conditions:
" Deny remote access permizsion

{* Grant remote acoess permission

] 4 Cancel Apply

42. Click on Edit Profile and repeat steps 9 through 27. Use the new tagged VLAN ID for attribute

number 64.

43. You will need to add an additional attribute (attribute number 65) to tag the switch port with an
IEEE 802.1Q VLAN ID. Click on add to add an attribute and select Tunnel-Medium-Type, and then

click on add.
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To add an attribute to the Profile, select the attribute, and then click Add.

To add an attribute that iz nat lizted, select the Yendaor-S pecific attribute.

.-’-'-Lril;ute:
I ame | Yendar | Dezcription il
Login-LAT -Port RaDlls Standard Specifies the port with which the uzer i connected by Loc

RaDlls Standard
RaDlls Standard

Login-LAT-Service
Login-Service

Login-TCP-Port RaDlls Standard
MAS-Port-d RADIUS Standard
Reply-Meszage RaDlls Standard
Service-Type RaDlls Standard

RaDlls Standard
RaDlls Standard
RaDlls Standard
RaDIls Standard
RaDl5 Standard
RaDlls Standard
RaDlls Standard
RaDlls Standard
RaDlls Standard
RaDlls Standard
Rallls Standlard

Termination-Action
Tunnel-agzighment-[0
Tunnel-Client-Auth-10
Tunnel-Client-Endpt
Tunnel-tedium-Type
Tunnel-Pazzword
Tunnel-Preference
Tunnel-Pyt-Group-D
Tunnel-5erver-duth-0
Tunnel-Server-Endpt

Tunnel-Type
4

Specifies the host to which user iz connected by the Loca
Specifies the zervice that connects the user to the host.
Specifies the TCP port to which the uzer should connect.
Specifies the port of the MaAS that authenticates the uzer b
Specifies the meszage displayed to the user when the auth
Specifies the type of service that the uzer has requested.
Specifies the action that the MAS should take when servic
Specifies the tunnel to which a session iz assigned.
Specifies the name uged by the tunnel initiator during the 2
Specifies the IP addreszs of the initiatar end aof the tunnel,
=< the transport medium used ating a tunn
Specifies the paszword used for authenticating to a remote
Specifies the relative preference azsigned to each tunnel |
Specifies the Group 1D for a tunneled zession.

Specifies the name uged by the tunnel terminator during th
Specifies the IP addrezs of the server end of the tunnel.

Specifies the tunneling protocols uzed. _ILI
3

when cre

44. From the Multivalued attribute pane click on add.
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Multivalued Attribute Information ed

Altribute narme:

ITunneI-M edium-T ype

Aftribute number:
|55

Attribute farmat;

IEnumeratn:-r

Attribute values:
Yendor | Y alue e L@

i awee Do |

Eemove |
Edit |

<] | 0

[k | Cancel |

45. From the enumerated attribute information pane select 802 attribute value and click ok.
Enumerable Attribute Information 7] x|

Aftribute name:

ITunneI-M edium-T ype

Attribute number;
|55

Alttribute farmat:

IEnumeratl:ur

Attribute value:

Iz Ethernet canaonical format]

202 [includes all 802 media p

] I Carnicel

46. On the next pane verify the Attribute value, and click ok accept the value.
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Multivalued Attribute Information

Attribute name:

IT unnel-tedium-Type

Attribute number;

|55

Attribute farmat;

IE numeratar

Attribute values:

Yendor

| W alle

RADIUS Standard

802 [inchudes 3l 802 media plus E

tove Lp |
tave Down |

ok |

Cancel

_—1

Radius attribute number 65 must
be set to 802 to tag access ports
in the switch

47. Review the attributes for the new security policy named for “MAC Authentications for IP Phones”.
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Edit Dial-in Profile 2=

Diakin Constraints | [= | b ultiliik: |
Awthentication I Eneryption Advanced

Specify additional connection attributes o be returhed to the Remate

i . . . g
FEESS SEVEL Access switch port is tagged with

iz 802.1Q format
I ame | Yendaor | W alue
Wendor-5 pecific R&ADIUS Standard 0O /_
Framed-Protocaol RADIUS Standard  PPP
Service-Tyupe RADIUS Standard  Framed
Tunnel-kd edium-Type RADIUS Standard 802 [includes all 302
Tunnel-Pyt-Group-D R&ADIUS Standard 10 —

Devices matching this security

T I-T RADIUS Standard  Virtual LAMs [VLAM
HnEr e anas rtuel Las (VLAN) policy are tagged with VLAN ID 10

1| | i

Edit... | Eemave |

QK. Cancel Apply

48. Steps 34 through 47 creates a security policy named “MAC Authentication for IP Phones”, and sets
it in the right hand container of Internet Authentication Services pane. This policy matches the
following conditions:

a. Users that are in the “Test\IP Phones” Windows group only.
This policy also sends the following information to the Foundry switch.
i. Attribute number 64 which specifies that user must belong to a Virtual LAN.
ii. Attribute number 65 which specifies that user port must be tagged with the IEEE
802.1Q format.
iii. Attribute number 81 which identifies the unique VLAN ID for the user group.

49. You should now have two unique security policies that IAS uses to match and authenticate devices.
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"..::F' Internet Authentication Service

File  Action Wew Help

«» BEDB[@

%3 Internet Authentication Service {Local)
{17 RADIUS Clients

I:l Remote Access Logging

% Remote Access Policies

l:l Connection Request Processing

Security policy for tagged VLANSs

Mame | Order
,é':,ﬁM.ﬁ.C Authentication For IP Phones 1
E¥MAC Authentication Far computers z

Security policy for untagged VLANSs

You can add a third remote access policy to handle cases where you need to have two VLANS, such as a
Voice VLAN and a data VLAN (one with an IEEE 802.1Q tag, and one without a tag), assigned to the same
switch port. You must enter the string “U:23;T:10” in the Attribute information field to assign an untagged
VLAN ID 23 (data VLAN), and a tagged VLAN ID 10 (Voice VLAN) within the Remote access policy.

Attribute Information

Attribute name:

2l

ITunneI-F‘vt-ErDup-ID

Attribute nurmber:

|=31

Attribute farmat;

IEI::tetString

Enter the attribute value i & S Hexadecimal

) Untagged=23, Tagged =10

/I

ILI:23;T:1III —

o]

Cancel
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The remote access policy shown below is similar to the two polices that was created before, the only
difference is that the Tunnel-Pvt-Group-ID field is modified to assign two VLAN IDs (one for the Voice
VLAN and one for the data VLAN) upon successful authentication of MAC address of the IP Phone or the
Computer.

- ;¢ Internet Authentication Service =10l x|

File  Action Wew Help

= | BmEE| e

%3 Internet Authentication Service {Local) Mame | Order
D RADIUS Clients MAC Autnetication for Phone + Computer 1
D Remate Access Logging ESMAC Authentication For IP Phones 2
% Remote Access Policies M.ﬁ.C Authentication faor computers 3
l:| Connection Requesk Processing

New remote access policy

The key to the process that IAS uses to authenticate users is that it analyzes the RADIUS request
against the available rules sequentially. The processing of these rules only continues until a match is
found.

1.6  Setting up the Foundry Configurations (Switches and Routers)
1. The following command will enable MAC authentication globally (Required).
mac-authentication enable
The following command will enable mac authentication per interface (Required)
interface ethernet [interface-number]
mac-authentication enable
The following command will assign the port to a dynamic MAC address based VLAN
interface ethernet [interface-number]
mac-authentication enable-dynamic-vlan

2. Setup the RADIUS server configuration on the equipment (Required).
radius-server host [ip-address]
radius-server key 0 [radius-secret]

3. Assign aIP address to the device (Required):
ip address [ip-address] [netmask]
ip default-gateway [ip-address]
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Appendix A

a. Multidevice MAC authentication with restricted VLANs

The following example illustrates a configuration where an IP Phone and a laptop that is attached to the
switch port of the IP Phone get authenticated via the radius server. The IP Phone is placed in to a Voice

VLAN (VLAN 10), and the laptop computer is placed in to the data VLAN (VLAN 23).

Also an unknown Laptop computer that does not have an Active Directory account is placed in the
restricted VLAN (VLAN 1023).

[=]

il

Radius/DHCP Server

e
3k

Call Controller

Foundry RX4 Router

Voice VLAN =10
Data VLAN =23
Restricted VLAN =1023

Uplink port is tagged for all
VLANS. Port 1.

IP Phone + Laptop connects to port 22

Unknown Laptop connects
to port 24

++++++++++++

Foundry FGS Switch

-
oty

Unsecured Laptop [P Phone Secured Laptop

A

=3
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b. Switch configuration

FGS624P Switch#show run
Current configuration:
1

Qer 02.4.00aT7el
1

1
no global-stp
1

vlan 1 name DEFAULT-VLAN by port
no spanning-tree

!

vlan 23 name data by port
tagged ethe 1

no spanning-tree

1

vlan 10 name voice by port
tagged ethe 1 ethe 22

no spanning-tree

!

vlan 1023 name restrict by port
tagged ethe 1

no spanning-tree

ip address 192.168.1.2 255.255.255.0
ip default-gateway 192.168.1.1
logging console

radius-server host 192.168.1.3
radius-server key 0 test

cdp run

fdp run

mac-authentication enable

mac-authentication save-dynamicvlan-to-config

mac-authentication auth-fail-vlan-id 1023

interface ethernet 13
mac-authentication enable

interface ethernet 14
mac-authentication enable

interface ethernet 15
mac-authentication enable

interface ethernet 16
mac-authentication enable

1
interface ethernet 17
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mac-authentication enable

interface ethernet 18
mac-authentication enable
inline power

interface ethernet 19
mac-authentication enable
1
interface ethernet 20
mac-authentication enable
1
interface ethernet 21
mac-authentication enable

1
interface ethernet 22

dual-mode

mac-authentication enable
mac-authentication enable-dynamic-vlan
inline power

voice-vlan 10

1
interface ethernet 23
mac-authentication enable
mac-authentication enable-dynamic-vlan
inline power

1

interface ethernet 24
mac-authentication enable
mac-authentication enable-dynamic-vlan
mac-authentication auth-fail-action restrict-vlan
inline power

end

c. MAC Authentication Process.

FGS624P Switch#
SYSLOG: <14>Jan 1 00:00:00 192.168.1.2 System: Interface ethernet 22, state up

SYSLOG: <14>Jan 1 00:00:00 192.168.1.ated power of 15400 mwatts on port 22.
PoE: Power enabled on port 22.

SYSLOG: <14>Jan 1 00:00:00 192.168.1.2 System: PoE: Power enabled on port 22.

SYSLOG: <14>Jan 1 00:00:00 192.168.1.2 System: PoE: Power adjustment done:
decreased power by 9100 mwatts on port 22 .

TP Phone MAC address
_1.2 MAC Authentication succeeded for

SYSLOG: <13>Jan 1
[000d.bcd8.2402 port 22
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SYSLOG: <13>Jan
vlan-id changes

SYSLOG: <13>Jan

[0011.2582.5efa ] on port 22

SYSLOG: <13>Jan
[000d.bcd8.2402

SYSLOG: <14>Jan

SYSLOG: <13>Jan
vlan-id changes

SYSLOG: <9>Jan

1 00:00:00 192.168.1.2 MAC Authentication: port 22 default

to 23

1 00:00:00 192.168.1.2 MAC Authentication succeeded for

J T.anton MAC address

1 00:00:00 192.168.1.2 MAC Authentication succeeded for

] on port 22

1 00:00:00 192.168.1.2 System:

Interface ethernet 24, state up

1 00:00:00 192.168.1.2 MAC Authentication: port 24 default

to 1023

1 00:00:00 192.168.1.2 MAC Authentication failed for
[0004.0d27.c34e_] on port 24 (Invalid User)

FGS624P Switch#show mac

Total active entries from all

MAC-Address

0004 .80a0.4000
0004 .0d05.c870
0004.0d02.2alc
0004.0d92.44ae
0004.0d02.44ae
0004 .0d4d.66d6
0004 .0d27.c34e
0014.2208.¥455
000d.bcd8.2402
0011.2582.5efa
0004 .80a0.4000

Port
1
1
1
1
1
23
24
1
22
22
1

FGS624P Switch#show run

interface ethernet 22

dual-mode 23

mac-authentication enable
mac-authentication enable-dy

inline power
voice-vlan 10

—
“‘ Unknown MAC address

VLAN

Type

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

.
W VI.AN D chaneed to 23

Index
16252
1484
4944
14184
4940
3084
12592
1808
3764
10976
15412

10
10
10
10
10
10

1023

10
10
23
23
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